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Abstract—Device to Device (D2D) communication provides a outperforms conventional and minimum selection methods in

promising technique for 5G wireless networks, supporting higher terms of secure achievable rates. Optimal power allocation
data rates. Security of data transmission over wireless clouds

could put constraints on devices; whether to cooperate or not. Strategies were derived for a zero sum game with an unfiyend|
Therefore, our aim is to provide analytical framework for the jammer in [11]. In [12], the authors propose a distributed
Sect‘)”'é}’ a”‘t _t?]e physical layer alnd tol dfj};'”le thh_e constraints  game-theoretic method for power allocation in bi-directib
embodied wit Cooperatlon In wireless clou n this paper, two . . . . .
legitimate transmitters Alice and John cooperate to increase the COOPerative communication. They proved the benefits of bi-
reliable transmission rate received by their common legitimate directional cooperation between nodes closer to each.other
aeCtG!\ée{ %Obl' Whtﬁfe ?hnet eﬁlveSdtr;])p%eh_EveteXlStIS- YVehPE%pOthe In this paper, we focus on a wireless communications
istributed algorithm that allows the devices to select whether to . . , .
cooperate or not and to adapt their optimal power allocation SCENario where transmitting devices cooperate, while aesea
based on the cooperation framework selected. Moreover, we dropper device overhears their transmissions, assumiaig th
define distance constraints to enforce the benefits of coopefah  thjs eavesdropper is only overhearing their own directsran
between devices in a wireless cloud. missions. In fact, this assumption is basically based on the
I. INTRODUCTION IacI§ of knowledge of the eavesdropper - who aims to decode
_ . their transmitted messages - that a message of one tragsmitt
~The Wiretap channel models scenarios of the data transmiguld be mixed over time or that any cooperation could exist.
sion under security attacks on the physical layer [1]. SBvef particular relevance are the benefits of D2D cooperation t
optimal power allocation interpretations that aim to maxen secure data transmission, and more relevant is to study when
the secure and reliable information rates exist in thedite@e. znd where cooperation should exist, building a framework
Such designs were done for different channel models, fgf distance constraints which could allow devices in a cloud
example, for the two user MAC Gaussian channel [2], or f@p decide to go for cooperation, to cooperate from one side,
cooperative virtual MIMOs [3] by directly maximizing thenot to cooperate, or to change location avoiding any distanc
mutual information, or via optimizing other design criteti attacks. We mean by a distance attack, is the capability of
such as, minimizing the mean square error [4], or minimizinghe eavesdropper device to experience a better version of
the bit error rate [S]. In [6], the authors address secutge transmitted message than the legitimate receivingceevi
communications of one source-destination pair with the helynder such distance constraints, the legitimate transraittnd

of multiple cooperating relays in the presence of one or mofgceivers could choose to move far from an attacking device
eavesdroppers with different cooperative schemes. Intfié], as a defense strategy.

authors devise several COOperation Strategies. Theydmna| In this paper, we consider a scenario which is more of

deaf helper phenomenon, where the relay is able to faeilitgjractical relevance where two side cooperation exists. The
secure communications while being totally ignorant of thgsyal assumption of one side cooperation is addressed for
transmitted messages. In [8], the author studied the sgafri analytical purposes only. However, we consider cooperatfo
communication for the relay channel under the situationt thgj-directional two relay devices to show that 'a real egoist
some of the transmitted messages are confidential to the relsshavior is to cooperate’, [13]. Our work differs from other
Moreover, in [9], the authors considered cooperative jangmiorks not only on this assumption, but we have also consid-
where a relay equipped with multiple antennas transmitSefed that the devices under certain distance constrairitshsw
jamming signal to create interference at the eavesdropp@eir mode of cooperation from Relay to MAC or vice versa
They proposed design methods to determine the antemf}achoose not to cooperate. This assumption is of particular
weights and transmit power of source and relay, so thaflevance in a D2D cooperation within a wireless cloud to
the system secrecy rate is maximized. In [10], the authoggsure that cooperation will not harm one or the other device
studied three opportunistic relay selection approache®munreliable and secure transmission rates. We are interested i
security constraints. They show that optimal relay sedecti gptimal power allocation strategies under different scesa

when two legitimate transmitters/receivers Alice and John

1A wireless cloud is a small fixed size wireless network with \no

cooperative devices. Such devices define jointly theiresystonfiguration COOp?rate 'n a bi-directional way to mlcrease thelr. secrecy
and schedule their transmission in a certain mode of cooperati rate, i.e., to increase the secure and reliable transmisaie



received by Bob, their common legitimate receiver during Ill. D2D COOPERATIONFRAMEWORK AND PROBLEM
which an eavesdropper, Eve tries to eavesdrop both. FORMULATION

A. D2D Cooperation Framework
Il. SYSTEM MODEL ] ) ] ) )
The cooperation setup in this paper is between two parties

We consider a model that includes two legitimate transmifsho cooperate to reach their optimum strategies in service
ters Alice and John, and one common Iegitimate receiver, Bquuest way, such that the one who request the relay service
One eavesdropper Eve tries to decrease the security of bai follow a strategy of cooperation defined by the other
transmitters trying to decode the messages received by bg#vice, where both devices at the end cooperate in relaying
transmitters. The communications between different @ﬂﬂi’e each others da‘[a, or not, in different Cooperation levedsed
done over a point to point bi-directional links. The traned on the objective functions defined for each device, the @svic
message from transmittéris defined ase;, and the received choose the optimal power allocation, that may correspond
message by the receivéris defined ag,. Considering that to a cooperation decision when cooperation is of benefit,
Alice and John are relay devices who cooperate in relayifg minimal cooperation in a multiple access channel (MAC)
each others data to Bob who receives two vectors from Aliggode, or no cooperation when there is no benefits expected.
and from John, assuming that each will relay a replica of thgherefore, first, we consider the scenario where there is

other's main message as follows, cooperation with relaying. Second, we consider the scenari
where there is cooperation without relaying data. Third, we
Yab = GavV/ Pata + GapV/ Papj + 11 (1) consider a scenario where no cooperation exists. Fourth, we
consider a scenario when there is cooperation from one side
Yiv = Gjp\/Pjx; + Gjp\/Pjpra + nao (2) and without relaying data. The later two scenarios consitier

give insightful solutions through which secure communarat
Eve receives two vectors from Alice and John; assuming thah D2D cooperation in a wireless cloud can be evaluated.
Eve will receive the main message of each via overhearing,
and will not be aware of the relayed part, this assumption s Problem Formulation

done for the sake of simplicity, as follows, Consider the objective functions per cooperative device,
B Alice with C's1, and John withC's2. The maximum achievable
Yae = GaeV Palta + M1 @) secrecy rate for Alice,
Yje = Gje V ijj + g (4) Csl = maz Rajb ~ Rae (5)
ya» € C" and y;, € C" represent the received vectors Subject to, Pj+ Py < Py ©)
of complex symbols at Bob’s side from Alice and John; Therefore, Py*=arg max Rajp — Raes (7)

respectively,y,. € C* andy;. € C" represent the received ¢Pjb,Pab /¢
vectors of complex symbols at Eve’s side from Alice and John:

n.
. with P;* = P; — P™, and0 < ¢ < 1. Rgjp = log(1 +

respectively.x, € C* andz; € C" represent the vectors of J - , 2 . .

complex transmit symbols with zero me&ir, 2], E[z;27] SN Rap + f(SNRaj, SNEjp)), when John is relaying Alice

J data, [14]. When no relaying is consideré ., is the same
and identity covariancéi[xale],E[xjxf], respectivelyn, € 4] ying BLlss

C" ny € C", iy € C*, andng € C"j represent vectors of
circularly symmetric complex Gaussian noises with zerommea
and identity covarianceG,;, represents the complex gains Roe = I(2a; Yae) = log(1 + SN Rae) 9)
of the channels between transmitteand receiverk. /P, ‘ R -

and+/P,;, represent the relay power used by John and AlicBhe maximum achievable secrecy rate for John,
respectively to relay each others dajéP, and\/?j represent
the transmitted power for Alice and John used respectively
to transmit their own daa If relaying is precluded, the
terms including/P,, and /P;, will be omitted from (1)
and (2), respectively. The achievable secrecy rate thelt eac Tperefore, P,* =arg max Rjap — Rje,  (12)
of the legitimate devices will try to maximize is called (Cs) Pab/¢,(Pjy

assuming Maximum Ratio Combiner (MRC) at Bob's side. with P, = Py — Py*, and0 < ¢ < 1. Rjay = log(1 +

SNR;, + f(SNR;., SNR,)), when Alice is relaying John
’Notice that the channel gains are considered to be fixed dver t it f( T ab)) ying

transmission time of(za, ;). Therefore,Guy(v/Paza + vPope,;) and datd, [14]. When no relaying is consideréq,, is the same

Gjp(\/Pjpxra + +/Pjx;) are associated to the transmission of the maifS,
and relayed transmitted symbols over each link. = I(x:: —
) ) ) v =I(z;5y5) = log(l NR; 13
SNotice that the model considers that the powg, P; for Alice and R ( 7 y]b) g(1+5 Rﬂ’) (13)
John, respectively is divided between the main transmittgdads and the

relayed ones. Rjc = I(xj;yje) = log(1+ SNRj.) (14)

Rap = I(Ta; yap) = log(1 + SNRyp) (8)

Cs2 =max Rjq — Rje (10)

Subject to, P, + Py < Py (12)



Where SN R;;, is the received signal to noise ratio betweeallocation policy, see [15]. Assuming that John will be more
transmitteri and receivelk. cooperative with Alice; the power cooperation is defined as,
Gzrkzpl (15) Py = CPjy (21)
Gu is the channel gain between different devices, afid Solving (17)3 the cooperative optimal_ power al!ocation for
is the noise power, considered as fixed over all links. GivéR€ cooperative scenario through relaying which incre#tses
that the framework will include bi-directional cooperatjmnd SECrecy rate for Alice is as follows,
including relaying with¢ cooperation level between Alice and 3 2 D _
John. The received N R via the path of transmittet, relay UrBip” 4 w2l 4 s+ 9a =0 (22)
point r, and receiverk will be considered as follows, [12], where); are variables with respect to the channel gains and
[14] the powerkF,.

GirGou PPk P, is the solution o_f the third qrder gquation, which is the
o2 (G Py + G Po £ 07 (16) opumal power aIIocatlo.n John W|II_deC|de to cooperate with

e e Alice to relay her data in order to increase her secrecy.

Therefore, we need to analyze a set of scenarios where w&imilarly, solving (19), the cooperative optimal power al-
can derive the optimal power allocation required to maxénizocation for the cooperative scenario through relayingahhi
the achievable secrecy rates, and therefore to get instghtsincreases secrecy rate for John is as follows,
the effect of cooperation and relaying on the secrecy rates.
In particular, we will devise the optimal power allocatiost s B1Pay® + BaPap” + B3 Pap + 1 = 0 (23)
(P.", Pjp™") used for relaying, andP,”*, P;") used for main
data transmission. Whet,” = P4 — P,;*, andP;* = P; —
Py*.

SNR;, =

F(SNRir, SNR,y,) =

where 3; are variables with respect to the channel gains and
the powerp;.
P, is the solution of the third order equation, which is the
IV. COOPERATIVERELAYS optimal power allocation Alice will use to cooperate witthdo
to relay his data in order to increase his secrecy. Thergfioee
We consider the scenario where John is trying to relaptimal power allocation will be as provided in the followin
Alice data with powerP;;, and Alice is trying to relay John Theorem.
data with powerP,;, using the shared bi-directional link Theorem 1: The optimal power allocation that maximizes
between them. Both relays utilize Amplify and Forward (AF§he achievable secrecy rate of the cooperative scenarto wit
protocol for cooperation. The cooperation level defines thglaying is the solution of - (17) subject to (18) and (19)
main cooperation point in the mathematical formulationhaf t $UbJeCt o (20) |dent|f|_ed W'th thf optimal s¢ ab’ij)
optimization problem. The achievable secrecy rate and thl (22) and (23) respectively wity,” = CPj
corresponding optimization problem can be written as fatlo V. COOPERATIVEMAC

Cslep, :rglgx log(14+ SNRu, + f(SNRy;, SNR;3)) A. Cooperative Scenario without Relaying

" In this scenario, the devices will not work as relays, so

both devices will cooperate in their own transmissions powe

Subject to, Pj+ Py, < Py (18) to maximize the secrecy rate of the other. Note that this
scenario is a special case of the previous one, where the SNR

Cs2r, =max log(1+SNRjy + f(SNRja, SN Ray)) that contributes to the extra rates through relayed dath wil

—log(1+ SNRg.) a7)

¢ Tab disgppear from the equation. The achievable secrecy reges a
“log(1+ SNR;.) (19) defined as follows,
Subject to, P+ Py < Pa (20) Cslep, = r?%x log(1+ SNRu) —log(14+ SNR,.) (24)
Since the one who is providing the service first dictates the ¢ Subject to, P; < Py (25)

operation level, the formulation is defined as in (17) and.(19

Let Alice be the one who first request the relay service from ¢'522. = max log(1+ SNRjp) —log(1+ SNR;.) (26)
John. Therefore, the power John decides to cooperate wlith wi ¢

dictate the response of Alice. Hence, the first objectividit)t Subject to, P, < Py (27)

Csl will lead to the optimal relay powefP;;,: John uses to Theref th timal locati ilb ided
relay Alice data. On the other hand, the second objective eretore, the optimal power aflocation will be as provide

o . _ . IN the following Theorem.
(utility) Cs2 is to maximize John achievable secrecy rate by Theorem 2: gl'he optimal power allocation that maximizes

letting Alice relay the data of John to Bob, thus we derivge achievable secrecy rates of the cooperative scenaifie wi
the optimal relay powef,;: Alice uses to relay John data togyt relaying is the solution of (24) subject to (25) and (26)
Bob. A is the Lagrange multiplier. Thus, applying the Karushsubject to (27) identified with the optimal sgk;, P;) given
Kuhn-Tucker (KKT) conditions, it follows an optimal powerby the following closed forms, '



Subject to, P, < Py (37)

P — £ >\204(Gjb +Gje)? + 4>\Gbeje(O'2G]'b — 02Gje — Ao?) CSQPj — max log(l + SNij) — log(l + SNRje) (38)
2 ()\Gbeje)Q P;
—o¥( 1 + L) (28) Subject to, P; < Py (39)
Gje G

Therefore, the optimal power allocation will be as provided
the following Theorem.

. 1 (02Gap + 02Gae)? + AAGypGae(02Gap — 02Gae — Ao?)

Pj* = e (GunGae)? Theorem 4: The optimal power allocation that maximizes
. . abrae the achievable secrecy rates for the non-cooperative soena
— o + ) (29) is the solution of (36) subject to (37) and (38) subject

Gae  Gab to (39) identified with the optimal sét’;, P;) given by the

Notice that the optimal cooperation level can be derivedllowing closed forms,

finding out 88’? or 2L2 On the other hand, we can derive also

the SNR over each link at which the cooperation is optimalp L1 \/)‘204(Gab ¥ Gae)? + 4Gy Gac(02Gap — 02Gae — Aod)

‘o 2 ()‘GabGae)Q

B. Cooperation from one side

1
This scenario consider that John helps Alice, while Alice —UQ(GM ta
does not help John. So, this scenario considers a cooperatio

) (40)

at which Alice z_and John are conc_erned_ to maximize her own .1 [X204(Gjp + Gje)? + 40G 3G e(02Gy — 02Ge — Acd)
secrecy rate, since Eve is targeting Alice only. However, n&i" = 5 (\G,;5C0)?
. . . J
relaying is considered here. , 1 1
We define the optimization problem for the scenario of -9 (Gje *ijb) (41)

cooperation from one side as follows, . . . o .
Notice that the solution set of this scenario is a special

Cslp, = max log(1+ SNRy) —log(1+ SNR,.) (30) case of the solution set of the previous scenario when the
“ . cooperation levell = 1, as well as the constant = 1. In
Subject to, Py < Pa (31) fact, in a non-cooperative scenario, with per device tovalgr

Cs2¢p, = max log(1 + SNRy,) — log(1+ SNR,.) (32) constraint, it can be easily shown through the Lagrangiah an
Y the KKT conditions that the optimal strategy for each device

Subject to, P; < P; (33) s to allocate their own total maximum power, i.€5;, P;) =
. . . . . (PA’ PJ)'
Such scenario will be a mixed scenario from the previous
scenario and the one in the next section. Therefore, thenapti VII. D2D COOPERATIVEDISTANCE

power allocation will be as provided in the following Thesre  Cooperation may be not beneficial for both parties, so no-

Theorem 3: The optimal power allocation that maximizes;goperation will be one response from one or both devices
the achievable secrecy rates of the cooperative scenario fr

one side is the solution of (30) subject to (31) and (32% the cooperation will adversely affect its secrecy. Herice
subject to (33) identified with the optimal s@®;, P;) given follows the importance of the distance considerations betw

by the following closed forms, cooperating parties. Thus, we consider the distance batwee
Alice and John so that cooperation beneficially exists; lthe
wise John will adversely affect Alice. The distances betwee
1 different devices are considered such that is the distance
G G ) (34) between transmitter and receiverk. Then, using the relation
ae ab H
between the path loss exponef}’ which relates the loss of
) 1 [(02Gay + 02Gae)? + ANGoayGae (02 Gy — 02Gae — Ao ) the transmitted power over Fhe distance of thg transmission
YV (GapGac)? path, we can substitute the distance corresponding to thi® SN
1 1 in the defined optimization problems. In fact, inducing the
.o (35 distances between Alice, Eve, and Bob, or John, Eve, and
Bob is not enough to make D2D cooperation exit. Therefore,
) ) ] ) ‘we need to consider the distance between Alice and John in
In this scenario, no cooperation exists, thus every devigg cooperation problem. Consider the effect of Alice omJoh
wants to maximize its own utility with its own resourcesyng yice versa as an interference effect, thus the cooperati
The reasoning behind considering this scenario is to stugysimization problem in scenario-A, section-V is such that
the implications of cooperation in the solution; i.e., toyide he jnformation rate from Alice to John and vice versa will
analytical insight when the cooperation is of benefit. influence one another in a positive way, i.e., it is used to
We deflne the optimization problem for the scenario of NO;cel the rate decay (leakage) to Eve. Thus, the optiroizati
cooperation as follows, problem can be written as follows,

Cslp, = max log(1+ SNRy) —log(14+ SNR,.) (36)

1 \/A204(Gab + Gae)? + 4AGapGac(02Gap — 02Gae — Aat)

P ==
2 (AGapGac)?

V1. No-COOPERATION

Cslep; +1log(1+SNRj,) (42)



Cs2p, /¢ +log(1+ SNR,;) (43)

Algorithm 1: Optimum Cooperative Power Allocation.

From a power allocation perspective, this formulation ngean
that, log(1 + SNR;,) would substitute fofog(1 + SN Rq.)
andlog(1 + SNR,;) would substitute forlog(1 + SNR;.)

as well, otherwise cooperation will not exist. Substitute t
distances into the conditions discussed we get the follgwin

CG(”‘ < CGae
dab202 + CGGJPJ' B da620'2 + CGG@Pj

(44)

and,
Gja Gje

<
(dab20—2 + GjaPa N CdjeZU2 + GjePa

(49)

This leads to the condition that, if we need the cooperation

to be of benefit for one or both parties, then the following
distance constraints should exist. Similar analysis ofettfect

Alice—vinitiates cooperation mode; Alieerequests relay service
Input : distanced,s, dae, djb, dje, daj-
if Fai
dap202+CG
G ja

< £Cae and
~ dae?02+(GacP;

je
and
= €dje?02+G o Pa

ajPj

Cdgp202+GjqPa

2
dae

Gae Gje
‘ S G Gja
John—accepts to cooperate and decide cooperation with ig\aid request Alice
relay service. if Alice accepts to cooperate; then
Output : 1 is executed.

do;? and d;.? < d.;? then

else if John—rejects to relay data and devices go to MAC cooperative mode; then
| Owutput : 2 is executed.

else if John—accepts to cooperate from one side; then
| Output : 3 is executed.

else if John—rejects to cooperate and devices go to non-cooperative mode; then
| Output : 4 is executed.

else
|  Owutput : 4 is executed.

of the distance between different devices in a wiretap setupoutput: 1

without cooperative scenarios has concluded that there

a distance consideration for which the secrecy can existoyput: 2

otherwise not, and they call it secrecy coverage distad@d, [
Therefore, the distance between Alice and Eve should be,

Gae

aj
and the distance between John and Eve should be,
Gje

dae?7 < dajna

(46)

i The optimal cooperative relay power:

Pyp", Pj,™) solving (22) and (23), respectively

The optimal cooperative main power:

(Pa™, P;™) in (28) and (29)

Output: 3

The optimal cooperative / non-cooperative main power:

(Pa™, P;™) in (34) and (35)

Output: 4

The optimal non-cooperative main power:

(P.*, P;™) in (40) and (41)

Devices keep checking distance constraint and adaptively allocate their optimal
power based on the cooperation scenario selected.

d;je" < dg;" (47)

Gja

If such distance considerations are met, then the cooperati
power allocation strategies are optimal in the sense ofaiti
cooperation level. Hence, Eve can try to break such dista
constraints going more near to one or both devices she w

secrecy rate for John with respect to the main povrr
%d the powerP,;, used to relay his data. As expected, the
ramework of cooperation via relaying adds significantly to

achievable secure data rates of each device compared to

to eavesdrop, i.e., moving the cooperation level into legge data rates achieved without cooperation. The differenc
cooperative and so the achievable secure and reliable raiggveen the gains in the data rates for Alice and John is due to

into lower bounds.

VIIl. ALGORITHM

We introduce a distributed algorithm that finds the optim:
power allocation set that secures the data transmissionrin «
model. First, the devices will check the distance constsain
test if cooperation is of benefit. If yes, then the deviced wi
initiate the cooperation and will decide to cooperate jgjrb
cooperate from one side, if not, the devices will chose not
cooperate. Therefore, the optimal power allocation forcéli
and John will follow the solution set of the scenarios diseuls

evable Secrecy Rates for Alice (R

o
)

IX. SIMULATION RESULTS

We shall now present a set of illustrative results that czaéa1

further insights to the problem. We choose a cooperatiogl ley
¢ = 0.8, channels gains ar€'y, = 0.4, Gge = 0.3, Gjq =
0.2, Gj = 0.5, and Gj. = 0.3. We now analyze the set

the stronger channel gain that John enjoys between hisalevic
and the receiver device, Bob.

0.9

== John is not Relaying Alice Data
= John Relays Alice Data

0.8

o
3

o
>

=4
@

o
iy

o
w

05 45

15 2 25 3 35
Alice Power Pa and John relay power Pib

of scenarios considered. Notice that we have chosen channel

gains for a non-degraded case, where the channels betw\;@v
legitimate transmitters and the legitimate receiver amensfer
than those between legitimate transmitters and the illegte
receiver. Figure 1 illustrates the achievable secrecy fate
Alice with respect to the main powe?, and the powerP;,

nl-  Secure data rates achievabbeld/sec/Hz) by Alice (with and

ithout relaying) with respect to the main powey, (when no cooperation
exists) and the relay powe?;; (whenP, = P4 is fixed and equals 5 and
cooperative relaying is active).

Figure 3 illustrates the achievable secrecy rates of Alice

used to relay her data. Figure 2 illustrates the achievahiéth respect to her distance from Bob, when= 2 for free



= Alice is not Relaying John Data
w—— Alice Relays John Data

0.2

Achievable Secrecy Rates for John (R2)
S
T

15 2 25 3 35
John Power Pi and Alice Relay Power Pab

X. CONCLUSIONS

Different optimal cooperative power allocation stratsgie
that aim to maximize the achievable secrecy rates for the
devices cooperating in a wireless cloud have been derived. W
compare cooperation frameworks to the non-cooperative.one
We define distance constraints that allow for adaptive mofles
D2D cooperation and adaptive power allocation accordingly
We show that such distance constraints answers the question
when the D2D cooperation is of benefit.

Finally, we establish that although D2D cooperation seems
very promising and appealing for next generation wireless
networks, however, to secure data transmission, such D2D
cooperation should be associated with adaptive and distdb
algorithms that constraint the global cloud cooperatioremvh
cooperating devices will cause interference and jam the mai

Fig. 2. Secure data rates achievabbét{/sec/Hz) by John (with and
without relaying) with respect to the main pow®, (when no cooperation
exists) and the relay power,;, (when P; = P; is fixed and equals 5 and
cooperative relaying is active).

transmission or when possible common or active eavesdrop-
pers exist. From a security perspective, there should be a
framework for cooperation that can be customizable to the

application.

space path loss. The secrecy rates has been simulated unidk
different distances between Alice and Edg. and between |2
John and Bobd;,. As already explained analytically in the
previous sections, such distances are associated to the SNR
obtained without and with relaying. Therefore, it is of part |3
ular relevance to observe that the distance of the eavgseirop
and the transmitter has fundamental role in deciding whleth%]
the cooperation is of benefit or not. This result shows that
long as the distances between the legitimate transmitteds a
the legitimate receiver are smaller than the distancesdsiw
the legitimate transmitters and the eavesdropper, thewable
secrecy gains are noticeable, and as expected with relahiag
secrecy rates are higher. Therefore, cooperative relaging [6]
benefit. However, its interestingly shown that if John is too
much far from Bob, the gains expected from relaying are veryr]
limited, and at some point going into no cooperation could be
of more benefit to the legitimate transmitter. Similar asay (8]
applies to the achievable secrecy rates of John with res$pect
his distance from Bob. (9]

(5]

(10]

06

—— John is not Relaying Alice Data, d__=10is fixed
—— JOhN Relays Alice Data, dae:m, dm:O 1 are fixed
= John Relays Alice Data, d_=10, djh:l are fixed
John is not Relaying Alice Data, daE:Z is fixed
= JODN is not Relaying Alice Data, daezl is fixed

(11]

(12]

(23]

Achievable Secrecy Rate for Alice (R1)

1 ona

e

Dis‘:ance bet\nsleen Alicesand Bob (7dab) [15]
[16]
Fig. 3. Secure data rates achievablét{/sec/Hz) by Alice, with and
without relaying, with respect to the distance betweeneé\bmnd Bob(d,s ),

and under different distancéd,., d;;) between Alice and Eve and John and
Bob, respectively.
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