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● Postdoc at KTH (Sweden), Prof. Papadimitratos
○ Networked Systems Security (NSS) group
○ PhD at EURECOM (France), Dec 2024, Prof. Antonioli  

● Research in Security and Privacy:
○ Proprietary protocols (fitness trackers, e-scooters, …)
○ Standard protocols (BLE, Wi-Fi, NFC, FIDO2, …)
○ Mobile (Android, …)
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● Professor at EURECOM (France) 
○ Software and System Security (S3) group 

● Research security and privacy
○ Bluetooth (BLUFFS, BLURtooth, BIAS, KNOB, …)
○ E-Scooters (E-Spoofer, E-Trojans, …)
○ FIDO2 (CTRAPS, …)
○ Web tracking (FP-tracer, …)
○ …

● More at https://francozappa.github.io
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○ Prof. Mauro Conti
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E-Trojans Talk Outline
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Introduction
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E-Scooter Ecosystem 

E-Scooter E-Scooter 
mobile app

E-Scooter
backend

Prop proto 

over BLE

Standard TLS
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Xiaomi E-Scooter Ecosystem
Xiaomi is a e-scooter market 
leader (personal and rental) 
e-scooters, including
M365 and Mi 3.

Mi Home mobile app to manage 
the e-scooter (password lock, 
firmware update, …).

E-scooter can be remotely 
attacked to compromise 
security, privacy, and safety.
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Don’t Give me a Brake, Zimperium 2019 [ref]

9

Attacker remotely locks a Xiaomi M365 
e-scooter via a custom wireless message.

https://zimperium.com/blog/dont-give-me-a-brake-xiaomi-scooter-hack-enables-dangerous-accelerations-and-stops-for-unsuspecting-riders
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Our Xiaomi E-Spoofer Attacks 2023 [ref]
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https://francozappa.github.io/publication/2023/espoofer/
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Our Xiaomi E-Trojans Attacks 2023 [ref]
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https://francozappa.github.io/publication/2024/etrojans/
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Xiaomi E-Scooter Internals Block Diagram
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DRV: Electric motor 
system

BMS: Battery 
management system

BTS: Bluetooth radio 
system for remote 
control
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Xiaomi E-Scooter Internals Pictures
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BTSBatt Batt
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Target Most Pop E-Scooters Gen in 2023 (+1M sold)
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M365: 1st gen, 2016. Mi 3 (ES3): 2nd gen, 2021.

Others: Pro (2018), Pro2/1S/Essential (2020).
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E-Trojans target E-Scooters and Chips
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● M365
○ BTS (Nordic nRF51822)
○ BCTRL (STMicro STM8L151K6)
○ BMON (Texas Instr. BQ76930)

● Mi 3 (ES3)
○ BTS (Nordic nRF51822)
○ BCTRL (STMicro STM8L151K6)
○ BMON (Texas Instr. BQ76930)
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E-Trojans Vulnerabilities and Attacks
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Proximity and Remote Attacker Models
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Victim
smartphone

Malicious app 
(modding app)
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Four E-Trojans Vulnerabilities
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V1: Unencrypted BCTRL 
firmware
V2: Unsigned BCTRL firmware
V3: UART lacks integrity, 
encryption, and authentication
V4: UART lacks DoS protection
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E-Trojans Attack Technique (E-Spoofer auth bypass) 

19

BLE: E-Spoofer Mi Home auth bypass

BLE: BCTRL firmware update

UART: Malicious BCTRL update

UART: BCTRL update OK

BLE: BCTRL update OK

BCTRL Attacker 
as Mi HomeRadio (BTS)
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Five E-Trojans Attacks on Xiaomi Internals

1. UBR: Undervoltage Battery 
Ransomware

2. OBD: Overvoltage Battery 
Destruction

3. UTI: User Tracking via Internals
4. DES: Denial of E-Scooter Services
5. PLR: Password Leak and Recover
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Overvoltage Battery Destruction (OBD)
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E-Scooter Battery Overvoltage
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OK: VBC in [3.6V, 4.2V]

Battery Cell

Dangerous: VBC > 4.2V

Critical: VBC > 4.7V E-scooter plugged to the charger.

BCTRL stops charging when all
VBC are at 4.2V (100% charge). 

Battery overvoltage (voltage 
overflow) when a VBC > 4.2V. 

100% charge

OV
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E-Scooter Battery Overvoltage Threshold
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OK: VBC in [3.6V, 4.2V]

Battery Cell

Dangerous: VBC > 4.2V

Critical: VBC > 4.7V BMON has a 1 Byte OV register.
When set to 0xFF, BMON sends an 
OV alarm if VBC > 4.7V (critical OV).

BCTRL initializes the BMON OV 
register and reacts to OV alarms.
Eg: stop charging, load balancing.

100% charge

OV
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Overvoltage Battery Destruction (OBD)
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OBD flashes BCTRL firmware:
1) Sets BMON OV threshold to 4.7V.
2) Ignores BMON OV alarm
→ cell can overvolt (>4.2V).
3) Ignores load balancing issues
→ faster overvoltage.
4) Reports no overvoltage to BTS
→ stealthy to Mi Home and user.

Overvoltage → battery damage, 
overheating, swelling, fire, explosion.
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Undervoltage Battery Ransomware (UBR)
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E-Scooter Battery Undervoltage
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BCTRL activates sleep mode to 
prevent discharge when all
VBC are at 3.6V (0% charge).

Battery undervoltage (voltage 
underflow) when a VBC < 3.6V.

E-scooter could be charging.

Battery Cell

UV

0% charge

Dangerous: VBC < 3.6V

Critical: VBC < 1.58V

OK: VBC in [3.6V, 4.2V]
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E-Scooter Battery Undervoltage Threshold
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BMON has a 1 Byte UV register.
When set to 0x00, BMON sends an 
UV alarm if VBC <1.58V (critical UV).

BCTRL initializes the BMON UV 
register and reacts UV alarms.
Eg: sleep mode, load balancing.

Battery Cell

UV

0% charge

Dangerous: VBC < 3.6V

Critical: VBC < 1.58V

OK: VBC in [3.6V, 4.2V]
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Undervoltage Battery Ransomware (UBR)
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UBR flashes BCTRL firmware:
1) Sets BMON UV threshold to 1.58V.
2) Ignores BMON UV alarm
→ cell can undervolt (<3.6V).
3) Ignores load balancing issues,
no charging, no sleep mode.
4) Reports no undervoltage to BTS.
5) Asks for a ransom over BLE.

Undervoltage → battery damage, gas, 
short circuit, polarity inversion.
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RE, Toolkit, and Evaluation
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Reverse Engineering E-Scooters
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● Months of static and dynamic RE
○ Static: firmware decompiling, disassembling, …
○ Dynamic: firmware debugging, internal traffic analysis, …

● RE of BCTRL firmware with Ghidra
○ Downloaded STM8 plugin, LE (ref)
○ Set memory map: FLASH, RAM, … (ref)

● BCTRL firmware runtime debugging 
○ ST-Link, SWIM, COSMIC debugger

https://github.com/esaulenka/ghidra_STM8
https://wiki.scooterhacking.org/doku.php?id=nbdocs
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● Binary patcher
○ Adds malicious features to BCTRL firmware via binary patching
○ Eg: ignore BMON alarms, disable charging, disable balancing, …

● Malicious BCTRL firmware
○ UBR, OBR, UTI, …
○ Flashable with a script

● UBR ransom app and backend
○ To be installed to pay the ransom
○ Backend with Django and MongoDB 31

E-Trojans Toolkit has 3 Modules (repo)

https://github.com/Skiti/Etrojans
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E-Trojans Attack Evaluation (2024)

Attack M365 ES3
UBR ✓  ✓*
OBD ✓ ✓

UTI ✓ ✓

DES ✓ ✓

PLR ✓ ✓
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*: Best undervoltage is 
2.75V because of DRV.

Pro, Pro2, 1S, and 
Essential also vulnerable 
because they are affected 
by V1--V4.
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Countermeasures and Disclosure
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E-Trojans Four Countermeasures 

● We propose 4 countermeasures (CN fixes VN) 
○ C1: Encrypt the BCTRL firmware with Xiaomi TEA
○ C2: Sign and verify the BCTRL firmware with ECDSA
○ C3: Protect the UART bus with SCP03
○ C4: Protect the UART bus with rate limiting

● Lightweight and legacy-compliant
○ Compatible with Xiaomi TEA and ECDSA used by Xiaomi
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https://github.com/BotoX/xiaomi-m365-firmware-patcher/tree/master/xiaotea
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Xiaomi Disclosure (via HackerOne)

● E-Spoofer disclosure
○ Nov 2021, informative (vulns not repro)

● E-Trojans 1st disclosure
○ Nov 2023, informative (attacks not repro)

● E-Trojans 2nd disclosure 
○ June 2025, acknowledged our attacks
○ Medium CVE to be assigned, highest bounty for its category
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Xiaomi Statement about E-Trojans BHUS Talk

● The M365 and ES3 (Mi3) models have reached the end of 
their lifecycle. For more details, please refer to our Trust 
Center.

● These vulnerabilities have been mitigated in all 
subsequent Xiaomi electric scooter models, which now 
incorporate enhanced security measures.
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https://trust.mi.com/misrc/updates/iot
https://trust.mi.com/misrc/updates/iot
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● E-scooter internals can be (remotely) attacked
○ Overvolt the battery via rogue BCTRL firmware (OBD)
○ Undervolt the battery via rogue BCTRL firmware (UBR)

● Safety, security, and privacy implications
○ Damage battery, fire, explosion, …
○ Track a user via e-scooter, …

● Security-through-obscurity is bad
● E-Trojans on other battery-powered devices?!
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E-Trojans Sound Bytes



#BHUSA   @BlackHatEvents

Grazie! Q&A
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