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The rapid advancement of AI-generated content has made deepfakes increasingly realistic, posing serious risks
to identity security, social trust, and public and democratic institutions. Existing detection systems, typically
focused on single modalities such as video or audio, often fail to generalize to new manipulation techniques
and cannot effectively detect hybrid or low-effort deepfakes. In this perspective letter, we advocate for a new
paradigm in deepfake detection, that emphasizes the integration of audio, video, and textual content. We
examine the limitations of current systems, including their over-reliance on outdated datasets and limited
adversarial robustness. We outline the technical motivations for integrating these modalities, and highlight
emerging research directions. By aligning detection strategies with the multimodal nature of AI-driven
manipulation, we call for a new generation of systems that are more generalizable and trustworthy.

CCS Concepts: • Security and privacy → Spoofing attacks; • Computing methodologies → Natural
language processing; • Information systems→ Multimedia and multimodal retrieval.
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1 Introduction
In January 2025, thirty-one individuals were arrested by the Hong Kong Police in connection to a
deepfake dating scam. The syndicate used photos of attractive people found online and AI-facilitated
calls to deceive victims, swindling the equivalent of over 4 million dollars in Singapore, Malaysia,
and Taiwan1. In the same month, in France, a 53-year-old woman lost e850,000 after being tricked
into believing she was in a relationship with actor Brad Pitt, facilitated by AI-generated images2.
The proliferation of AI-generated content (AIGC) [7] has made it easier for scammers to lure victims
with highly realistic fake materials. As a matter of utmost urgency, the misuse of generative AI to
1South China Morning Post, January 5, 2025
2Newsweek, January 14, 2025
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create deepfakes could lead to far-reaching consequences, far surpassing the severity of the cases
we have witnessed so far.

Deepfakes are a type of AIGC created by manipulating existing media or synthesizing content
from scratch to deceive humans. These include technologies such as speech synthesis, voice
conversion, face swapping, lip-syncing [47], puppeteering, and natural language generation. The
primary objective of such manipulations is to achieve convincing identity spoofing, making it nearly
impossible for the naked senses (vision and hearing) to distinguish between fake and genuine media.
Consequently, deepfake detection has gained significant attention, as demonstrated by several
relevant initiatives [6, 43, 48].
While much of the past work has focused on audio and video, the detection across the three

prominent deepfake media types – visual, speech, and textual – remains under-explored, and a
comprehensive framework to address these forms holistically is missing. We believe that employing
a system that integrates the three modalities can significantly enhance the detection of deepfakes
by compensating for the inherent weaknesses of each individual modality and for adversarial
attacks that target single modalities. While visual analysis may fail to detect sophisticated video
manipulations—such as subtle alterations to facial expressions or lighting—audio analysis can
identify inconsistencies in speech patterns or background noise. Textual analysis, in turn, may
reveal anomalies in transcripts, such as unnatural language patterns or discrepancies with the
speaker’s prior statements. Additionally, desynchronization between speech and lip movements,
or mismatches between vocal emotional tone and facial expressions, can serve as indicators of
potential manipulation. Such a cross-verification process may enhance the overall accuracy of
deepfake detection, making it more reliable.
In this perspective letter, we examine the potential limitations of current single-modality and

multimodal detection methods for identifying deepfake content. Next, we advocate for future
research in deepfake detection to increasingly integrate audio-visual and textual modalities.

2 Limitations of Current Paradigms
Despite significant progress in deepfake detection, current fraud detection systems still face limita-
tions in generalization, robustness, and adaptability.

One major limitation is the predominant focus on image-based detection. Even when videos
are considered, most methods focus solely on spatial inconsistencies, neglecting temporal dynamics
that could offer crucial detection cues. These methods aim to expose imperceptible inconsistencies
or artifacts, often extracting individual frames – i.e., treating them as still images – and then
applying detection techniques frame by frame [8, 9, 17, 42]. As a result, very few methods explicitly
leverage temporal information, such as motion dynamics or temporal inconsistencies, which have
shown improved generalization to unseen data [51].
Spoofed speech detectors focus on identifying features and artifacts specific to synthetic

speech, detecting signatures unique to individual speech synthesizers. However, as many speech
synthesizers are built on similar underlying architectures and techniques (e.g., using the same
vocoders), these detectors can generalize to some extent to unseen synthesizers. Nevertheless, they
often face substantial performance degradation when encountering out-of-distribution
(OOD) test samples. This phenomenon, referred to as the domain shift problem, remains a critical
challenge for current anti-spoofing countermeasures.
Text authorship attribution, a field that has been studied extensively in literature [1], has

regained importance in the GenAI era, where generative models can convincingly impersonate
roles with minimal prompt modifications [41]. Both traditional [4, 5] and more recent works [30, 36]
leverage stylometric, syntactic and lexical features as reliable indicators of an author’s writing
style. However, these approaches have two clear limitations: (1) they have largely been treated
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as standalone methods, making direct comparisons challenging due to their application across
different datasets; (2) they have been predominantly applied to written content, leaving substantial
room formuch-needed research on spoken language, such as transcripts derived automatically
from speech recordings.
Single-modality methods often rely on supervised learning, analyzing low-level features and

artifacts from imperfections in the generation process [37, 39]. While effective for detecting known
manipulations, their performance degrades substantially against unseen techniques due to
the rapid evolution in synthetic data generation technologies. Retraining models on expanding
training sets, encompassing content generated with more contemporary techniques is compu-
tationally impractical, and fine-tuning risks catastrophic forgetting. Solutions like few-shot
learning [10, 16], incremental learning [19, 29], and augmentation [38, 49] enhance generaliza-
tion but rely on acquiring representative examples of new manipulations, which remains a major
challenge.
Current research in multimodal detection of AI-generated fake content has made significant

strides, particularly in leveraging individual modalities such as audio [26, 31, 40], visual [14, 28, 46],
and textual data [14, 15, 27] to identify manipulated content. Audio-video approaches mostly
focus on detecting synchronization errors between audio and video streams [20, 21, 52]. However,
advances in deepfake generation now produce highly realistic and seamlessly synchronized manip-
ulations [35], reducing the efficiency of such methods. The natural language is hardly a part
of the combined modality, despite some notable exceptions [45]. Moreover, current deepfake
datasets reveal several limitations, such as the predomination of legacy deepfake generation tech-
niques [25], lack of explicit annotations for audio forgeries [11], limited manipulation diversity [18],
lack of adversarial attacks [2, 13].

3 Multimodality as a Strategic Imperative for Deepfake and Fraud Detection
The rise of highly convincing AI-generated content poses a significant challenge across security,
media, and social domains. Traditional detection approaches, often limited to individual modalities,
are insufficient to counter the sophistication of modern generative systems. For this reason, we
argue that multimodal analysis – integrating video, audio, and text – is no longer a complementary
direction but a strategic imperative.
Across modalities, each channel captures a distinct and complementary dimension of identity.

Video encodes facial dynamics, micro-expressions, head movement, and other cues that reflect the
physical embodiment of a speaker.Audio preserves vocal identity through prosody, rhythm, spectral
structure, and breathing patterns—signals that are difficult to forge consistently. Text provides
the cognitive and stylistic layer: lexical choices, syntactic preferences, discourse structure [4,
30], sentiment and topic patterns [32, 34], and background knowledge that form an individual’s
linguistic fingerprint [3, 22]. While each modality alone can be convincingly forged, replicating
the coherence of all three simultaneously remains substantially more challenging and
cross-modal inconsistencies are the strongest indicators of manipulation. Amultimodal approach
also enhances robustness: when one modality is noisy, deliberately perturbed, or expertly forged,
the remaining channels can provide stable evidence.
To effectively leverage cross-modal correlations, a hybrid of early, late, and semantic fusion

strategies can be employed. Ensemble architectures integrate the outputs of modality-specific
detectors, while large language models are used to provide semantic-level alignment between
modalities, capturing subtle inconsistencies that might be imperceptible otherwise. Such fusion
frameworks may enable better generalization and detection of hybrid or low-effort deepfakes,
particularly where existing methods [37, 39] fail against unseen manipulations. Fusion strategies
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also build on prior work exploring audio-visual synchronization discrepancies [20, 21, 52], although
it is crucial to overcome their limitations in the presence of high-quality, synchronized forgeries [35].

To enhance transparency, hierarchical disentanglement techniques can be adopted to isolate
latent factors such as speaker identity, facial expression, and background context. These techniques
address a known challenge in deepfake detection, namely, the difficulty of interpreting learned
representations from black-box models, by structuring the representation space. In this context,
a proper evaluation framework should be developed, tailored to partial deepfakes, where only
segments of a video or utterance are manipulated. Hierarchical disentanglement should also be
coupled with one-class learning strategies [50], focusing solely on modeling bonafide samples.
During training, meta-learning techniques simulate domain shift scenarios, teaching the model to
learn generalized and transferable decision boundaries. This approach avoids retraining on growing
datasets and reduces the risk of catastrophic forgetting.
Deepfake detection systems are only as good as the data on which they are trained and evalu-

ated. Unfortunately, most existing benchmarks fall short, relying on outdated generation methods,
simplistic annotations, and an absence of adversarial scenarios. New datasets are required using
the latest generation pipelines, e.g., voice conversion systems [24], lip synchronization [23],
and diffusion-based text-to-video generators. To support localized detection, each sample should
be annotated with metadata including forgery type, manipulation location, and speaker or charac-
ter attributes. These annotations facilitate research in manipulation localization techniques and
facilitate interpretable benchmarking, going beyond the global binary classification common in
prior studies. Adversarial examples are crucial to develop robust detection systems, as in recent
examples targets separately audio [33] and video [12], with some efforts also present in adversarial
attacks in text [44].

4 Conclusions
Deepfakes present growing risks to identity security through the manipulation or fabrication of
media. As generative techniques become more sophisticated, the limitations of single-modality
deepfake detectors, particularly their vulnerability to unseen generation methods, underscore the
need for more resilient and adaptive solutions. Multimodal approaches offer a promising direction
by jointly analyzing audio and visual cues, especially their cross-modal inconsistencies. However,
the current landscape is hindered by outdated and low-quality datasets that fail to capture the
complexity of modern deepfakes.
To advance the field, we advocate for a comprehensive strategy built on six key priorities, as a

roadmap for the next five years of research in deepfake detection:

(1) include spoken-text authorship features in detection;
(2) build modern multimodal datasets with realistic impersonation cases;
(3) establish metrics capturing cross-modal inconsistencies;
(4) design explainable fusion models with uncertainty quantification;
(5) develop adversarially robust architectures;
(6) encourage interdisciplinary collaboration across NLP, speech, vision, and cybersecurity.

These priorities should be supported by progress in adversarial robustness, meta-learning frame-
works, and more fine-grained evaluation metrics. Together, they will lay the groundwork for the
next generation of reliable and generalizable multimodal deepfake detection systems.
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