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Abstract: In this work, we introduce PRIVADA, a maliciously secure data aggregation solution that uses MPC in the
SPDZ framework. Unlike prior data aggregation schemes using MPC with/without SPDZ, PRIVADA supports
multiple data customers while preventing inference of user participation and resisting collusions in real-world
data aggregation applications. Moreover, our work guarantees user privacy and result privacy, in addition to
input privacy. PRIVADA outperforms the state-of-the-art solutions by providing security against participat-
ing parties, including malicious data owners, aggregators, and data customers. Our proof-of-concept imple-
mentation also supports the new privacy-preserving data aggregation by combining malicious security, being
available for multiple data customers, and ensuring strong privacy guarantees in large-scale deployments. The
aggregation operation on the aggregator side becomes simpler with PRIVADA, and experimental results show
a 12–15× speedup compared to the state-of-the-art. This confirms that malicious security and strong privacy
guarantees can be achievable without sacrificing practicality.

1 INTRODUCTION

Data aggregation analytics are essential for function-
ality, safety, and decision-making in real-world use
cases, but they introduce potential risks for individ-
uals’ privacy. Another problem emerges due to the
data aggregation performed by cloud servers and/or
multiple stakeholders that may attempt to exploit data
during the data aggregation process. Moreover, with
data protection regulations, the need for user and data
privacy protection has become essential, and calls for
the essential use of privacy enhancing technologies
(PETs) to enable aggregation over individuals’ data,
without disclosing the underlying data. Therefore,
protecting user privacy and data privacy conducted
by one or more cloud servers in adversarial settings
has become an immediate challenge.

A large number of privacy-preserving (pp) data
aggregation solutions exist, leveraging various PET
approaches, such as solutions based on multiparty
computation (MPC) (Gehlhar et al., 2023; Damgård
et al., 2016; Li et al., 2023) or solutions based on Fed-
erated Learning (FL) (Rathee et al., 2023; Ma et al.,
2023; Guo et al., 2024; Jiang et al., 2025). Most of
these works focus on simplified settings where the ag-
gregation operation is not outsourced to an aggregator
or where only one single data customer is interested in

the aggregation result (Shi, 2022; Zhang et al., 2022;
Davidson et al., 2022). The SOTA solutions that do
consider multiple data customers, either involve a
single aggregator or do not allow data owners to con-
trol which data customers can access the aggrega-
tion result, or they do not support user anonymity,
or they do not address potential collusions among
parties (Corrigan-Gibbs and Boneh, 2017; Sav et al.,
2021). Furthermore, some solutions based on differ-
ential privacy (Bell et al., 2020; Bonawitz et al., 2017)
require direct interaction among data owners, which is
often undesirable in practice. A detailed study of prior
work can be found in (Askin Özdemir et al., 2026).

To address these limitations: (i) non-existent or
only one data customer; (ii) data control for data own-
ers; (iii) potential collusion between parties. A recent
solution, PRIDA is designed under the honest-but-
curious security model. In contrast, the real-world de-
ployment applications often require security against
malicious adversaries. This limitation motivates our
work, and hence, PRIVADA is designed in the mali-
cious security model with the use of SPDZ (Cramer
et al., 2018), guaranteeing all privacy properties cov-
ered by PRIDA.

We introduce PRIVADA, a secure aggregation
protocol in a realistic aggregation setting, and demon-
strate a proof-of-concept experimental benchmark by



achieving strong privacy guarantees in the malicious
model without sacrificing practicality.
Our contributions are summarized as follows:

Malicious Security with Strong Privacy Guaran-
tees. Our solution, namely PRIVADA, is a mali-
ciously secure data aggregation protocol employing
2PC and leverages a SPDZ-based architecture that
shifts heavy cryptographic operations to an offline
preprocessing phase, and guarantees input privacy,
user privacy (anonymity and selective disclosure),
and result privacy, even when data owners (DOs),
one aggregator, or data customers (DCs) behave ma-
liciously, with the assumption that the two aggre-
gators do not collude. PRIVADA is designed for
realistic cloud deployments involving multiple data
customers and considering potential collusions. The
protocol prevents aggregators and DCs from infer-
ring DOs’ participation or accessing unauthorized
results.

Support for Multiple Data Customers with Selec-
tive Disclosure. Unlike prior MPC-based (and/or
SPDZ-based) data aggregation protocols, PRIVADA
supports multiple DCs while enabling DOs to con-
trol their data use by deciding which DCs are autho-
rized to access the aggregation result, thereby ensur-
ing both user and result privacy.

Improved Aggregator Efficiency. Our experimen-
tal evaluation demonstrates a 12–15× speedup in ag-
gregation runtime compared to PRIDA, while pro-
viding malicious security and strong privacy guar-
antees.

2 PROBLEM STATEMENT

In this section, we present challenges we have tack-
led in PRIVADA to propose a maliciously secure and
private data aggregation using SPDZ.

Notation. Let DO = {DO1, . . . ,DOn} be a set of n
data owners holding their input data dv and choice cv
and DC = {DC1, . . . ,DCm} be a set of m data cus-
tomers interested in the aggregation. The goal is to
compute the aggregated result s j = ∑dvi j, which is
intended for authorized DC j that the majority of data
owners have chosen. The secure and private compu-
tation is realized in SPDZ, involving two aggregators,
namely Agg1 and Agg2, that jointly perform the com-
putation and provide outputs to the authorized data
customers. Lastly, MAC values are computed in mod-
ulo 2ℓ, and the shared values are represented with ⟨⟩.

2.1 Privacy goals

The user-centric pp-data aggregation based on MPC
must satisfy these privacy properties:

Input Privacy ensures that the individual input data
(dv,cv) contributed by DOi remains confidential
throughout the aggregation process. No party other
than DOi, including Agg, DCs, or other DOs, should
be able to learn any information.

Anonymity of data owners should be preserved with
respect to data customers and indirectly Agg2. Their
participation in the aggregation should remain con-
fidential from data customers. Even if the intended
aggregate result is revealed, DCs should not be able
to identify which DOs have contributed their data to
that particular aggregation process.

Selective Disclosure is an inherent right of DOs as
their data control to decide how and for whom their
data is used. This property is particularly important
in multi-DC aggregation settings, where DOs can se-
lectively authorize the use of their data for DCs.

Output Privacy guarantees that the aggregated out-
put is disclosed only to authorized DCs. This prop-
erty is essential in the presence of multiple DCs that
increases the risk of information leakage.

2.2 Threat model

In this section, we outline the threat model of a
pp-data aggregation serving multiple data customers
under the malicious security model with two non-
colluding aggregators, which is the standard SPDZ
assumption.

PRIVADA involves DOi holding private choice
vectors cv and data vectors dv, which are sent to Agg1
and Agg2, computing outputs for authorized DCs.
The protocol assumes malicious security and remains
private and secure as long as at most one aggregator
is corrupted.

We highlight that the submitted input should not
be accessible in plaintext to either any Aggs or DCs;
similarly, neither the Aggs nor the DOs should have
plaintext access to the aggregated result. Also, we
assume that PRIVADA steps execute through secure
channels, which are secure against any external ad-
versary who wants to compromise the transmission.
When considering the potential attempts of existing
parties in PRIVADA, such as colluding to gain unau-
thorized advantages, we can list potential adversarial
parties as follows:

- Data Owner: A malicious DO may try to learn the
inputs of other DOs or the aggregated output of DCs
by colluding with Agg1;



- Data Customer: A malicious DC may attempt to
learn private inputs of DOs, access aggregation
outputs intended for other DCs by colluding with
Agg2;

- Aggregators: A malicious aggregator may attempt
to recover individual DO inputs, alter intermedi-
ate computations, provide incorrect aggregation re-
sults, or collude with certain DCs or DOs.

Additionally, we provide an authorization require-
ment in a malicious setting, whereby DC j is autho-
rized to receive an aggregated output only if at least
t DOs have selected DC j. A malicious DC j may at-
tempt to obtain the result even when the number of
contributing DOs is below the threshold t, for exam-
ple, by colluding with other parties or manipulating
protocol messages.

3 PRELIMINARIES

In PRIVADA, we interchangeably use 2PC and MPC
since MPC operations are carried out by two non-
colluding aggregators. As we leverage SPDZ, we pro-
vide a brief presentation.
SPDZ. SPDZ (Damgård et al., 2012) is an actively se-
cure MPC protocol that supports general secure com-
putation and remains secure even if all but one of the
participating parties are corrupted. The protocol re-
lies on information-theoretic message authentication
codes (MACs), enabling efficient verification of com-
putations performed on secret-shared values. In other
words, a value x is split into n secret shares xi and
assigned to each party Pi where i ≤ n. Once shared,
the value x becomes x = ∑xi with a MAC value αx,
where α is a MAC key.

We particularly used SPDZ2k , which introduces a
new additively homomorphic authentication scheme
operating over Z2k , which achieves efficiency compa-
rable to standard approaches defined over fields. The
main idea is to sample the MAC key α uniformly from
Z2s , where s is the security parameter, and compute
the MAC value αx in Z2k+s .

In standard SPDZ, each party acts as both server
and client. In contrast, PRIVADA separates the roles
of data owners, aggregation servers, and data cus-
tomers, using the SPDZ-based input/output delivery
protocols of Damgård et al. (Damgård et al., 2016).
These protocols allow external users to securely pro-
vide inputs and receive outputs without joining the
MPC computation among servers. In PRIVADA,
MAC values are computed modulo 2ℓ.
PRIDA. PRIDA (Bozdemir et al., 2024) is a pp-data
aggregation that combines threshold homomorphic

encryption (Th-FHE) (Asharov et al., 2012; Lopez-
Alt et al., 2011) and secure two-party computation
(2PC) (Beaver, 1991), while accounting for multiple
data customers, ensuring data control for data own-
ers, and evaluating potential collusion between par-
ties. PRIDA is assumed to design realistic deploy-
ment scenarios, and provides strong privacy guaran-
tees for DOs, who can participate anonymously and
maintain full control over their data, a property that
we name user privacy. The protocol inherently sup-
ports multiple DCs in a setting that has not been si-
multaneously addressed with user anonymity by ex-
isting state-of-the-art solutions. In addition to the
by-default input privacy guarantee, PRIDA enforces
output privacy, ensuring that aggregation results are
revealed only to DCs, explicitly authorized by the
DOs, and remain inaccessible to the aggregators and
unauthorized data customers.

4 PRIVADA

We now present PRIVADA, achieving the privacy
guarantees for data owners and data customers,
namely: (i) user privacy, (ii) input privacy, and (iii)
output privacy in the malicious model, while employ-
ing 2PC solely in the SPDZ framework.

PRIVADA assumes that the two aggregators, de-
noted by Agg1 and Agg2, do not collude. All other
parties, including DOs and DCs, are assumed to be
malicious. Security against the malicious behavior of
the aggregators is ensured by SPDZ via authenticated
shares and verification of multiplication triples.

PRIVADA depicted in Protocol 1 proceeds in
three phases: (i) Setup, (ii) preliminary counting and
aggregation, and (iii) output construction.

1. Setup: The aggregators retrieve authenticated ran-
dom triples and random values from the SPDZ pre-
processing. In particular, for each DOi, authenti-
cated triples (⟨a⟩,⟨b⟩,⟨c⟩) with a = b · c are used
to verify the input. Here, bcv and bdv are random
masking values from the triple used to hide the
choice vector and data vector, respectively. Hence,
each DO’s input requires an authenticated triple of
the choice vector and data vector. Once obtaining
and verifying the triples, DOi computes masked
values by adding these random masks to its private
inputs and broadcasting them. The aggregators
then use affine reconstruction to obtain authenti-
cated secret shares without learning the underlying
data. In order to verify the output for each autho-
rized DC, authenticated random values r and v are
used during the construction phase.



Protocol 1 PRIVADA
Inputs. DOi, i ∈ {1, . . . ,n}, inputs a choice vec-
tor cvi and a data vector dvi. Also, a pre-defined
threshold t is public.
Output. If cvtotal j ≥ t, DC j obtains the aggregate
result s j, j ∈ {1, . . . ,m}. Otherwise, DC j obtains
nothing.
Protocol steps.
1. Setup executed by Agg1, Agg2, and DOi.

a. Agg1, Agg2: Retrieve authenticated triples for cvi
and dvi from the pool: (⟨b⟩,⟨c⟩,⟨a⟩) s.t. a = b.c.

b. Agg1, Agg2: Send (⟨a⟩,⟨b⟩,⟨c⟩) to DOi.
c. DOi: Reconstruct a,b,c and verify a = b.c.
d. DOi: Compute masked vectors αi = cvi + bcv and

βi = dvi +bdv.
e. DOi: Broadcast the plain values αi,βi to Agg1,

Agg2.
f. Agg1, Agg2: Recompute the shares as presented in

affine combination (Cramer et al., 2018):
- Agg1: ⟨cvi⟩1 = αi − ⟨bcv⟩1 and ⟨dvi⟩1 = βi −
⟨bdv⟩1.

- Agg2: computes: ⟨cvi⟩2 = ⟨bcv⟩2 and ⟨dvi⟩2 =
⟨bdv⟩2.

2. Preliminary counting and Aggregation executed by
Agg1, Agg2.

a. Agg1, Agg2: Compute ⟨cv j⟩ = ∑
n
i=1⟨cvi j⟩ for j ∈

{1, . . . ,m}.
b. Agg1, Agg2: Exchange ⟨cv j⟩ to reconstruct cvtotal j .
c. Agg1, Agg2: Compute ⟨s j⟩ = ∑

n
i=1⟨dvi j⟩ if

cvtotal j ≥ t.

3. Construction executed by DC j.
a. Agg1, Agg2: Retrieve r,v and compute ⟨w⟩= ⟨s j .r⟩

and ⟨u⟩= ⟨v.r⟩.
b. Agg1, Agg2: Send all shares to DC j.
c. DC j: Reconstruct s j,r,v,w,u and verify s j.

2. Preliminary counting and aggregation: For each
DC j, j ∈ {1, . . . ,m}, Agg1 and Agg2 first check
if cvi j is 0 or 1 via cvi j(1− cvi j) = 0. Then ag-
gregators sum the shares of all choice vectors to
compute the total count cv j:

cv j = ∑
i

cvi j ,

using secure addition on authenticated shares.
They obtain the preliminary count and check
whether it satisfies the threshold t. If cv j ≥ t, they
aggregate the corresponding data values by sum-
ming the shares of dvi j to compute ⟨s j⟩

⟨s j⟩= ∑
i
⟨dvi j⟩ .

If cv j < t, the corresponding DC j obtains no out-
put.

3. Output construction: For each authorized DC j, the
aggregators retrieve an authenticated random value
r and v, and locally adjust the output shares to un-
mask ⟨s j⟩. Each aggregator sends its share of ⟨s j⟩
to DC j, who verifies correctness using the random
numbers (r,v,w, and u) and constructs s j by taking
the sum of shares s j = ⟨s j⟩1 + ⟨s j⟩2 , if the veri-
fication is approved. Note that unauthorized DCs
receive no shares and hence learn nothing.

5 SECURITY ANALYSIS

The protocol ensures privacy, correctness, and secu-
rity against malicious adversaries. DOs’ inputs re-
main private, only authorized DCs learn the aggrega-
tion result, and malicious behaviors cannot compro-
mise correctness. Unlike SPDZ, participant roles in
PRIVADA are separated: DOs provide inputs, DCs
receive outputs, and two non-colluding aggregators
perform the computation while preserving privacy.

We have proved the privacy and correctness of
input data and output data in the extended ver-
sion. We formally state the security guarantees of
PRIVADA, and for the proofs, we refer the reader
to (Askin Özdemir et al., 2026).
Theorem 1 (Security of PRIVADA). Assume that the
two aggregators Agg1 and Agg2 do not collude. Then
Protocol 1 securely realizes the ideal functionality
FAgg for pp-data aggregation in the presence of mali-
cious adversaries, in the FSPDZ-hybrid model.

6 PERFORMANCE EVALUATION

In this section, we present a proof-of-concept eval-
uation for our user-centric solution, PRIVADA, in a
practical use case scenario, whereby each DO con-
trols whether to participate and which DCs are au-
thorized to access aggregated results derived from its
data.

6.1 Asymptotic Analysis

We have worked on the asymptotic computational and
communication costs of PRIVADA. Remark that the
complexities of basic operations and representation
are assumed to be negligible, i.e., O(1).

As presented in Table 1, we compare PRIVADA
with DP-based and MPC-based schemes such as
SecAggML (Bonawitz et al., 2017), SecAgg (Bell
et al., 2020), Prio (Corrigan-Gibbs and Boneh, 2017),
Prio+ (Addanki et al., 2021), and PRIDA. Unlike ex-
isting solutions, PRIVADA avoids logarithmic and



quadratic growth in data owners’ computation and
achieves a more balanced complexity profile com-
pared to (Bonawitz et al., 2017; Bell et al., 2020;
Corrigan-Gibbs and Boneh, 2017; Addanki et al.,
2021; Bozdemir et al., 2024). Compared to PRIDA,
which relies on Th-FHE and 2PC under a semi-honest
model, PRIVADA uses SPDZ-based 2PC under a
stronger malicious adversarial model while maintain-
ing the same asymptotic computational and commu-
nication complexity. Moreover, experiments in Ta-
ble 2 show PRIVADA is 12–15× more efficient in
practice while preserving equivalent privacy guaran-
tees compared to PRIDA.

Table 1: Computational and communication complexity of
PRIVADA and SoTA.

SoTA DO DC Agg1 Agg2

C
om

pu
ta

tio
n

SegAggML O(n2 +nλ) NA O(n2λ) NA

SegAgg O(log2 n+λ logn) NA O(n(log2 n+λ logn)) NA

Prio O(M logM) NA O(n(M logM)) NA

Prio+ O(ℓ) NA O(ℓ) O(ℓ)

PRIDA O(m) O(1) O(nm) O(nm)

PRIVADA O(m) O(1) O(nm) O(nm)

C
om

m
un

ic
at

io
n

SegAggML O(n+λ) NA O(n2 +λn) NA

SegAgg O(log2 n+λ) NA O(n(log2 n+λ)) NA

Prio NA NA O(n) NA

Prio+ O(ℓ) NA O(n+ ℓ2) O(n+ ℓ2)

PRIDA O(m) O(1) O(nm) O(nm)

PRIVADA O(m) O(1) O(nm) O(nm)

NA: Not Applicable, n: #DOs, ℓ: bit size, λ : size of the vector, M: #Multiplications

Overall, compared to SecAgg, SecAggML, Prio,
and Prio+, PRIVADA achieves comparable or im-
proved asymptotic complexity while additionally en-
suring anonymity, selective disclosure, and collusion
resistance, making it suitable for large-scale settings
where typically n > ℓ and M > ℓ. For details, we refer
the reader to (Askin Özdemir et al., 2026).

6.2 Comparison with the SoTA

We implemented PRIVADA as a proof-of-concept us-
ing the SPDZ2k framework via MP-SPDZ (Keller,
2020) in a desktop environment with an Intel i7-
12700H 2.30 GHz processor, 20 cores, and 8 GB
RAM. The arithmetic is performed in modulo 264 and
a 64-bit security parameter, where the 2PC values are
ℓ= 128-bit.

PRIVADA preserves the privacy goals of PRIDA
while strengthening the security model against ma-
licious adversaries. Unlike PRIDA, which relies on

threshold homomorphic encryption and 2PC, PRI-
VADA uses an SPDZ-based output delivery proto-
col (Damgård et al., 2016), mainly for efficiency
gains. In PRIDA, aggregating data from 2500 DOs
takes about 60 seconds, whereas PRIVADA reduces
this to roughly 10 seconds (over 80%improvement).
Similarly, the approach in (Damgård et al., 2016) re-
quires about 25 seconds for 2500 users but assumes a
more centralized trust setting where one party holds
plaintext data and broadcasts results to aggregators.
In contrast, PRIVADA achieves stronger guarantees
of user privacy and data privacy, supporting multiple
data customers.

Table 2: Runtime comparison with PRIDA (in seconds).

Protocols Data Owner Data Customer Aggregation

PRIDA with Th-BFV 0.009 0.22 1.48+1.51

PRIDA with Th-CKKS 0.009 0.34 1.17+1.22

PRIVADA 5e−5 3e−5 0.102+0.102

Table 21 presents a runtime comparison between
PRIVADA and PRIDA in a setting with 100 DOs
and 1 DC. Although both systems aim to achieve
user-centric privacy, they rely on different PET con-
structions and security assumptions: PRIDA com-
bines Th-FHE in BFV and CKKS with 2PC under
a semi-honest adversarial model, whereas PRIVADA
employs SPDZ-based 2PC to achieve security against
malicious adversaries.

Typically, upgrading from semi-honest to mali-
cious security introduces significant computational
overhead. However, PRIVADA avoids this cost by
eliminating expensive FHE ciphertext operations and
instead relying on SPDZ, which shifts most crypto-
graphic complexity to an offline, data-independent
preprocessing phase. Consequently, the online phase
becomes lightweight, involving only secret-sharing
operations, modular arithmetic, and MAC-based
checks.

This design leads to efficiency gains across all par-
ties. For DO, runtime is reduced to 5×10−5 seconds,
representing an approximately 180-fold improvement
over PRIDA (0.009 seconds). For DC, the result
reconstruction and verification take only 3 × 10−5

seconds, achieving roughly 7K–11K× speedup com-
pared to PRIDA. At the system level, the aggrega-
tion phase completes in 0.204 seconds, yielding about
12–15× improvement over PRIDA.

We have also discussed optimizations and future
work in (Askin Özdemir et al., 2026).

1https://github.com/gionut/PRIVADA



7 CONCLUSION

We propose PRIVADA, a user-centric private aggre-
gation protocol based on SPDZ that supports multiple
DCs and allows DOs to control which DCs can ac-
cess aggregated results through two non-colluding ag-
gregators. PRIVADA guarantees user, data, and out-
put privacy, achieves security against malicious ad-
versaries, and is 12–15× more efficient than PRIDA
and other state-of-the-art solutions supporting similar
privacy properties.
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