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Abstract. Federated Learning (FL) faces a fundamental tension: cor-
recting demographic bias requires collecting statistics, while protect-
ing user privacy forbids exposing them. A recent solution resolves this
through Secure Multi-Party Computation (MPC) executed on external
servers, which adds deployment complexity and cost beyond what a stan-
dard FL system carries. We introduce SaFer-FL, a privacy-preserving
federated learning framework that achieves group fairness using secure
aggregation layer that protects both model updates and per-subgroup
counts, from which the server derives label-aware reweighting coefficients
without ever observing any individual client’s contribution. To addition-
ally guarantee Differential Privacy (e-DP) against gradient-leakage and
membership-inference attacks, each client injects a fractional share of the
Symmetric Geometric Discrete Laplace (SGDL) mechanism whose per-
client contributions sum to a single calibrated e-DP perturbation at the
aggregate. Evaluated on the COMPAS and MovieLens-1M datasets with
gender as the protected attribute, SaFer-FL reduces Equalized Odds and
Equal Opportunity gaps relative to standard FedAvg while preserving
competitive accuracy, with a controllable privacy-fairness-utility trade-
off.

Keywords: Federated Learning- Secure Aggregation - Fairness - Differ-
ential Privacy.

1 Introduction

The rapid proliferation of distributed systems and the increasing sensitivity of
user data have driven the machine learning community toward privacy-preserving
collaborative training paradigms. In this context, Federated Learning (FL) [10]
has emerged as one of the most widely adopted frameworks, enabling multiple
clients to jointly train a global model without ever sharing their raw data. By
keeping data locally and exchanging only model updates, FL reduces privacy
exposure compared to centralized training. However, the model updates shared
during training are derived from sensitive local data and can still leak private
information [12]. This vulnerability has led to extensive research on secure ag-
gregation (SA) techniques that aim to protect individual client updates through
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cryptographic mechanisms [9]. Although SA solves the model privacy issues in
FL, models trained across heterogeneous and distributed clients during FL ex-
hibit biased behavior. Indeed, standard FEDAVG [10] which consists of comput-
ing an average of the updates of FL clients, implicitly favors clients with larger or
more representative datasets and disadvantages others. Therefore, fairness has
become an important focus in FL, just like privacy protection. Addressing such
bias typically requires access to global statistics such as the distribution of sen-
sitive attributes across clients [13] (e.g., gender-label combinations). However,
these statistics themselves are sensitive and should not be exposed, creating a
fundamental tension between fairness and privacy in FL.

Previous work PrivFairFL-Pre [11] attempts to resolve this tension with
the computation of a fairness-based average of model updates combined with
multi-party computation (MPC). Unfortunately, PrivFairFL-Pre suffers from
some limitations in terms of fairness, real-world deployment, and performance.
In this paper, we study this solution more in depth and identify that both the
fairness-weight calculation and the underlying privacy-enhancing technology can
be improved. Our new solution SaFer-FL integrates secure aggregation with an
improved fairness weight calculation. To further protect the aggregated model
against global membership inference attacks, SaFer-FL enables clients to apply
a calibrated Signed-Gamma Discrete Laplace (SGDL) mechanism. Each client
adds noise to its local updates before securing them with SA. As a result, the
server only accesses a noisy aggregated global model, providing stronger privacy
guarantees. Our experimental study shows that SaFer-FL improves fairness while
keeping both the updates and the statistical information private.

Section 2 discusses the related work and section 3 mainly discusses the back-
ground. Section 4 identifies the limitations in the current solution and presents
our approach to overcome them. In Section 5, the main proposed solution SaFer-
FL is described which is further studied in terms of performance in Section 6.
Section 7 provides conclusive remarks along with future directions.

2 Related Work

Fairness has received growing attention in FL as a distinct and equally important
concern as privacy protection. Standard FEDAVG implicitly favors clients with
larger or more representative datasets, leading to pronounced accuracy dispar-
ities across devices in heterogeneous networks. [8] addresses this by proposing
¢-FFL, an optimization objective inspired by a-fair resource allocation in wire-
less networks, which assigns higher aggregation weights to clients with larger
loss values so as to reduce the variance of per-device accuracy. [7] extends this
direction with DITTO, a personalized FL framework that jointly addresses fair-
ness and robustness against poisoning attacks through a global-regularized local
objective. These approaches establish fairness-aware aggregation weighting as a
necessary component of any realistic FL deployment. Crucially, however, they
operate on plaintext updates and provide no cryptographic protection of the
aggregation process itself. A further complication arises from the interaction be-
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tween DP and fairness: [2] demonstrate that DP-SGD exacerbates pre-existing
accuracy disparities, as the noise introduced by gradient clipping falls dispro-
portionately on under-represented subgroups. [5] conducts a systematic analysis
of when DP and fairness objectives are aligned or antagonistic and provides cat-
alog available mitigation strategies. To the best of our knowledge, no existing
protocol simultaneously addresses secure aggregation, differential privacy, and
fairness within a single unified framework, which is the gap our work aims to
fill.

3 Background

3.1 Federated Learning

FL is a machine learning approach designed for training models across many
devices or organizations without collecting their raw data in one place. Instead
of sending data to a central server, each FL client trains the model locally on
its own data and only shares model updates. The FL server then combines these
updates to improve a global model. However, even without sharing raw data,
FL can leak information through the exchanged updates. A key privacy risk is
the Membership Inference Attack (MIA) [12], where an attacker attempts to
determine whether a specific data point was included in a client’s training data.

3.2 Secure Aggregation

SA is a protocol involving multiple clients and an aggregator, where each client
holds a private input and the aggregator only learns their sum without accessing
the individual values. It is widely used in federated learning [4,9] to privately
aggregate client updates at each round. A SA protocol consists of three phases:
SA.Setup, SA.Protect, and SA.Agg:

— SA.Setup: Users and the aggregator obtain public parameters and keys,
generated either by a trusted third party or a distributed method. Each
user u € U receives a unique secret key sk,,, while the aggregator holds the
aggregation key skq.

— SA.Protect: Each user locally protects its input z, , with sk,, for time
period 7 and sends the protected value to the aggregator.

— SA.Agg: After collecting all protected inputs, the aggregator computes the
sum of user inputs for time period 7, using sky.

3.3 Fairness in Machine Learning

Machine-learning models learn from the past and when that past is unequal,
they tend to reproduce, and sometimes amplify, the same inequalities at scale.
In high-stakes domains such as credit, hiring, and criminal justice, this means de-
cisions can systematically disadvantage demographic groups defined by sensitive
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attributes such as gender, race, or age. Group fairness formalises this concern
by requiring the model’s predictions and error rates to be similar across these
groups. Let § € {0,1} be a classifier’s prediction, y € {0,1} the ground-truth
label, and g € G a protected attribute. We use two standard notions of group
fairness. Equalized Odds requires the prediction to be independent of g condi-
tional on the true label, so both groups should have the same true-positive rate
and the same false-positive rate:

This is the relevant criterion when both kinds of mistakes: false positives and
false negatives carry meaningful costs, and neither should fall disproportionately
on one group (e.g. in recidivism prediction, where wrongly flagging a low-risk
defendant and wrongly releasing a high-risk one both cause harm).

Equal Opportunity relaxes the requirement to the positive class only: both
groups should have the same true-positive rate, regardless of how the false-
positive rates behave:

Pr(ig=1|y=1,9) =Pr(g=1]y=1,g5),i#j.

This is the relevant criterion when failing to identify that a positive example
carries the larger cost (e.g. missing a qualified candidate from a protected group).

4 Privacy-Preserving Fairness Aware Federated Learning:
Limitations and Our Approach

In this section, we revisit PrivFairFL-Pre [11], a privacy-preserving solution for
fairness-aware federated learning. We then discuss its key limitations and finally
provide an overview of our proposed approach, explaining how it addresses each
of these limitations.

4.1 PrivFairFL-Pre

PrivFairFL-Pre is a privacy-preserving bias mitigation technique designed for
FL environments. The method aims to reduce demographic bias before model
training by reweighing training samples according to the distribution of sensitive
attributes and class labels across all participating clients. Unlike traditional cen-
tralized fairness methods, PrivFairFL-Pre achieves this without requiring clients
to reveal their raw data or sensitive attributes to a central server.

The framework combines FL. and MPC. Each client locally computes counts
of samples belonging to different sensitive groups and label categories, then se-
cret shares these statistics before sending them to MPC servers. The servers
collaboratively aggregate the counts and compute fairness-aware sample weights
while never accessing the underlying sensitive information in plaintext. Formally,
let each client u hold dataset D, = {(z;,y;,s;)}, where z; denotes the feature
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vector of sample 4, y; € {0,1} is the corresponding class label (binary classi-
fication) and s; € {p,un} (protected vs unprotected) represents the sensitive
attribute of that sample. Each client computes local joint counts: LC,(s,y) =
D (eiwisnep, Usi = s, yi = yl. These local statistics are secret-shared and
sent to MPC servers. The servers securely aggregate them to obtain global
counts: C(s,y) = 22{21 LC,(s,y). The total global count is computed as: N =
Zse{p)un} ZyE{O,l} C(s,y). Finally, fairness-aware weights are defined as: W (s, y) =

_N
4'0(5’9) )
training to reweight the loss function: £, =3, = yep, W(si, yi) €(f (i), y:)-

These weights are broadcast to all clients and used during federated

4.2 Limitations

Imbalanced Weight Normalization: The PrivFairFL-Pre weighting mech-
anism computes the normalization factor as N' = D selpu} 2oyel01} C(s,y)
which aggregates all samples without considering the relative size of each sen-
sitive group. This assumes that protected and unprotected groups are equally
represented across the data distribution. However, in practical FL settings, sen-
sitive groups are often less represented, with one group significantly dominating
the overall data distribution across clients. Consequently, the normalization term
is dominated by the majority group, while minority groups receive disproportion-

%. Although minority groups obtain higher
weights, the optimization process can still remain biased toward the majority
group due to its overwhelming presence in training and client datasets. There-
fore, the reweighting strategy does not fully account for cross-group population

imbalance, which degrades fairness performance.

ately large weights W(s,y) =

MPC-Based Solution: PrivFairFL-Pre relies on MPC for aggregating local
counts, where clients secret-share their values and a set of servers jointly recon-
struct global counts. While this preserves privacy, it introduces a strong depen-
dency on a multi-server MPC setup and assumes correct and honest execution of
the aggregation protocol. In practice, this creates a deployment bottleneck, since
the system requires reliable coordination among multiple, non-colluding servers.
From a scalability perspective, MPC introduces non-negligible communication
overhead because each client must distribute secret shares to multiple servers,
and secure reconstruction requires multiple rounds of interaction. This becomes
increasingly expensive in large-scale FL settings with thousands of clients, mak-
ing the aggregation step a major performance bottleneck.

4.3 QOwur Approach

In this section, we present the design goals of our proposed framework, SaFer-FL,
which is developed to address the limitations identified in the previous section.
The detailed architecture and methodology of SaFer-FL are described in Section
4.
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Cross-group Normalization Rule: We improve the normalization by mak-
ing sure that each group’s sample count is adjusted using the client representa-
tion of the other group. This helps prevent the larger group from dominating the
final value. Let N, = C(p,0)+C(p, 1) and Ny, = C(un,0)+C(un, 1) denote the
global sample counts of the privileged and unprivileged groups, and let C),, and
Cun denote the global counts of privileged and unprivileged clients. We define

H ; Sy — Cp — _Cun ; S
the client fractions as a = T Cun and = Tyl The improved normaliza

tion term is computed as N;mw = o Nypn + 8 Np. This way, both groups are fairly
balanced when computing the final weights, so that no single group dominates

the training process and fairness is improved.

SA for Fairness: SA computes fairness-weights without exposing any client’s
sensitive data. Each client locally computes local counts and sends them to the
server through a secure aggregation protocol. The server only sees the combined
global statistics, not individual contributions. These aggregated values are then
used to estimate fairness metrics and derive reweighting factors that reduce bias
during training. This ensures fairness computation is done at a global level, while
fully preserving client-level privacy.

SA for Privacy-preserving FL: In FL, clients do not send raw data to the
server, but they still transmit model updates or gradients. Even these gradients
can leak sensitive information about the training data through attacks such as
membership inference attacks (MIA). SA addresses this issue by ensuring that
the server never sees individual client updates at all. Instead, each client masks
or encrypts its gradient, and only the aggregated sum of all client updates is
revealed. This prevents the server (or an adversary observing updates) from
isolating any single client’s contribution. As a result, SA significantly reduces
the risk of information leakage from gradients, which is a known vulnerability in
standard FL.

Symmetric Geometric Discrete Laplace (SGDL) Mechanism: Standard
DP mechanisms such as the Laplace and Gaussian mechanisms are not well-
suited for SA based on homomorphic encryption [9]. Although SA reveals only
the aggregate value, an honest-but-curious server can still track how these ag-
gregated value changes across rounds when the participating set varies, enabling
MIA. A common mitigation is to add local DP noise before aggregation. How-
ever, this becomes problematic in SA because classical DP mechanisms generate
real-valued noise in R, while mostly SA schemes [9] operate over integers in Z,
with modular addition. As a result, Laplace or Gaussian noise cannot be directly
embedded into the cryptographic pipeline. Quantizing real-valued noise to fit Z,
introduces deterministic rounding effects that break the original DP guarantees,
while floating-point representations are not preserved under modular arithmetic.
Consequently, inserting standard Laplace or Gaussian noise inside SA either
breaks correct decryption or invalidates the DP proof, making these mecha-
nisms unsuitable for iterative SA. In order to solve this problem, and also to add
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another layer of privacy protection to protect against global mem- bership infer-
ence attacks, we propose to integrate the Symmetric Geometric Discrete Laplace
(SGDL) distribution, the natural integer-valued analogue of Laplace. SGDL(p)
places mass Pr[X = k| = %p'k‘ on each integer k € Z, with p = exp(—e/A)
calibrated to the privacy budget € and the ¢;-sensitivity A. For a query with
bounded sensitivity, adding a single SGDL sample to the integer-valued output
yields e-DP by the same calibration argument as the continuous Laplace, but in
the discrete domain so the privacy proof transfers without modification, and no
fixed-point approximation enters the analysis. SGDL is also infinitely divisible,
a sample can be split into k& independent fractional shares, each distributed as
n; ~ NB(1/k,p) — NB(1/k,p), whose sum reconstructs it. This lets each partici-
pating client draw its own share locally and add it to its quantized contribution,
so the aggregate carries an exact SGDL noise with no trusted curator.

5 SaFer-FL

In this section, we describe SaFer-FL, which leverages SA to compute fairness-
weights for each client and to train the global federated model in a privacy-
preserving manner. We consider a threat model in which the FL server is honest-
but-curious, following the protocol correctly but potentially attempting to in-
fer sensitive information, and all FL clients are assumed to behave honestly
throughout the training process. We also assume secure communication chan-
nels between clients and the server, ensuring that all exchanged messages are
encrypted and protected from external adversaries. SaFer-FL ensures the pri-
vacy of clients’ inputs against passive adversaries and its security proofs follow
the framework outlined in [1] .SaFer-FL consists of three phases: (1) Setup Phase
whereby FL clients are registered and each party receives its keying material (2)
Fairness-weight calculation Phase whereby the fairness-weights are calculated in
a privacy-preserving way and (3) Training phase whereby model parameters are
aggregated and updated in several FL Rounds.

5.1 Setup Phase

The Setup Phase comprises two steps: Registration and Key Setup. Fach of these
steps is executed only once. At the Registration step, on request by client u € U,
a trusted dealer (TD) calls SA.Setup and generates the secret keys sk, for each
client and aggregation key skq for the server along with relevant public param-
eters pp required by the clients and server. We assume that an authenticated
channel is defined for each pair of clients and between each client and the server.

5.2 Fairness-weight Calculation.

During Fairness-weight Calculation phase, each FL client u first locally counts
how many of its training samples fall into each of the four buckets defined
by the sensitive attribute s € {un,p} and class label y € {0,1} i.e., binary
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SaFer-FL
Setup Phase:

Registration: Security parameter A and clients in U such that |U| = n.
Trusted Dealer (TD):

1) Run (pp, {€kv Yucu, sko) <+ SA.Setup(1*,n).

2) Send (pp, ek,,) to each client w € U, and (pp, sko) to the server.
Client u € U:

1) Receive (pp, ek, ) from TD.
Server:

1) Receive (pp, ak, from TD.

2) Broadcast to all clients the set of clients U.
Key Setup:
Client u € U:

1) Collect U the set of all registered clients.

2) Establish a virtual secret channel with each other client in U.

Fairness-weight Calculation:
Clients (Vu € U):

1) Compute local count vector LC,, = [LC(un,0),, LC(un,1),, LC(p,0)w, LC(p,1)u,
[T(u) = 0], I[T(u) = 1]).

2) LCy <+ SA.Protect(pp, sky, 70, LC,,): Protect each Local count vector and send LCy
to server.
Server:

1) Collect all LC, from clients.

2) C + SA.Agg(pp, sko, 70, {LiCu}ueu): computes the global count as C =3 ., LCy, =
[C(un,0), C(un,1), C(p,0), C(p,1), Cun, Cp]

3) Computes the privileged and unprivileged client fractions as a = %ﬁcp and 8 =

70‘2‘1‘(;? , where C}, and C\y, are the global counts of privileged and unprivileged clients.

4) Computes the normalization term N;ew = a - Nun + 8 - Np, with N, = C(p,0) + C(p, 1)

and Ny, = C(un,0) + C(un, 1) the global sample counts of the privileged and unprivileged

groups.
’

5) Computes the fairness weights as: W (s, y) = % and broadcasts these weights to all

clients in U.
Clients (Vu € U):
1) Store W (s, y) as per-sample loss reweighting co-efficients for local training.

Training Round:
Clients (VYu € U):
1) Load global model: 0, < o1,
2) For e =1, ..., E local epochs, for each batch b:

_ 2 Wisisyi) - 6(f (%), yi)
Zi W(Siyym)

Ly 5 au,r <~ eu,ﬂ' - ﬁveuﬁu-

3) éu,, 0y, +SGDL(n = |U|, ¢, Ay), where SGDL is the distributed Laplace mechanism
as described in section 4.3. ~

4) Y., < SA.Protect(pp, €ky, 7,04,7).

5) Send Yy, . to the server.
Server:

1) Collect Yy~ from all u € U.

5)Aggregate: 0, < TJIL.Agg(pp, sko, 7, {Yu,r buecu)-

Algorithm 1: Detailed description of SaFer-FL algorithm.




Title Suppressed Due to Excessive Length 9

classification. Specifically, each client computes a six-element vector: LC, =
[LC(un,0),, LC(un,1),, LC(p,0),,

LC(p, 1)y, 1[T(uw) = 0], I[T(u) = 1]] where LC(un,0), and LC(un,1), are
the counts of unprivileged samples with labels 0 and 1 respectively. Similarly,
LC(p,0), and LC(p, 1), are the counts of privileged samples with labels 0 and 1
respectively. The value T'(u) € {0, 1} indicates group membership, where T'(u) =
1 denotes the privileged group and T'(u) = 0 denotes the unprivileged group.
Each FL client u then protects LC',, with the SA secret key sk,, (generated in the
previous Key Setup step) using SA.Protect and sends them to the FL server.
The server performs their aggregation using SA.Agg and computes the global
sums as C' = > ., LC, = [C(un,0), C(un,1), C(p,0), C(p,1), Cun, Cp]
where each capital letter denotes the sum across all clients. Here, Cyy, = 3, I[T'(7)
0] represents the total number of unprivileged clients and C, = >, I[T'(i) = 1]
represents the total number of privileged clients. From these aggregated global
counts, the server computes fairness-weights that assign higher importance to
underrepresented groups. Specifically, the server calculates the total group sam-
ple counts as N, = C(p,0) + C(p,1) for the privileged group and N, =
C(un,0) + C(un,1) for the unprivileged group. The client fractions are then

C, .
computed as a = TeRe=omm and 8 = Ciucn . The server next computes an im-
D un D un

proved normalization term N,;ew = a- Ny, + - Np, which balances the two group
sizes by weighting each by the proportion of the other. Finally, the server com-

putes the fairness-weights as: W(s,y) = Nocw _ and broadcasts these weights

4:C(s,y)
back to all clients for use in their local training loss functions. This phase, like
the Setup Phase, is executed only once, before the actual training of the ML

model.

5.3 Training Phase

During the Training Phase each client loads the global model 6, , < 67! and
performs local training using fairness-aware weighting. Specifically, it computes

the weighted loss £, = 2 Wga/)(se(}; E;ﬁi)’yi), where unprivileged samples receive
higher weights and privileged éamples receive lower weights. The model is then
updated as 6, < 6, — 1 Vy,L,. This scheme amplifies the influence of un-
privileged samples while reducing that of privileged ones, thereby promoting
fairness. After computing the model update, the client adds DP noise calibrated
to the desired privacy budget (e,d) using the SGDL mechanism as defined in
section 4.3. The noisy updates are then protected via SA.Protect using the
secret key sk, and forwarded to the server. The server aggregates all protected
updates using SA.Agg with sky. This ensures that the server can only access
the aggregated values, which already include the added noise.
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6 Experiments

6.1 Experimental Setting

We evaluate SaFer-FL on two tabular datasets, MovieLens-1M (movie-rating
prediction) [6] and COMPAS (recidivism prediction) [3], with gender being con-
sidered as the protected attribute in both. Every client trains a logistic-regression
classifier. Unless stated otherwise we use a learning rate of 0.03, 300 global
rounds, F = 2 local epochs per round, and full client participation (frac = 1.0,
ie. [UT| = n in every round). The number of FL clients is set to n = 75 in
MovieLens-1M with a local batch size of 75 and n = 20 in the COMPAS dataset
with a local batch size of 20. All other hyperparameters are kept identical across
the two datasets.

6.2 Pre-processing of MovieLens-1M and COMPAS

MowvieLens-1M. We construct the dataset from the raw MovieLens-1M files
(ratings.dat, users.dat, movies.dat), where each example is a single (user,
movie) rating. The feature vector x; € R™ concatenates user attributes — sex,
a categorical age band, and a one-hot encoding of occupation — with movie
attributes, the number of years between rating and release, and a multi-hot
encoding of genres. The label y; is binary: a rating strictly greater than 3 is
positive (1), otherwise negative (0). MovieLens is naturally federated: each user
is a client v holding only their own ratings D,,, so no artificial cross-client par-
tition is required. We subsample n = 75 users with approximately 32% female
representation and a positive-label rate matched to the global rate (= 0.58), so
that the federation preserves the demographic and label skew of the full dataset.

COMPAS. We construct the dataset from the full COMPAS release published by
ProPublica (compas-scores.csv), where each example corresponds to a single
defendant. The feature vector x; € R'? includes sex together with demographic,
criminal-history, case-timing, and COMPAS-score features. The binary label y;
is is_recid (1 if recidivism is observed during the follow-up window, 0 other-
wise); we use the full COMPAS file rather than the two-year subset to retain
more samples per client, which better reflects a realistic federated deployment.
Unlike MovieLens, COMPAS is not naturally federated: each row is a defen-
dant rather than a user holding a personal history. We therefore partition the
corpus across n = 20 synthetic clients using a label-wise Dirichlet split with con-
centration o = 1.0, yielding moderate label heterogeneity and unequal shared
sizes. We use a = 1.0 rather than a near-IID setting (o = 10) because SaFeR-
FL’s reweighting operates at the sample level, so increasing or decreasing the
Dirichlet concentration produces comparable fairness behavior, and the lower «
corresponds to the more realistic federated scenario.

In both datasets the protected attribute is sex, encoded as Female= 0 and
Male= 1, which induces the four label-group cells (F,0), (F,1),(M,0),(M,1)
used by both the SaFer-FL bucket weights and the fairness metrics defined below.
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After the dataset-specific construction described next, each client’s dataset D,
is split 80%,/20% into local train and test sets with a fixed seed.

6.3 Evaluation Metrics

We measure utility with global test-set accuracy: after each round, the server
evaluates the current global model on the union of all clients’ 20% held-out test
partitions. Group fairness is reported with two standard metrics computed across
the gender groups:

AEOP = |TPRr — TPRy|,
AEODD = £ (|TPRfr — TPRu| + |[FPRF — FPRy|).

Lower values of AEOP and AEODD indicate fairer behavior across groups.

6.4 Results

In order to conduct a comparative experimental study, we have implemented
the standard federated-averaging protocol (denoted as FL), the prior solution
proposed in [11] (PrivFairFL-Pre), and our solution SaFer-FL. Table 1 re-
ports the model accuracy and the two fairness metrics on MovieLens-1M and
COMPAS; we could not reproduce PrivFairFL-Pre on COMPAS because the
authors did not study it; hence, we put the dashes in that row. SaFer-FL is
evaluated without DP and with distributed SGDL noise at € € {1,5,10}. We ob-
serve that without DP, SaFer-FL nearly matches the non-private FL baseline in
accuracy on both datasets while outperforming PrivFairFL-Pre on MovieLens-
1M and substantially improving both fairness gaps. Adding DP noise yields the
expected privacy—utility trade-off on accuracy: a smaller ¢ injects more noise
and lowers accuracy, while accuracy recovers toward the no-DP level as € grows.
The relationship between e and fairness is less regular than the one between
e and accuracy: both fairness gaps move non-monotonically with the privacy
budget. Several factors may contribute to this behavior, including the variance
introduced by the noise at small budgets and the interaction between the noise
and the reweighting mechanism. Overall, the no-DP run yields the best fairness
on MovieLens-1M and remains the strongest or tied on COMPAS, suggesting
that the cleanest fairness gains arise when the reweighting operates on noise-free
updates.

When compared with the solution in [1], SaFer-FL incurs the same com-
plexity. For communication and storage, the client requires O(n + m) and the
server requires O(n? + nm). For computation, the client requires O(n? + m),
while the server requires O(n?+nm). Here, n denotes the number of clients and
m denotes the number of model parameters.

7 Conclusion and Future Work

We have presented SaFer-FL whereby the cryptographic building block is already
protecting model updates in FL and it also carries the demographic statistics



12 Tonia El Bacha, Aftab Akram, Ibtissam Harrouche, Melek Onen

Table 1: Utility and fairness on MovieLens-1M and COMPAS for the federated
baselines and our method (SaFer-FL), with and without differential privacy.
Accuracy is in percent; AEODD and AEOP are fairness gaps (lower is fairer).

MovieLens-1M COMPAS
Method Acc. AEODD AEOP Acc. AEODD AEOP
FL 62.39% 0.141 0.091 | 70.79% 0.076 0.121
PrivFairFL-Pre 58.52% 0.051 0.042 — — —

SaFer-FL (without DP) | 61.97% 0.014 0.0003 | 70.38% 0.018 0.025
SaFer-FL (DP, e = 1) 58.84% 0.042 0.001 | 67.98% 0.043 0.070
SaFer-FL (DP, € = 5) 59.84% 0.038 0.036 | 68.84% 0.018 0.029
SaFer-FL (DP, e = 10) | 61.18% 0.032 0.020 | 69.38% 0.023 0.035

required to make those updates fair. The same fault-tolerant secure-aggregation
layer privately collects (per-group, label) counts, the server derives label-aware
reweighting coefficients from the resulting global totals, and a distributed signed-
gamma discrete-Laplace mechanism gives the entire pipeline a formal e-DP guar-
antee — all without external MPC servers, trusted curators, or any infrastructure
beyond what FL already deploys. On COMPAS and MovieLens-1M, this design
narrows both equalized-odds and equal-opportunity gaps relative to standard Fe-
dAvg while maintaining competitive accuracy, and by varying the privacy budget
we map the controllable trade-off space between privacy, fairness, and utility. In
FL, privacy alone can hide unfairness in the model without fixing it. Fairness
alone can risk revealing private information about clients. SaFer-FL solves both
problems together by using SA to compute a fair global model in federated
learning while still protecting privacy. For future work, we plan to investigate
stronger threat models while guaranteeing both privacy and correctness of the
aggregated output in the presence of malicious users and/or aggregators.
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