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Abstract. Simulation extractability ensures that any adversary who
produces a valid proof must possess a corresponding witness, even after
seeing simulated proofs for potentially false statements. This property
is vital for preventing malleability attacks and is therefore essential for
securely deploying zero-knowledge succinct non-interactive arguments of
knowledge (zkSNARKSs) in distributed systems.

While prior work, particularly the frameworks by Faonio et al. (CCS’24,
TCC’23) and Kohlweiss et al. (TCC’23), has established simulation ex-
tractability for a wide class of pairing-based zkSNARKSs using the KZG
univariate polynomial commitment scheme (Kate et al., Asiacrypt’10),
we initiate a systematic study of simulation extractability for zkSNARKs
based on the celebrated sumcheck protocol and the PST multivariate
polynomial commitment scheme (Papamanthou et al., TCC’13).

PST cannot be simulation extractable, due to its linear homomorphism,
however, we show that it satisfies a refined notion of controlled mal-
leability similar to the notion of Chase et al. (EUROCRYPT’12), which
informally captures that linear homomorphism is essentially the only
admissible malleability. We demonstrate that our notion of controlled
malleability suffices to ensure security within the widely adopted de-
sign paradigm of compiling polynomial interactive oracle proofs into zk-
SNARKS, covering several state-of-the-art schemes such as HyperPlonk
(EUROCRYPT’23), Spartan (CRYPTO’20) and Libra (CRYPTO’19).

1 Introduction

Zero-knowledge succinct non-interactive arguments of knowledge [19] are
powerful cryptographic primitives that enable scalable, privacy-preserving
computation. At their core, zZkSNARKSs allow a prover to convince a veri-
fier that a statement is true without revealing any additional information,
while also being succinct and easy to verify. These properties make zk-
SNARKSs an attractive solution for many applications, such as voting
systems, digital currencies, and secure multi-party computation.

While the security of zkSNARKSs is well understood in the context
of a single, isolated prover, the situation becomes more complex when
considering an attacker with access to multiple proofs. In this setting, a
malicious prover may attempt to exploit the information contained in the
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proofs to create a new proof for a different statement, without actually
possessing the corresponding witness. This attack scenario, known as a
malleability attack, was first identified by Sahai [52], who introduced the
concept of simulation soundness as a way to address this issue, and was
later extended to simulation extractability (SE) by De Santis et al. [20].

The risks of malleability are not merely hypothetical. For example,
malleability attacks have historically involved over three hundred thou-
sand Bitcoins [21]. Such vulnerabilities in state-of-the-art SNARKSs are
critical as they allow attackers to redirect funds or corrupt state transi-
tions in decentralized ledgers.

In this work, we build on the line of research initiated by Faonio et
al. [23,241] and Kohlweiss et al. [37], which develops general frameworks
for achieving SE in a broad class of zkSNARKs. These frameworks apply
to zkSNARKs constructed via the now-standard compilation pipeline:
transforming polynomial interactive oracle proofs (PIOPs) [7] into non-
interactive arguments using the Fiat—Shamir transform [27], together with
polynomial commitment schemes [30].

The aforementioned works focus on compiling univariate PIOPs into
zkSNARKSs using KZG [30] as the underlying polynomial commitment
scheme. An alternative approach considers multivariate PIOPs, which
rely on multivariate polynomial commitment schemes for encoding proof
messages. In the univariate setting, KZG remains the standard choice for
pairing-based zkSNARKSs due to its succinctness and efficiency. In con-
trast, the multivariate setting has inspired a variety of alternative com-
mitment schemes, each with different trade-offs. Notable examples include
Orion+ [17], Gemini [10], Zeromorph [3%], and Dory [!1]. In this work,
we focus on the PST scheme [50] for two main reasons: it provides the
shortest proof size among multivariate polynomial commitment schemes,
with the exception of the very recent Mercury [22] and Samaritan [32];
and it remains the simplest and one of the earliest constructions in this
category.

Moreover, when compiling multivariate PIOPs into zkSNARKSs, we
focus on the subclass of sumcheck-based PIOPs, as defined in [17]. This
class employs the classical sumcheck protocol [17] as a core component
of the proof system. Although sumcheck-based PIOPs typically yield
larger proof sizes compared to their univariate counterparts, they offer
a significant advantage in prover efficiency. Specifically, by avoiding Fast
Fourier Transform (FFT), these constructions reduce the prover’s run-
ning time from quasi-linear (in the degree of the oracle polynomials) to
linear. This trade-off has made the sumcheck protocol a central build-



ing block in several recent and influential zZkSNARK constructions such
as [ 9 9 ) ) ]

1.1 Owur Contributions

In this work, we initiate a systematic study of simulation extractability
for the class of zZkSNARKSs based on the sumcheck protocol, by addressing
both theoretical and practical aspects of the compilation pipeline and its
building blocks. Our main technical contributions are described hereafter.

Controlled malleability of PST and KZG. We provide a formal
analysis of the controlled malleability of the PST commitment scheme by
precisely characterizing the allowable malleabilities. This builds on and
revisits known results [21] on the non-malleability of KZG.

Compiler to simulation-extractable zkSNARKSs. We present a generic
compiler that transforms sumcheck-based PIOPs into simulation-extractable
zkSNARKs. Our construction proceeds in three steps:

1. Zero-Knowledge. Starting from a sumcheck-based PIOP that may
not be zero knowledge, we transform it into a zero knowledge PIOP.
Our transformation improves on previous work [57] by reducing the
degrees of certain masking polynomials.

2. Query minimization. We then apply known optimizations [I7],
which we formally analyze and slightly improve, to reduce the query
complexity. We show that these optimizations are not only useful for
efficiency, but also provide a structure for the resulting PIOP that al-
lows us to apply the controlled malleability of PST and, consequently,
achieve simulation extractability for the zkSNARK.

3. zkSNARK compilation. Finally, we apply the, by now standard,
PIOP-to-zkSNARK transform together with non-hiding PST. As noted
by [17], deriving zkSNARKSs from non hiding PST evaluation proofs is
not straightforward. We identify and prove the minimal zero-knowledge
properties of non-hiding PST evaluation proofs that are required for
the construction. Chen et al. [| 7] proposed using the technique of [9]
to construct a PST-HyperPlonk zkSNARK. We show that this ex-
tra step is unnecessary, requiring only minor additional masking at
the PIOP level. The resulting PST-HyperPlonk zkSNARK is strictly
more efficient, using only about half the number of group elements
compared to the construction of [17].

Similarly to previous generic frameworks [23,21,37], we establish our
results in the Algebraic Group Model (AGM) [25]. Removing the AGM re-

mains a significant challenge. First, a formal proof of knowledge soundness



for PST in the standard model was only newly established [5]. Second, re-
cent results demonstrate that security proofs for optimized SNARKS face

fundamental barriers. Specifically, Lipmaa et al. [10] showed that the lin-
earization trick [21,29] fails to satisfy special soundness in the standard
model. Furthermore, recent work by Lipmaa [11] demonstrates that both

linearized and batched KZG proofs (the latter of which we employ in
our construction) do not achieve trapdoorless zero knowledge, which is
required by the framework of Faust et al. [20] to prove simulation ex-
tractability.

1.2 Related Work

Several recent works [1,13,19,23,24,30,31,37 11] have established simula-
tion extractability for a range of zkSNARKSs including Basilisk [51], Bul-
letproofs [11], Jolt [2], Lasso [55], Lunar [12], Marlin [15], PLONK [29],
Sonic [15], and Spartan [19]. These contributions can be grouped into two
main categories. The first group includes works such as [13,19,30,31,11]
that analyze the simulation extractability of (simple variants of) specific
schemes. The second group includes general frameworks, such as those
proposed in [23,241] and [37], which apply to broad classes of zkSNARKS,
particularly those built using polynomial interactive oracle proofs and
polynomial commitments. This second line provides modular security
guarantees that do not require a bespoke security proof for every new (op-
timization or) protocol variant. Our work follows this second paradigm,
extending it to the multivariate and sumcheck-based setting.

A closely related work is that of Libert [12], which investigates the sim-
ulation extractability of HyperPlonk instantiated with PST-based com-
mitments. Libert follows a different approach than ours. Rather than
relying on the standard PST evaluation proofs, he constructs a new mul-
tivariate polynomial commitment scheme that retains PST-style commit-
ments but replaces the evaluation proof mechanism with a X-protocol
proving knowledge of a PST evaluation proof. Since this X-protocol sat-
isfies weak unique response and trapdoorless zero-knowledge, simulation
extractability can be established via the general result of [31].

Additionally, Libert showed that PST evaluation proofs are not unique [3,
Appendix E]. This observation imposes inherent limitations on what can
be proven when using unmodified PST proofs. In particular, it implies
that sumcheck-based zkSNARKs compiled via Fiat—Shamir using vanilla
PST commitments can at best achieve weak simulation extractability:
i.e., adversaries cannot produce a valid proof for a new statement that
wasn’t previously simulated. This weak notion suffices in many real-world



applications [33,34,39], as it accounts for schemes that can still effectively
resist relevant and practical classes of attacks [1,5], and in fact captures
(a flavor of) UC-security of zkSNARKs [3].

1.3 Technical Overview

On the controlled malleability of PST (and KZG). Our first contri-
bution is a detailed analysis of the PST polynomial commitment scheme.
Due to its linear homomorphism, PST inherently lacks simulation ex-
tractability, and thus cannot satisfy standard non-malleability. However,
we show that it does satisfy a weaker yet meaningful security notion, akin
to the controlled malleability of Chase et al. [15,10].

More precisely, controlled malleability is defined with respect to a class
of admissible transformations 7, where each T' € 7 maps an instance—
witness pair (or several such pairs) of R to another valid pair in R.
For example, in proofs of knowledge of valid openings for homomorphic
polynomial commitments, one may consider linear transformations that
take two commitments as input and produce their linear combination
together with the corresponding witness polynomials. A non-interactive
proof system is malleable with respect to T if there exists an algorithm
that, given verifying proof(s) for some source instance(s), applies T' € T
to the proof(s) and outputs a new verifying proof for the target instance
without requiring additional witness information. Moreover, a proof sys-
tem is said to be controlled malleable with respect to 7T if these are the
only transformations that can be performed, even by a malicious prover.
More precisely, this is formalized by requiring the existence of a knowl-
edge extractor that either extracts the witness for the forged instance x,
or else identifies simulation queries on instances x1, . . . , x; together with a
transformation 7' € T such that the forged instance is x = T'(xq, ..., x¢).
Continuing with the example above of homomorphic polynomial commit-
ments, the extractor should either recover a polynomial p € F[X], or
else identify commitments cy, ..., ¢ in simulation queries together with a
polynomial f € F[X, Z;,..., Z], linear in the variables Z;, such that the
forged commitment opens to f(X) := f(X,p1(X),...,p:(X)), under the
assumption that each c; opens to p; for ¢ € [t].

Recall that a polynomial commitment scheme allows to prove that a
commitment c to a (possibly multivariate) polynomial p € F[X| evaluates
to y on an evaluation point x. Ideally, we would like to show that for
PST polynomial commitment scheme, beyond linear transformations, the
scheme does not permit any other form of proof reuse. For instance, a



proof at evaluation point x should not be usable by the adversary to
derive a valid proof at a different evaluation point z’. While we are unable
to establish this exact statement, we can prove a useful relaxation of it.

To capture the exact boundaries of this malleability, we rely on the
policy-based simulation extractability framework of Faonio et al. [23],
which allows us to incorporate additional constraints into the security
model. In particular, our result holds under the assumption that the
evaluation point « in the forgery of the adversary is chosen uniformly
at random, and that the adversary’s view does not include simulation
queries encoding obviously contradictory information (such as a commit-
ment ¢ being shown to evaluate to both y and ¢y’ at the same point ).
These requirements are necessary as otherwise we have attacks [23].

Also notice, we follow the approach of Faonio et al. [23] rather than
that of Kohlweiss et al. [37], as the latter framework requires proof unique-
ness, a property that PST does not satisfy, as shown in [13]. We state our

first result below (see Theorem 2 in Section 4 for the formal version).

Informal Theorem 1. The PST polynomial commitment scheme is
policy-based controlled malleable in the AGM with respect to the class
of linear transformations assuming that (1) the simulation oracle queries
do not imply contradictory statements about the evaluated commitments
and (2) the evaluation point in the forged proof is defined applying the
random oracle to the commitment in the forged proof.

In essence, the proof of the theorem proceeds by reducing the con-
trolled malleability of PST over p-variate polynomials to that of PST over
(u—1)-variate polynomials, with the base case given by the controlled mal-
leability of KZG. This introduces the next technical challenges we encoun-
tered. Unfortunately, the result of Faonio et al. [2] is not sufficient for
our base case for two reasons: (1) they establish only (policy-based) sim-
ulation extractability, whereas we need to prove (policy-based) controlled
malleability; and (2) crucially, their policy is not strong enough for our
setting. In particular, KZG evaluation proofs are themselves KZG com-
mitments to quotient polynomials, which an adversary could query to the
simulation oracle, thereby obtaining a simulation proof of a proof. To ad-
dress this, Faonio et al. introduce a metric called the nesting level, which
bounds the number of proof-of-proofs that the adversary can query. How-
ever, this metric becomes unbounded in our applications to sumcheck-
based PIOP, whereas in their setting it remains small (for instance, equal
to two in optimized PLONK). To address this issue, we provide a refined
analysis for KZG, showing that certain recursive proof queries can be
safely ignored. In particular, we demonstrate that proof-of-proof queries



made after the adversary has (implicitly®) committed to the forgery do
not need to be considered in the security reduction. We informally state
our second result (see Theorem 1 in Section 4 for the formal version).
Informal Theorem 2. The KZG polynomial commitment scheme is
policy-based controlled malleable in the AGM with respect to the class of
linear transformations assuming that (1) the simulation oracle queries do
not imply contradictory statements about the evaluated commitments and
(2) the evaluation point in the forged proof is defined applying the ran-
dom oracle to the commitment in the forged proof. Moreover, the policy
considered is strictly more general than [2]].

On the zero-knowledge of PST. Typically, (zk)SNARKSs use non-
hiding polynomial commitments since the zero-knowledge property can
be added more efficiently at the information theoretic layer of the PIOP,
if necessary. One of the technical challenges we encountered is that vanilla
PST evaluation proofs over non-hiding commitments are not zero-knowledge.
On the one hand, we could consider a modified version of PST evaluation
proofs that do achieve zero-knowledge®. On the other hand, our goal is to
remain as close as possible to the most efficient implementation of PST
evaluation proofs. We observe that if the witness is sufficiently random-
ized via a carefully crafted masking algorithm msk, one can prove a weaker
form of zero-knowledge, called distributional zero-knowledge, with respect
to that masking. For space reasons, we defer this to the full version [27].

From sumcheck-based PIOPs to non-malleable zkSNARKSs. Mod-
ern zkSNARKSs are usually designed in two steps. First, one builds a pro-
tocol in an idealized model that ensures information-theoretic security.
Then, this protocol is made practical by replacing the idealized compo-
nents with a concrete cryptographic primitive. For this paper, we take as
a starting point a polynomial interactive oracle proof (PIOP), where the
prover commits to low-degree multivariate polynomials through an ora-
cle and the verifier queries these oracles. To move beyond this idealized
setting, the oracle is instantiated with a polynomial commitment scheme,
which provides both commitments and proofs of evaluation. Since the
resulting protocol remains interactive, the Fiat—Shamir transformation is
applied to obtain a non-interactive zkSNARK. This, by now standard,
compilation paradigm underlies many of the most efficient SNARK con-

3 More precisely, we rely on observability in the random oracle model to pinpoint the
moment at which the forgery becomes fully defined.

4 In particular, using the technique employed in the attack against uniqueness by
Libert [43], one can alter the evaluation proofs so that they become zero knowledge.



structions developed in recent years, and we refer to it as the PC+FS
compiler.

Our third contribution is an analysis of the PC+FS compiler for mul-
tivariate PIOPs: instead of analyzing the PC+FS compiler alone, our ap-
proach is to analyze the pipeline that first adds zero-knowledge and op-
timizations and then the PC+FS compilation; moreover, unlike previous
works [23,24,37], we focus specifically on the subclass of sumcheck-based
multivariate PIOPs and on PST commitment scheme, a setting that has
not been systematically studied before in the context of simulation ex-
tractability.” Sumcheck-based multivariate PIOPs [17] are PIOPs that
rely on one or more invocations of the classic sumcheck protocol [17].
The sumcheck protocol itself is a special case of a multivariate PIOP,
where the verifier issues random challenges and the oracle polynomial
is queried at a single evaluation point determined by these challenges.
We distinguish low-degree and high-degree sumchecks: in the latter case,
the univariate round polynomials sent during the sumcheck execution are
themselves provided as oracles and must later be checked by the compiled
zkSNARK.

We improve the zero-knowledge compiler of Xie et al. [57] by showing
that for the class of high-degree sumcheck protocols in [17], it suffices to
mask the round polynomials with constant-degree masking polynomials
instead of high-degree ones. This follows because these round polynomials
are sent as oracles by the sumcheck-based PIOP; since they are only
evaluated twice and committed using non-hiding PST, masking of degree
3 is sufficient. We refer to this as the ZK compiler.

A key observation in [17] is that batching techniques allow reducing
the number of oracle queries to just two. Intuitively, while running & sum-
check protocols independently would require k evaluations of multivariate
polynomials (each corresponding to a separate sumcheck instance), batch-
ing makes it possible to replace them with a single evaluation of a wvir-
tual batched polynomial. Conveniently, when the polynomial commitment
scheme is homomorphic, these virtual polynomials can be queried directly
by the compiled zkSNARK. We adopt and formalize the optimizations in-
troduced in [1 7], treating them as a separate compiler that transforms one
sumcheck-based PIOP into another. Along the way, we refine and extend

® While existing literature [13,19] has addressed simulation extractability for specific
protocols such as Spartan and Lasso, these results are primarily ad-hoc works that,
furthermore, rely on the framework of [20], which fundamentally requires unique
response to establish security: however, as noted, this requirement is inherently in-
compatible with the linear-homomorphic properties of PST.



the optimizations. We call the resulting pipeline, which combines zero-
knowledge, these optimizations with the PIOP-to-zkSNARK compilation,
the ZK+Batch+PC+FS compiler. Interestingly, these optimizations induce
a useful structural property in the optimized sumcheck-based PIOP, that
we leverage to prove simulation extractability for a broad class of such
protocols. In particular, it suffices that every multivariate polynomial sent
by the prover is included in at least one sumcheck protocol. This ensures
that the batching step involves all multivariate polynomials in a random
evaluation point chosen at the end of the protocol, which allows us to
extract them by invoking the controlled-malleability of PST.

Finally, we highlight that the masking algorithm serves a dual pur-
pose: it is required both for the zero-knowledge compiler and for achiev-
ing distributional zero-knowledge for PST. Thus our compiler applies a
tailored masking to the PIOP, aligned with the leakage profile of the
polynomial commitment scheme CS used in the compilation. This en-
ables us to compile directly using a non-hiding version of CS and its
non-zero-knowledge evaluation proofs, rather than relying on a hiding
version of CS combined with zero-knowledge evaluation proofs (as can
be achieved via transformations like the one in [J]). While we show how
to instantiate this recipe using PST, we believe that this methodology
paves the way for future instantiations with other non-ZK commitment
schemes, most notably FRI [(]. In fact our work shows that once the
leakage behavior of a given CS is characterized, the PIOP-to-zkSNARK
can be instantiated with CS in its original and most efficient form, with-
out further modification. Thus, it is an interesting open question whether
FRI satisfies distributional zero-knowledge with respect to an efficient
masking algorithm.

We state our third result in the following informal theorem, with the
corresponding formal version given in [25].

Informal Theorem 3. Let IP be a sumcheck-based PIOP in which every
multivariate oracle is queried in at least one invocation of the sumcheck
protocol. The zkSNARK obtained through the ZK+Batch+PC+FS compila-
tion of IP using the PST polynomial commitment scheme is simulation-
extractable in the AGM.

We emphasize that the structural requirement we identify is not merely
a theoretical artifact but is natural to meet in practice (including state-
of-the-art schemes such as Libra [77], HyperPlonk [ 7], Spartan [53], and
SuperSpartan [51]) and can be easily checked by protocol designers of
future schemes.



2 Preliminaries

A function f is negligible in A (we write f € negl())) if it approaches zero
faster than the reciprocal of any polynomial. For an integer n > 1, we
use [n] to denote the set {1,2,...,n}. Vectors and matrices are denoted
in boldface. Calligraphic letters denote sets, while set sizes are written
as |X|. Lists are represented as ordered tuples, e.g. L = (L;)icpn is a
shortcut for the list of n elements (Li,..., Ly). Vectors differ from lists
in that all their elements have the same type. We use Fgq, (resp. Fq,)
to denote the set of multivariate polynomials in F[X1, ..., X,], where the
degree in the i-th variable is at most d; (resp. d).

Asymmetric Bilinear groups. An asymmetric bilinear group is a tuple
(¢,G1,Go,Gr, e, Pi, P5), where G1, Go and Gy are groups of prime order
q, the elements P;, P, are generators of G, Go respectively, e: G x Gy —
G is an efficiently-computable non-degenerate bilinear map, and there is
no efficiently computable isomorphism between Gy and Gs. Let GGen be
some probabilistic polynomial-time (PPT) algorithm which on input 1*,
where ) is the security parameter, returns a description ppg of a bilinear
group. We use implicit notation for elements of G; (i € {1,2,T}): [a]; =
aP; where Pr := e(Py, P»). Each element of G; can be written as [a]; for
some a € Zg, but recovering a from [a]; is hard (discrete log problem).
For a,b € Z4, we distinguish between [ab]; (whose log is ab), [al; - b (scalar
multiplication of [a]; by b), and [a]; - [b]2 = [ab]r (the pairing e([a]1, [b]2))-
Implicit notation is not used for variables; for instance, ¢ = [a]; denotes
a variable name for the group element with logarithm a.

Definition 1 ((n,d)-OMSDH, [241]). Consider the experiment in Fig. 1.
The n-one-more d-strong DH assumption holds for a bilinear group gen-
erator GGen if for every PPT adversary, making at most n oracle queries,
the following advantage is negligible in \:

Adve S () = Pr [Explea 3 () = 1

Definition 2 (Algebraic algorithm, [28]). An algorithm A is alge-
braic if for all group elements z that A outputs (either as returned by A
or by invoking an oracle), it additionally provides the representation of z
relative to all previously received group elements. That is, if elems is the
list of group elements that A has received so far, then A must also provide
a vector r such that z = (r,elems).

10



EXP(G%;?K_,&MSDH()\) Oracle Os(z,1)
Q0 ifi>n:

ppg <5 GGen(1) return |

s <8y Qp + Qz U{z}
(z*,y*) + A% (ppg, [l,s, o sd] L [1,8]y) let z « [(s — z)*"] )
return z* € Q, Ay* = [Silz* ] . return z

Fig. 1. The OMSDH experiment.

Since in our work we focus on algebraic adversaries receiving as input
a structured reference string that is a commitment key for a p-variate
polynomial commitment scheme with degree bounds d, we parse the first
Hie[u](di + 1) coefficients of r as an encoding of a p-variate polynomial

f(X).

Outputs of the adversary and Random Oracle transcripts. We
model adversaries’ outputs and oracle queries as tuples (s, aux), where s
is the primary output and aux contains auxiliary information. For exam-
ple, for algebraic adversaries, aux includes the algebraic representations of
group elements encoded in s. This syntax applies to all adversary queries.
For instance, when querying a random oracle, the adversary sends a tu-
ple (s,aux), and the random oracle responds with a value, denoted as
RO(s), which depends only on s and not on aux. Note that aux may be
empty or contain data required by a security game. More concretely, the
auxiliary inputs to the random oracle help define security games where
the adversary must commit to specific values before obtaining a chal-
lenge generated by the random oracle. Moreover, we introduce notation
to assert that outputs of the random oracle depend on a list of (auxiliary
or not) elements z,...,x, and are computed after such elements are
declared by the adversary.

Definition 3. Let x1,...,x, be strings, n € N and let a be an element
in the image of a RO. We write (r1,...x,) —ro a if there is a list of
random oracle queries (s1,auxy),. .., (Sk,auxg) for an integer k > 1 such
that:

1. Vi € [k — 1] : RO(s;) is a substring of sit1 and RO(sg) = a,
2. Vj e [n],3i € k] : x; is a substring of s; or x; is contained in aux;.

11



Also, for a = (a1,...,a,), we write (z1,...2,) —Rro @ to indicate that
for any i € [u] we have that (z1,...2n) —RO G-

This helps capturing cases where a is derived by concatenating the round
random challenges of a multi-round protocol (e.g., a sumcheck [17]).

2.1 Non-Interactive Zero-Knowledge Arguments

We define a PT relation R verifying triple (pp,x, w) as in [35]. We say
that w is a witness to the instance x being in the relation defined by the
parameters pp when (pp,x, w)€R (we sometimes write R(pp,x,w)=1).
For example, pp could be the description of a bilinear group or contain
a commitment key or a common reference string. We generalize the no-
tion of relations to a more fine-grained notion of indexed relations, where
we treat (pp,1,x,w) € R as equivalent to (pp,(1,x),w) € R. For sim-
plicity, we sometimes omit the cryptographic parameters pp from the
notation and assume them implicitly. A non-interactive proof system IT
for a relation R (and group generator GGen) is a tuple of algorithms
(KGen, Prove, Verify) where:

KGen(ppg) — srs is a PPT algorithm that takes as input the group pa-
rameters ppg <$ GGen(1) and outputs srs := (ek, vk, pp), where ek is
the evaluation key, vk is the verification key, and pp are the parameters
for R.

Prove(ek,x,w) — 7 takes as input an evaluation key ek, a statement x,
and a witness w s.t. R(pp, x, w) holds, and returns a proof.

Verify(vk, x, m) — b takes as input a verification key, a statement x, and
either accepts (b = 1) or rejects (b = 0) the proof .

If the running time of Verify is poly(A + |x| + log |w|) and the proof size
is poly(A + log |w|), we say that IT is succinct. Basic notions for a non-
interactive proof systems are completeness, knowledge soundness and
zero-knowledge. Informally, knowledge soundness means that any PPT
prover producing a valid proof must know the corresponding witness. We
omit the formal definition of this property as it is implied by simulation
extractability that we present in the next section.

Zero-Knowledge in the SRS and RO model. Following the syntax
of [20], the zero-knowledge simulator & of a NIZK is a stateful PPT
algorithm that can operate in three modes:

— (srs,sts) < S(0,ppg) generates the parameters and the simulation
trapdoor (if necessary)

12



— (m,sts) + S(1, sts, x) simulates the proof for a statement x
— (a,sts) «+ S(2,sts, s) answers random oracle queries

The state sts is updated after each operation. Similarly to [20], we define
the following wrappers.

Definition 4 (Wrappers for NIZK Simulator). The following ora-
cles are stateful and share their state st = (sts, coms, Qsim, Qr0O, Dsrs; Qaux)
where stg is initially set to be the empty string, and Qsim, Oro and Qaux
are initially set to be the empty sets.

— Si(x,aux) returns the first output of S(1,sts,x, aux).%

— Si(x,w) first checks (pp,x,w) € R where pp is part of srs and then
runs (and returns the output of) Si(x).

— Sa(s,aux) first checks if the query s is already present in Qro and
i case answers accordingly, otherwise it returns the first output a
of §(2,sts,s). The oracle updates the set Qro by adding the tuple
(s,aux, a) to the set. In the case of non-programmable random oracle
model, S is notified of the RO query but cannot control the answer a.

Almost all the oracles in our definitions can take auxiliary information as
additional input. As explained in [23], this auxiliary information can be
used in a rather liberal form. For example, in the definition above, the
auxiliary information for Ss could contain the algebraic representations
of the group elements in s (when we restrict to algebraic adversaries) or
other information the security experiments might need.

Definition 5 (Zero-Knowledge w.r.t. A in the ROM). A NIZK is
zero-knowledge with respect to the class of adversaries A if there exists a
PPT simulator S such that for all adversaries A € A:

ppg  GGen(1Y) ppg  GGen(17)
Pr | srs < KGen(ppg) ~ Pr| (srs,sts) «+ S(0,ppg)
AProve(ek,-,~),RO(er) -1 AS{,SQ (SFS) -1

Zero-knowledge is a property that is only guaranteed for true state-
ments, hence the above definition uses S} as a proof simulation oracle.

5 More often, simulators need only the first three inputs; abusing notation, we assume
that such simulators simply ignore the auxiliary input aux.
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2.2 Commit-and-Prove Arguments

Commitment Schemes. A commitment scheme CS with message space
M (and group parameters GGen) is a tuple of algorithms CS := (KGen, Com, VerCom)
where:

KGen(ppg, aux) — ck takes as input ppg +$GGen(1%), and any additional
required parameters aux, and outputs a commitment key ck.

Com(ck,m) — (c,0) takes as input the commitment key ck, and a mes-
sage m € M, and outputs a commitment ¢ and an opening o.

VerCom(ck,c,m,0) — b takes as input the commitment key ck, a com-
mitment ¢, a message m and an opening o, and outputs a bit.

Besides correctness, a scheme CS can satisfy two more properties called
binding and hiding. In this work we consider schemes that are computa-
tionally biding and succinct but that are not necessarily hiding.

CP-SNARKSs. Commit-and-Prove SNARKSs, or simply CP-SNARKsS,
are proof systems whose relations verify predicates over commitments [11].
We refer to a CP-SNARK for a relation R and a commitment scheme CS
as a tuple of algorithms IT := (KGen, Prove, Verify) where KGen(ck) — srs
is an algorithm that takes as input a commitment key ck for CS and
outputs srs := (ek, vk, pp)”; ek is the evaluation key, vk is the verification
key, and pp are the parameters for the relation R (which include the
commitment key ck). Also, if we consider the key generation algorithm
KGen’ that, upon group parameters ppg, runs ck <s CS.KGen(ppg) and
srs < II.KGen(ck), and outputs srs; then the tuple (KGen', Prove, Verify)
defines a SNARK that we identify with IT[CS] := (KGen', Prove, Verify).

2.3 The PST multivariate Polynomial Commitment Scheme

We describe a non-hiding version of the multi-variate polynomial commit-
ment by Papamanthou, Shi and Tamassia [50] (PST for short). Specifi-
cally, PST is a multi-variate polynomial commitment scheme with mes-
sage space JFq ,, defined over a bilinear group, that consists of the follow-
ing algorithms:

— KGen(ppg, d, i) on input the group parameters ppg, it samples f3; <5
F, for any i € [u], and it outputs the tuple ck := (ek,vk), where

ek := ({Hz’e[u] 5Zi}1)j€[d]’ vk = ([Bi]5)ie[y), and [d] is the set [0, d1] x
coex [0,

" Often, such an algorithm simply and deterministically (re)-parses ck as (ek, vk), in
this case we can omit the algorithm from the description of the proof system.
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— Com(ck, f(X)) outputs the commitment ¢ := [f(8)];.
— VerCom(ck, c, f(X)) outputs 1 iff c = [f(8)];.

We notice that for the special case p = 1 we recover the KZG scheme [30].
To emphasize the different settings, we define CSpgr,,, to be the polynomial
commitment scheme above where KGen fixes the last parameter to u, thus
CSkze := CSPST,l'

The PST commitment scheme allows for evaluation proofs which, in
the framework of [11], is a CP-SNARK [l for Rey1 where:

Revl(Ck7 (c,w,y), f) =1iff f(CC) =yANc= [f(ﬂ)]l .
We describe such a CP-SNARK below:

— Iley1.Prove(ek,x = (c,z,y),w = f) outputs (7;);c[,) such that m; :=
[7:(B)];, where (m;(X));e|, are the quotient polynomials such that
Diep T(X) (X —xi) = f(X) —y.

— [y Verify(vk,x = (¢, x,y), 7 = (m;)
Dlicu) €(mi, [Bi — wily)-

Since there are multiple ways to compute the polynomials (m;);e[,), we
consider the prover that computes 71,..., 7, itereatively, starting from p
down to 1, using the Euclidean division for polynomials.

ic[y)) outputs Liff e(c—[y], , [1],) =

Prover ITey1[CSpsr,,).Prove(ek, x = (c,z,y), w = f):
— Let Ry1(X) < f(X) -y
— Fori=up,..., 1
e Compute m;(X) such that R;11(X) = m(X)(X; — ;) + R;
and degy (R;) = 0.
— Output [m1(8)];,- .-, [mu(8)];-

Notice that, when c is fixed the proof elements for two different proofs
can be correlated, e.g. a proof (1, m2) for (c, (0,0),0) and a proof (7}, m5)
for (c, (1,0),0) have that o = 7.

Generalized Evaluation for Polynomial Commitment. While the
relation Rey1 provides a natural and self-contained abstraction for reason-
ing about polynomial evaluation proofs, it is somewhat limited in scope.
In particular, it captures a “stand-alone” notion of evaluation: a single
committed polynomial evaluated at a single point. However, in the context
of concrete proof systems, evaluation proofs often arise in more structured
and interdependent forms. For instance, protocols may involve multiple
committed polynomials, evaluated at shared or distinct points, and the
statement to be proved may assert that a specific linear combination of
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these evaluations equals a claimed value. To properly capture such sce-
narios, we introduce a generalized evaluation relation, Rgeva1, an indexed
relation that extends Rey1 by incorporating:

— a list of commitments (c;);e[m), €ach to a polynomial f;,

— two public evaluation points « € F*, z € F¥ for some k,

— a list of polynomials (a;);ec[m) that serve as index and are used as
coefficient polynomials in a linear combination over the (committed)

polynomials (f;)e[m)-

Formally, let 1 = (aj)jé[m]ax = ((Cj)je[mbzvmay)vw = (f])]é[m]a then:
(1,5, W) € Rgevar == Vi :c; = [fj(B)]y A2 ai(z 1) fi(x) = y.

This formulation may appear more elaborate at first glance, but it reflects
the structure required in many constructions, especially when applying
the PIOP-to-zkSNARK compilation pipeline in [25]. In fact, the indexer
polynomials allow to express different forms of batching under one sin-
gle hat. One may ask why the indexer polynomials also depend on the
variable x1. While this dependence is not required for our purposes, Fao-
nio et al. [2/] showed that allowing the indexer polynomial to depend on
the evaluation variable 1 (in their univariate setting) enables the anal-
ysis of the so-called linearization trick, where proving the evaluation of
an arbitrary combination of committed polynomials reduces to a single
evaluation proof at the point x1. We keep this dependence since it may
be useful in future extensions and strengthens the generality of our work.
The CP-SNARK Ilgeya1 for Rgevai, that we simply call generalized PST,
works as follows:

— The prover of Ilgeva1 runs Iey1 on instance x’ == (Z] a;j(z,x1)cj, ,y)
and witness w’ := > aj(z,z1)f; and outputs the PST proof;

— The verifier of Ilgeya1 runs the verifier of Iley1 recomputing the input
x’ from 1 and x, as the prover does, and the PST proof.

We call HPST,;L ‘= llgeval [CSPST,;L] and [lkzg = Ugeval[CSch]-

On the zero-knowledge of (generalized) PST. As noted in Section 1,
PST evaluation proofs are not zero-knowledge. We establish a weaker form
of zero-knowledge, that we call distributional zero-knowledge, for PST. We
observe that if the witness is sufficiently randomized via a carefully crafted
masking algorithm msk, we can prove distributional zero-knowledge with
respect to msk. For space reasons, we provide the details in [27].
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3 Policy-Based Controlled-Malleability in the AGM

We recall the definitional framework of [23]. In their framework a policy
is a pair @ := (P, P1) of PPT algorithms. The #-simulation extractabil-
ity experiment defined by [23] executes the policy algorithm @y which

generates public information ppg. We slightly simplify their framework,
since our work focuses on algebraic adversaries, by defining a policy as a
single PPT algorithm @ and assuming that, instead of @, it simply out-
puts n uniformly random group elements in G; for a parameter n that
is polynomial in the security paramater. The adversary is given as input
the SRS and these random group elements. After receiving a forgery from
the adversary, the security experiment runs the policy @. The policy @ is
a predicate that decides whether the attack is legitimate, e.g., it is not a
trivial one such as returning a proof received by the simulation oracle.

We extend the framework to the setting of controlled-malleability [15].
This framework assumes that the extractor is capable of either extracting
a witness or providing a valid explanation for the forged proof. Such an
explanation must describe the forged proof as the result of applying a
transformation to a set of simulated proofs. Moreover, the framework
mandates that this transformation belongs to a predefined set of benign
transformations, such as the set of homomorphic operations supported by
the scheme. Looking ahead, we can consider a simulation-extractability
game in which the adversary has oracle access to the PST evaluation proof
simulator but must produce a forgery for the generalized evaluation proof.
This is why we slightly change the notion of admissible transformation
from [15] to allow instances from different relations.

Definition 6 (Admissible Transformation and Allowable Set). We
say that a k-ary transfomation T = (T,,Ty) is admissible for a source
relation Rg and a target relation R if:

Vi€ [k]: (pp,x;, W;) € Rg = (Tx(PP, (Xi)ie[k])aTw((wi)ie[k])) ER

We say that a set of transformation T is allowable for Rg and R if
every T € T is admissible for Rg and R, membership in T is efficiently
decidable, and computing T, and T, takes polynomial time.

We now define the notion of controlled malleability in the AGM. The
experiment in Fig. 2 models an adversary with oracle access to the simula-
tor and requires it to output a forgery. We provide A with additional input
in the form of a list of G; elements, which we call simulated commitments:
this models the concept of obliviously sampled elements in the AGM [15]
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p N
Expf’g}'cm()\) S1(x, aux)
ppg <5 GGen(17) m,sts < S(1, sts, X, aux)
(srs; sts) = S(0,ppg), coms s Gy Qsim «— Qsim U {(x, aux, )}
(x, 7, auxg, auxg) + AS152(srs, coms) return 7
view < (srs,coms, Qsim, Qro) - Sa(s, aux)
(W, T = (Ta, Tw), (Xi)ic[r)) + E(view, sts, auxg)
br < (pp,x, W) ¢ R if Aaux,a: (s,aux,a) € Qro :
br + (Fi:x; & Qsim V T (pp, (x4):) ZxVT & T) a,sts + S(2,sts, s, aux)
bp + P((x, ™), view, auxg) Oro + Qro U {(s,aux,a)}
return Verify>2 (sts,x, ) Abg ANbr Abr return a
L J

Fig. 2. The ¢-simulation T -controlled-malleability security experiment.

that, in the context of KZG/PST, can be interpreted as commitments
for which even the experiment does not know a valid opening. The ex-
tractor’s goal is to output either a valid witness w or a transformation
T = (T, Ty) together with a list of queries to the simulation oracle. The
component T, explains the input of the forgery as x = T,(xy,...,xg).
Hence, by the definition of admissible transformation, if we had valid wit-
nesses w; for x; for all ¢ € [k], then T'(wy,...,wy) would yield a valid
witness for the forgery.

Definition 7 (#-Simulation 7-controlled-malleability). Let T be a
set of allowable transformations for source relation Rg and target relation
R, and consider Exp(®7T)-cn defined in Fig. 2 for some policy . A NIZK
II for a relation R and simulator S for instances in Rg is @-simulation
T -controlled-malleable (briefly, (®,T)-CM) in the AGM (and in the SRS
model) if for every PT algebraic adversary A there exists an efficient
extractor £ such that the following advantage is negligible in A:

®,T)-cm ®,T)-cm
AV () = Pr [Exply 1 sF () = 1

We say that a CP-SNARK II is (®,T)-CM for the relation R and a
commitment scheme CS if the NIZK II[CS] is (®,T)-CM for the relation
R. We say that II is @-simulation-extractable (briefly, ®-SE) if II is
(®,0)-CM.
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4 Controlled-Malleability of PST and KZG

In Definition 7, the adversary must produce a forgery for R in the pres-
ence of a simulator for Rg. In this way, the definition decouples the zero-
knowledge simulator from the NIZK scheme. Of course, our ultimate goal
is to prove security when the simulator is exactly the one guaranteed
by the zero-knowledge property of the NIZK scheme (so that Rg = R).
Nevertheless, in our setting it is much easier to analyze the simulation
extractability of IIpgr ;, (the generalized PST) in the presence of the zero-
knowledge simulator of I1¢y1[CSpsr,,| (the single PST evaluation scheme).
The motivation is that the generalized PST belongs to a broader class of
CP-SNARKSs, which we call PST-based CP-SNARKS, where the prover,
the verifier, and most importantly the simulator can all be seen as algo-
rithms that internally invoke the PST evaluation scheme one or multiple
times. For space reasons we defer the formal definition to [25], and here
we only summarize it.

— A CP-SNARK I7[CSpsr] for R is called PST-based if both its prover
and its verifier internally invoke ITey;[CSpst]. One can view this as a
reduction of knowledge [10] from R to RE,, for some k € N.

— A CP-SNARK II[CSpst] is called algebraic if, for any instance x, the
commitments in the derived instances for ITey1[CSpsr] are linear com-
binations of the group elements in the original instance x.

— A CP-SNARK I7[CSpgy] is called simulation-friendly if the simulator
only makes simple queries of the form (c,«,y), where c is a commit-
ment from the original instance x, to the distributional zero-knowledge
simulator of ITey [CSpst].

For example, Ilpsy is a PST-based CP-SNARK, since its prover and
verifier simply invoke ITey. It is algebraic because the call is on x' =
>-; aj(2)cj, and it is straightforward to show that it is simulation-friendly.

The lemma below summarizes our strategy. It shows that, in order
to prove controlled malleability (resp. simulation extractability) for any
PST-based algebraic and simulation-friendly CP-SNARK IT[CSpsr ], it
suffices to analyze a controlled-malleability (resp. simulation-extractability)
game where the adversary has oracle access to the simulator of ITey; [CSpsr ;).
The resulting scheme then achieves controlled malleability (resp. simu-
lation extractability) with its own simulator, up to minor adjustments
needed to align the type checking of transformations and policies.

Lemma 1. Let S™ be a simulator for IIe1[CSpsr,y]. For any PST-based
II for R that is algebraic and simulation-friendly, any extractor £, any
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policy @, any set of transformations T from Rev1 to R, and any adversary
A, there exist an allowable set of transformations T', an extractor &',
an adversary B with black-box access to A, and a policy &' such that
D' ((x, ), view, auxg) = D((x,7),view 4, auxp) where view 4 is the view
provided to A by B, and

(®,7")-cm (9',T)-cm
AdVH[CSPST,H],A,S,g’()\) = Ad"n[csm,u},s,ym,S(A)’

where S is a zero-knowledge simulator for II. Moreover, if T = () then

T' =0 and £E=E".

Simplified Adversaries and Algebraic Consistency. We define an
algebraic adversary for a PST-based CP-SNARK as simplified if the com-
mitments in its simulation oracle queries consist only of elements from
either the set of simulated commitments or the set of simulated proofs
that we denote with coms and proofs respectively.®

Although this class of adversaries is strictly more restrictive than those

considered in [21], it is sufficient for our goal of proving that multivariate
PIOP-based zkSNARKSs are simulation extractable.
Faonio et al. [23] identify a necessary property for extractability in the

presence of a simulation oracle for any KZG-based SNARK. This stems
from a generalization of a simple attack: given a commitment c, an adver-
sary with two simulated KZG evaluation proofs 71, mo for the same evalu-
ation point x but for two different evaluation values y; and y9, can exploit
KZG’s homomorphism to forge for the statement ((«+ )¢, z, ays + By2)
by using the evaluation proof am; + Sma. This attack can be generalized
whenever the adversary can leverage algebraic inconsistencies provided
by simulated proofs, as we explain hereafter. Let A € F[X]™*", and let
b € F[X]™. We have that (A||b) describes a linear system of multivari-
ate polynomial equations that admits a solution if there exists a vector
z € (F[X])" such that A-z=0b.

Definition 8 (Algebraic Consistency, simplified). Let A be a sim-
plified adversary that has oracle access to a simulator S for ITey1[CSpsr /]
and recetves as input a commitment key for CSpgr, and a list of G1-
elements coms = (¢;)ic[n), for some n. We say that the view of A after

8 In fact, in Section 4.2, we further restrict our attention to an even simpler class of
adversaries whose queries include only elements from coms. However, for technical
reasons, particularly in the context of KZG evaluation proofs, we require the more
general notion defined above.
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interacting with S is algebraic consistent if the linear system of multi-
variate polynomial equations, that we describe next, admits a solution.
Let proofs := (), be the list of simulated proofs, where Ty, = (qk.j);-
We assign to each ¢y in view a formal variable (defining a polynomial)
Zy; similarly we assign to the simulated proofs formal variables Q. ; €
F4[X]. For each simulation query (g, x,y) we define a new equation:

Zj—y =23 Qui- (Xi—wxi) ifg =c;

Roughly, the idea is that a view is algebraic consistent if, in a symbolic
world, we can assign polynomials to the simulated commitments in a way
that is coherent with all the claims, expressed as polynomial equations,
generated by the simulator.

Definition 9 (Simplified Policy for PST-based CP-SNARK). WWe
say that a policy @ is a simplified policy for a PST-based CP-SNARK for
R if @ returns true then (i) the view is algebraic consistent and (i) let
X be the set of all the G1-group elements in the instances queried to the
simulation oracle, then X C coms U proofs.

4.1 Controlled-Malleability of KZG

Faonio et al. [21] showed a policy-based simulation-extractability of KZG
when the evaluation point in the forgery never appears in any of the pre-
vious simulation query. However, for our reduction to PST, we need to
handle forgeries that reuse the same evaluation point of previous simula-
tion oracle queries.

We consider the admissible transformations 7iy with source relation
Rev1 and target relation Rgevay for the controlled-malleability of KZG/PST
(cf. Eq. (1)). Briefly, with each transformation 7" € Try we associate a set
of multivariate polynomials f;(X,Y"), where the variables Y correspond
to the simulated commitments observed by the adversary. The compo-
nent T, plays an additional role: it ensures that malleability only applies
when these simulated commitments were involved in simulation queries
at the evaluation point (= x).

We additionally assume there exists an efficient procedure that upon
input 7' € Tu outputs the values z, (f;);jem)- Note the slight abuse of
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notation in Eq. (1): for a polynomial p, we define p(ck,Y) = [p(B8,Y)];.

El(aj)je[m]a z, (fj)je[m} s.t. fj € FIX,Y1,..., Y] :
V(xi)ieik) = (i T, Yi)ick]
if Eli,j K 7 7& €T, = Tx(ck, (xl)ze[k]) — L
T€e€E Ty — else T, (ck, (Xj)je[k]) — ((Ej)je[m},z,acl,y) st. (1)
Vj S [m] : (_Zj — fj(Ck, (CZ))
y < > ai(z,21) fil®, (Y)) jen)
(fi(X,e1s s er))jepm) = Tw((€i(X))iew)

We show that the set of transformations 7ry is allowable. In fact, given
Vi € [k] : (ci,,¥i), ¢i € Rev1 we have that for any j the witness ¢;(X) :=
[i( X, (ci(X))iepm)) € FIX] and & = fj(ck, (ci)i) = fj(ck, ([ci(B)])) =
(8, (c(B)], = [6(8)),. Moreover, ¥, a;(z,21) - (@) = 3, a5(z,21)
fi(z, (ci(®))icy) = 25 ai(z,21) - fi(x, (Yi)iew) = -

Nesting Level. To prove our result on KZG, we first recall the no-
tion of nesting level introduced in [21]. Informally, it captures a minimal
upper bound on the degrees of the denominators of rational functions
associated with simulated proofs. The term “nesting level” reflects the
recursive structure that can arise in composable proof systems such as
CP-SNARKSs. In particular, since KZG commitments and KZG proofs
belong to the same algebraic domain, it is possible for an instance of
a CP-SNARK to contain commitments that are themselves (simulated)
proofs. When a proof is computed over such an instance, it effectively
becomes a proof of a proof, resulting in a form of nesting. The nesting
level thus measures how deeply such recursive structure can occur in the
simulation.

In our context, to reduce the controlled malleability of PST to that of
KZG, it is crucial to ensure that the nesting level does not increase. This
restriction is not merely technical: the soundness of our reduction relies on
an inductive argument over the number of variables. If the nesting level
were allowed to increase, we would not be able to apply the inductive
hypothesis, and the reduction would no longer go through.

Looking ahead, the reduction involves a sequence of simulation oracle
queries. While some of these queries may increase the overall maximum
nesting level, as originally formulated by [21], we observe that such in-
creases cannot be effectively exploited by the adversary.

To make this precise, we slightly modify the original definition of nest-
ing level. Specifically, we define the mazimum nesting level by considering
only simulated proofs that are generated before the forgery instance is
fixed. This change reflects that queries made after the forgery point may
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aid the reduction but cannot affect the adversary’s ability to forge, and is
key to making the reduction go through: although the original definition
would not suffice, our refined version correctly captures the adversary’s
limitations while preserving the structure needed for the reduction.

Definition 10 (Maximum Nesting Level for KZG, revisited).

Let SW be the zero-knowledge simulator of KZG. Let view be a view of
an adversary A interacting with the simulation-extractability game with
Ilyzg. Let Q@ C Qgim, where the latter set contains all the simulation oracle
queries to S issued by A. Let Vg,z,0 for g € Gy and x € F be such that:

— For any c € coms and for any x € F, vz 0 = 0.
— For any 7 such that ((c,z,y),m) € Q, we have Vy z o = Veg,0 + 1.

We define vg be the maximum nesting level of Q as:

re= gGPrc{Eli%EJ(coms Z Ve, Q:
Let T be the evaluation point in the forgery of the adversary, and consider
the set Q containing all the queries to the simulation oracle made by A
before the random oracle query with output T. We define the maximum
nesting level of A’s forgery to be v :=vg.

Finally, we present our simplified policy for KZG, which relies on two
key technical notions. First, to characterize the class of index polynomials
for which we can prove controlled malleability, we introduce the notion
of v-admissibility. Intuitively, this condition ensures a form of structured
(and possibly high degree v) independence among the polynomials in-
volved. Second, following the approach of prior work, we define when a
forgery point is considered wvalid. We refer to this condition as the gener-
alized hash-check. In particular, it requires that the evaluation points in
the forgery are sampled, using the random oracle, after a virtual repre-
sentation of the commitments (in the forgery) have been fixed.

Definition 11. Let a := (a;);ecm) be a list of polynomials in F[X] and
veN. We say that a are v-independent polynomials if V(«a;); € F<) [ X]:
either 3-; ajA;(X) # 0 or Vj : aj = 0. Moreover, let a = (a;);c[m)
be m polynomials in F[Z,X]. We say that a is v-admissible if either
Vj:a; € F[Z] (namely, degy(a;) = 0) and they are linearly independent
or Vj : a; € F[X] and they are v-independent.

Definition 12 (Generalized hash-check policy for KZG). For any
v € N, and any indexr i = (aj);cm) of Rgeva1, let Dync,i be a simplified
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* *

policy that, upon input the forgery (1*,x
auziliary output auxg, parses x* = ((c});, z
only if:

) , the view view and the

)
*x*,y*), and returns 1 if and

— The mazimum nesting level of the A’s forgery is s.t. v < v and 1 = 1*,

— Bither (1) Vi : a; € F[Z] and (c}); —ro 2" and (32; ai(2)c]) —ro T*
or (2) Vi : a; € F[X] and ()i —ro x*, we call this condition the
generalized hash check.

We define the family of policies Pguc:={Pgyc;:1 are v-admissible}.

Theorem 1 (Controlled-Malleability of KZG). For any v € N,
the scheme Ilxze is @gHC-simulation Tiu-controlled-malleable in the AGM
under the OMSDH assumption.

Proof Ideas. The proof of the theorem closely follows the proof of
policy-based simulation extractability in [21]. The main difference is that
we must define an extractor that additionally extracts a transformation
whenever the forged point z lies in the set Q, of points queried by the
adversary. Using the AGM, we can interpret the representation of the
forged commitment provided by the adversary as such a transformation.

The first part of the proof shows that whenever the extracted trans-
formation is invalid, we can construct a new point x* ¢ Q, for which
we obtain a valid simulation-extractability forgery. In particular, when
the transformation is invalid, we can use the simulated material to con-
struct a proof 7 for the instance (¢, z,y’), where the commitment and
evaluation point coincide with those of the forgery, but 1/ is the correct
evaluation obtained by applying the extracted transformation and the
claims of the simulated statements. It then follows that, for any arbitrary
point z*, the forged proof (7 — 7)/(Z — ™) constitutes a valid proof that
the commitment ¢* = 7 — 7 evaluates to (y —y')/(Z — 2*) at the point z*.
Thus, we reduce controlled malleability for @y of KZG to its simulation
extractability for the same policy.

What remains is to show that simulation extractability holds under
this refined policy, which can be proved with only a minor modification
of the original proof. We defer the formal proof to [27].

4.2 Controlled-Malleability of PST

We now focus on the controlled malleability of PST evaluation proofs.
We define a PST policy that parallels the one for KZG but imposes even
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stricter limitations on the types of simulation oracle queries the simpli-
fied adversary may perform. Crucially, our proof technique removes the
restriction on the maximum nesting level, which is essential for establish-
ing the simulation-extractability of sumcheck-based zkSNARKs.

Definition 13 (Generalized hash-check policy for PST). For any
index i = (a;)jemm) of Rgeva1, let @gﬁaﬁ be a simplified policy that, upon
input the forgery (1*,x*,7*) and 1 = 1%, the view view and the auziliary

output auxg, parses x* = ((cf)i, 2%, x*,y*), and returns 1 if and only if:

— The set X of the commitments in the simulation queries (see Defini-
tion 9) is such that X C coms and,

— if either (1) Vi : a; € F[Z] and (c}); —ro 2* and (3_; ai(z)c]) —ro =*
or (2) Yi : a; € F[X] and (cf); —ro z*, we call this condition the
generalized hash check.

We define the family of policies @gﬁg = {@gﬁaﬁ : 1 are linearly independent}.
We are now ready to state our main result on the PST scheme.

Theorem 2 (Controlled-Malleability of PST). For all u € N, the
scheme Ilpgr, 1is @gls{é—simulation Tiu-controlled-malleable in the AGM
under the OMSDH assumption.

Proof Ideas. The proof of the theorem uses induction on the number of
variables in the common reference string.

The base case holds by the controlled malleability of KZG, so we
now focus on the induction step. In this step, we construct a reduction
B for Ilpgr 1 that internally makes use of an adversary against Ilpgr .
Observe that B can easily extend a (u—1)-variate common reference string
for PST to a p-variate one by sampling the last variable 3, directly in
the exponent.

What remains is to adapt simulation queries from the p-variate setting
to the (u— 1)-variate one, and to show how to convert a forged evaluation
proof against a p-variate polynomial commitment into a forged evalua-
tion proof for the (u — 1)-variate case. For the first task, we note that
given 3, in clear, the reduction can fully simulate the proof by randomly
sampling p— 1 of the quotient polynomials (and performing the necessary
bookkeeping when multiple queries are made on the same commitment
by A). Thus, at this stage, B can simulate for A4 without invoking the
simulator S+,

As for the forgery, the key idea is that under the AGM the com-
mitment ¢ can be associated with a multivariate polynomial p(X, Z, Q),
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where X = (X1,...,X,,) are the variable corresponding to the SRS, Z
are the variables corresponding to the simulated commitments coms, and
Q are the variables corresponding to the simulated proofs. By exploit-
ing the simulation strategy of B, we can simplify p and rewrite it as a
polynomial in X and an extended set of simulated commitments Z. This
allows us to define our (p — 1)-variate forgery by reinterpreting ¢ as a
(p — 1)-variate commitment to p(X.,_1, B, Z).

Notice that the forged proof consists of quotient polynomials 7, ..., m,,
extracted under the AGM, such that:

p(X,Z) = Z 7Ti(X>Z)(Xi _-ii) +9.
i€y

Using the same idea as for ¢, we can reinterpret all these quotient
polynomials by assigning X,, <- 3,. However, we still have p quotient
polynomials, whereas the forged proof should contain only p — 1. We re-
move the last quotient 7, from the verification equation by computing
an evaluation proof of m, using the simulation oracle and absorbing it
using the homomorphic property of PST. In details, the reduction B in-
vokes the simulation oracle to generate an evaluation proof (%) e[, -1 for
the quotient 7, at the point &., 1 evaluating at y,, the latter value y,
is carefully chosen by B to ensure the algebraic consistency of the view.
Thanks to the homomorphic property of PST we can finally define the
forged proof (7;);e[u—1) for € as:

p(X:ufla 5;“ Z) =

Y Tl X, B Z)(Xi = &) + (X i1, By Z) (B — Fp) + 5 =
i€[p—1]

Z (Wi(X:u—laﬁw Z) + 7T7/;(X, Z)(ﬁu - 5#))()(1' — &)+ (g + (ﬁu - ju)yw)
i€[p—1]

ﬁ'i(X:uflvz)

Notice that although B invokes its simulation oracle, all simulation queries
are issued only after the forged commitment has been fixed. At this point
we can leverage the refinement on the nesting level that we introduced and
analyzed for KZG. In particular, when the reduction targets the controlled
malleability of KZG, the nesting level of B remains zero regardless of
how many simulation queries A makes. The last step, and also the most
technical part of the proof, is to show that p(&, (y;);) = § where the y; are
defined by looking at the simulation queries of the form (c;, &,y;) made
by A. To prove this claim we need to use multiple time the one-more SDH

26



assumption starting from the induction hypothesis, which states that:

p(j:u—la ﬁm (yz)l) =g+ (Bu - i‘,u)yn'

Roughly, we show how to replace 3, with a formal variable X, in the
above equation. We omit the analysis in this proof sketch, and refer the
reader to [25] for the full proof.
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